AGC Cybersecurity Best Practices Webinar Next Steps

Contact your IT department (internal/external) and ask them nicely…

1. Please review our email DNS configuration:
a. Verify the following DNS records are accurate and exist for our email domain
i. SPF
ii. DKIM
iii. DMARC, p=quarantine, after monitoring for a couple months we want to use p=reject
2. Do we test our backups? 
a. What frequency do we test them? 
b. Have we performed a failover?
c. How long did it take to failover?
d. Is there any down time to failover or fail-back?
3. Let’s review our Cybersecurity Strategy
a. Do we have the following workstation/server protection?
i. Endpoint Detection and Response
ii. DNS Filtering
iii. Privilege Access Management
iv. Security Information and Event Management (SIEM)
v. Disk Encryption
vi. Virtual Private Network (VPN) access? What kind?
b. Do we have the following identity protection?
i. Multi-Factor Authentication (MFA or 2FA)
ii. Identity Detection and Response
iii. Conditional Access
iv. Security Awareness Training
v. Simulated Phishing Attacks
vi. Enterprise Password Manager
c. Do we have the following email protection?
i. Email Encryption
ii. Attachment Scanning
iii. Hyperlink Scanning
iv. Impersonation Protection
4. Do we have a sensitive/confidential email encryption policy that automatically applies to all detected email?
5. Do we have a business continuity plan? Can we perform a tabletop exercise for a ransomware incident?
