Sedona Conference Practice Tips for Cross-Border Discovery

The Sedona Conference, a nonprofit legal research and educational institute, has assembled eight
"practice points" to help guide lawyers dealing with international and cross-border discovery issues
implicating data protection and data privacy. Here's a quick summary, though interested counsel should
check out their full report.

1.

Balance the urgency in preserving information with complying with data protection laws.
Some countries may prohibit "processing" of personal data in discovery and preservation
methods. When faced with cross-border data issues, identify international data sources,
research applicable laws, and consult specialized counsel. Adopting split U.S. and
international legal hold notices may be necessary.

Meet with key stakeholders to set common expectations. Quickly meeting with stakeholders
regarding relevant documents can help you identify which data protection laws may govern
the transfer of data outside the country.

Identify and define privacy issues with opposing counsel or regulators. This could include
seeking a stipulation or protective order to help minimize conflicts involving personal data
use.

Check in regularly to make sure you haven't lost consent to transfer personal information.
Under the EU's privacy protection directive, the consent to transfer can be revoked at any
time.

Study foreign systems in advance. In-country collection of information can be simplified by
researching stakeholders, customs, and systems unique to a foreign country early on in your
process.

The processing stage of discovery can be tricky. As the Sedona Conference says, early
discussions should address both data protection and discovery requirements, along with
local procedures, in order to "demonstrate due respect to any Data Subject with rights
under applicable Data Protection Laws."

Consider ways to limit production of protected data. If using protected data is necessary,
institute safeguards to protect those privacy interests.

Get rid of data when you're done. Release legal holds and return or dispose of protected
data when a matter is fully concluded.



