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Trusted Certificate and Browser Configuration Guide
Overview

The purpose of this guide is to provide a step-by-step tutorial on how to configure, and utilize, trusted
certificates for HTTPS communications for video device and web browser connections.

Prior to Starting:

This guide is based on Bosch Configuration Manager 6.01 in conjunction with Bosch video devices
configured with firmware 6.51. The example configuration is performed on a “Windows 10” PC with
administrative privileges.

Microsoft Management Console (MMC):
For specific configurations, validation, and troubleshooting purposes you should know how to create
an MMC snap-in with access to the local machines “certificate store”

e Right click the “Windows Start” tab select run. From the run menu type “mmc.exe” and select
“OK”

Run

Type the name of a program, folder, document, or Internet

— resource, and Windows will open it for you.

3

Shut down or sign out
Open: I mmc.exe &
Desktop N
ﬁﬁ‘f‘_“*f‘* Cancel Browse...
Once the default MMC opens select “File™ @ Consolel - [Console Root]
° “Add/ Remove Snap-in__“” E File Action View Favorites Window Help
& New Ctrl+N
= Open... Ctrl+0 Nisras
Save Ctrl+S
Save s There are no items to show i
VIEW.
Add/Remove Snap-in... Ctrl+M I&J
o

1 C:\Users\...\Consolel.msc

Exit
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e Once the “Add or Remove Snap-ins” pop-up menu appears, select “Certificates” and then
“Add”

Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snapdn Vendor A [ console Root Edit Extensions...
= |ActiveX Control Microsoft Cor... Bie
=) Microsoft Cor...
B Component $¥rvices  Microsoft Cor... Move Up
E‘ * Computer Managem Microsoﬁ Cor... S
\.'l. Device Manager Microsoft Cor... Add > javetion
o Disk Management Microsoft and... :
{2] Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
_%J' Group Policy Object ... Microsoft Cor...
@;, IP Security Monitor Microsoft Cor...
&, 1P Security Policy M...  Microsoft Cor...
L‘; Link to Web Address  Microsoft Cor... , Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

After selecting “Add” you will be required to

select the desired account. Certificates snap-in
e Select “My user account”
e Repeat the process to add “Computer This snap-+n will always manage certtficates for:
account” (® My user account
() Service account
When finished you should have “two” snap-ins O Computer account

Selected snap-ins:

[l Console Root Edit Extensions...
(¥ Certificates - Current User z
(Gl Certificates (Local Computer) Remove
Move Up
Maove Down

Note: When finished creating the MMC you will be prompted to save. Save it as ‘cert.msc” to the
‘Desktop”
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Bosch Configuration Manager Micro Certificate Authority (CA):
Bosch Configuration Manager features and built in Micro Certificate Authority (CA) that allows you to
create Root Cettificates, as well as sign Certificate-Signing-Requests (CSR) from system devices.

Creating a “Root Certificate”
Open Bosch Configuration Manager and navigate to the “Preferences” tab, “Applications”,
“Configuration Manager” and select the “Security” tab:

Select the “Create” tab

Devices | My Devices < @ @ a f @ D

Name ]
vGeneral 2 = ‘
Directories Access | Network | Video Repository Security | Logging
Logging ‘ ' '
Applications v MicroCA
viteoCifenT
Issued to Issued by
Not configured
|| CKate I Load
S .
Signature validity [days]
> UserToken
The “Create CA” menu should appear. Select B8l Create CA X
the following: _
o Store type: System Certificate Store SEaticote e o Syle Cadicats o ¥
e RSA 2048 Key type RSA 2048 v
e Common Name must be a minimum of 5 etk nene [Bosch1015 |
characters in length Organization [Bosch1015 |
e All site information should be unique Organizational unit |STNA |
e Select “Create” Locality [va |
State |VA |
Country |US |
Valid from | Monday . October 15,2018 |
Valid until | Tuesday . October 15,2019 |
Create Cancel
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After the certificate is created select the “Trusted” check box in the certificate menu, then select the
“Yes” option in the “Security Warning” pop up menu:
e This will add the certificate to the local machines “Certificate Store”

Access | Network | Video | Repository | Security | Logging | Appearance Config Service
v MicroCA
Issued to Issued by Valid until Store location Algorithn| Trusted
Bosch1015 Bosch1015 10/15/2019 10:55:24 Personal Certificate Store  RSA 2048 o & m
Create Unload
Signatixe validity [days} You are about to install a certificate from a certification i
! authority (CA) claiming to represent:
> User Token Bosch1015 \»

‘Windows cannot validate that the certificate is actually from
“Bosch1015", You should confirm its origin by contacting
*Bosch1015", The following number will assist you in this
process:

Thumbprint (sha1): 566A93F7 B83F845C BADCAE1A 6B46D491
B596BB15

‘Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

N

Typically this will add the certificate to the “Current User” certificate store. If the local machine is going
to be used by multiple users you may want to add the root certificate to the “Local Computer”
Certificate Store.
e Open the MMC shortcut you saved to your desktop
¢ Navigate to “Certificates (Local Computer)” , “Trusted Certificate Authorities” , and
“Certificates”

e Right click “Certificates” and select “All Tasks” and “Import...”

-

v Z;}J Certificates (Local Computer)

v || Persenal
| Certificates
v [ | Trusted Root Certification Authorities

) Certum CA
] Certum Trusted Network CA
551 Class 3 Public Primary Certific

| Certi”
» || Enterpri:
v | Interme:

All Tasks

View

ZIBVIP2-PC

[FlIENMONN ECC Cadificatiqn £

> hlmport... i’" 2

N [opyright (c) 1997 Microsoft

=t

| Certi

| Trusted

| Untruste

> | Third-P:
> [ Trusted
5 [ ClientA
| Preview

New Window from Here
New Taskpad View...

Refresh
Export List...

Help

igiCert Assured ID Root CA
igiCert Global Root CA
igiCert Global Root G2
igiCert High Assurance EVR
igiCert High Assurance EV R
ST Root CA X3
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This will open the “Certificate Import Wizard”. Your first step is to navigate to the location of the root
certificate you just created. By default the MicroCA certificate store is located at the following location:

e C:Users\'username’\AppData\Roaming\Bosch\VIDOS\CA
e Once located, select “Next”

& & Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\IJsers\BVIPZ\AppDataRoaming\Bosd'l\VIDOS\CA\Certiﬁcate.del I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.55T)

Next Ik Canceil
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After selecting “Next”, ensure that the certificate will be placed in the “Trusted Root Certificate

Authorities” store.
e Select next

e Select finished on the last page

e You should receive a “The import was successful” message, select “OK”

X
€ L¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specfy a location for

the certificate.
matically sel rti r f certifi
(®) Place all certificates in the following store
Certificate store:
ITrusbed Root Certification Authorities | [ Browse... |

Certificate Import Wizard X

a The import was successful.

lK] .7 Cancel OE@

You should now see the newly imported certificate in the certificate list.

Issued To a Issued By Expiration Date

5] AAA Certificate Services AAA Certificate Services 12/31/2028

5] AddTrust External CA Root AddTrust External CA Root 5/30/2020

5] America Online Root Certificati... America Online Root Certification...  11/19/2037

5] Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025

[51Bosch1015 Bosch1015 10/15/2019
TeSTEVIPZ-PC BVIPZ-PC 73173018

Bosch Security Systems, Inc.
800.289.0096
www.boschse curity.us

BOSCH




CCTV | IP Network Video | Technical Brief | Trusted Certificate and Browser Guide | 7

Signing Camera Certificates
All Bosch video devices come equipped with a “root certificate”. From Configuration Manager, the
devices tab, select the desired camera. Once the device has been “highlighted” in the device tree:
e Select the “Services” tab
e Select the “Certificates” sub tab
e Select “Generate signing request”

Name [192.168.1.58 | Device type [FLEXIDOME IP starlight 7000 VR
General Camera Recording Alarm VCA Interfaces Network Service
" Licenses | Maintenance Certificates | Loggﬂ 7Empatibilig'7‘
v Certificates
Issued to Issued by Valid until Key Usage
| local.myboschcam.net local.myboschcam.net 20.09.2031 v HTTPS server = a &
5| InternalUseOnly InternzlUseOnly 12.10.2033 v < m L:J
5| Bosch ST Root CA Bosch ST Root CA 20032115 cBS - i &
Upload certificate Grferate signing request Generate certificate

The “Generate signing request pop-up menu should appear. The base information from the Micro-CA
Root Certificate should auto filled into the “Signing Request”.

e Ensure the “Key Type” matches what was utilized for the root certificate: RSA 2048bit

e Select “Create”

Generate signing request X
Key type | RSA 2048bit b
File name lcem l
Common name [192.168.1.58 |
Country name IUS l
Province us ]
City VA |
Organization name ‘Bosch101 5 l
Organization unit l STNA l

Create Cancel
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After the signing request has been generated, you will see the CSR and a “pencil” icon. Select the
“pencil icon
e The Micro-CA will automatically sign the CSR
The CSRwill automatically convert to a signed certificate in the menu

[ )
e From the “Usage” dropdown menu select “HTTPS server”
[ )

Select “Save”

General Camera Recording Alarm VCA Interfaces Network Service
[ Licenses | Maintenance \ Certificates 7] Logging | Compatibility
v Certificates
Issued to Issued by Valid until Key Usage
whoschcam.net 20.09.2031 v HTTPS server = m ‘:J
192.168.1.58 [CSR] v > m &
20nly 12.10.2033 v v i &
[:EQ} Bosch ST Root CA Bosch ST Root CA 20.03.2115 CBS = m l:J
Ubload certificate Generate signing request Generate certificate
General Camera Recording Alarm VCA Interfaces Network Service
Licenses | Maintenance fr Certificates Logging | Compatibility |
v Certificates
Issued to Issued by Valid until Key Usage
7| local.myboschcam.net local. mybeschcam.net 20.09.2031 v HTTPS server - ﬁ t_J
5| 192.168.1.58 Bosch1015 14.10.2019 v - m d}
R,
| InternalUseOnly InternalUseOnly 12.102033 v [EHETRS Sevvor T [ & &
EAP-TLS client |
| Bosch ST Root CA Bosch ST Root CA 20.03.2115 ~ TLS-DATE client “' m LtJ
7§tratocast |
Upload certificate Generate signing request Generate certificate CBS client |
SYSLOG client \

Note: Multiple cameras can be selected simultaneously, and CSRs can be generated in parallel,
which will then all appearin the ‘Cettificates” menu as shown above.
e Selectall desired cameras in the ‘My Devices”menu, and perform the same procedure as

outlined above
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Microsoft Edge and Chrome

Navigating to any of the configured video devices utilizing either Microsoft Edge or Chrome web

browsers will only require “account login”

e HTTPS should show secure and no certificate errors

& ah ‘ Bosch Security Systems X ‘ + v

&< =7 O ] ‘i https://192.168.1.58/view.htm?mode=|

Website identification

Bosch1015
has identified this site as

/R

®@ 8

“—

FLE

lsch Security Systems - FLEXID' X +

& https://192.168.1.58/view.htm?mode=|

Connection is secure

Your information (for example, passwords or credit

192.168.1.58 ) card numbers) is private when it is sent to this site.
.EI VA' v - .E lee ‘ o I

Your connection to the server is encrypted.

View certificate

B Certificate (Valid)
is site?
Should | trust this site? R

Streafh {

Website permissions
u |

You haven't set any permissions for this site yet. Lr Site settings

§ & Cookies (3 inuse)

Allow Adobe Flash
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Firefox
Firefox does not read the “Windows Certificate Store”. Root certificates must be manually added to
the Browser

e Open Firefox and select the menu icon in the top left hand corner of the browser, then select
the “Options” submenu
e From the “Options menu” select “Privacy & Security”

N &\ Insecure Connection X -n
5] Sign in to Sync c Q
© Tracking Protection
E',. New Window Ctri+N
S New Private Window Ctrl+Shift+P
: : 'r,} General

a Restore Previous Session

Zoom — Coo%) 4| o Q Home

Edit X 0 g

Q Search

I\ Library >
M Add-ons Ctel+Shift+A a Priva%& Security
3% Options N | Privacy & Security I
57 Customize... —— & FITeToX ACCOUTT

From the bottom most portion of the “Privacy & Security page select “View Certificates”

Certificates

When a server requests your personal certificate
Select one automatically

® Askyou every time

3 Query OCSP responder servers to confirm the current validity of View Certificates... %

certificates 2 s
Security Devices...

Bosch Security Systems, Inc.
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The “Certificate Manager” menu should open:
e Select the “Authorities” Tab
e Select “Import”

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
vAC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
vAC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
vACCV
ACCVRAIZ1 Builtin Object Token
vActalis S.p.A./03358520967
Actalis Authentication Root CA Builtin Object Token
vAddTrust AB
AddTrust Low-Value Services Root Builtin Object Token
AddTrust External Root Builtin Object Token
COMODO RSA Certification Authority Software Security Device
COMODO ECC Certification Authority Software Security Device
USERTrust RSA Certification Authority Software Security Device
vAffirmTrust
View... Edit Trust... Im&ort... Export... Delete or Distrust...

You will need to navigate to the location of the root certificate you created earlier:
e C:Users\'username’\AppData\Roaming\Bosch\VIDOS\CA

‘ Select File containing CA certificate(s) to import X
™ « TI10702200E (C:) > Users » BVIP2 > AppData > Roaming > Bosch » VIDOS » CA v D Search CA P
Organize v New folder =z v [ o
~

Name Date modified Type Size

s Quick access
%] Certificate.der 10/15/2018 10:56 Security Certificate 1KB

OneDrive
Type: Security Certificate
[ ThisPC Size: 908 bytes
e : Date modified: 10/15/2018 10:56 AM
) 3D Objects
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After selecting the root certificate you will receive a “Downloading Certificate” pop-up menu
e Select “Trust this CA to identify websites.”
e Select “OK”

Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Bosch1015" for the following purposes?
Trust this CA to identify websites.

[[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

m Cancel

Navigating to any of the configured video devices utilizing either Firefox will only require “account
login”
e HTTPS should show secure and no certificate errors

Bosch Security Systems - FLEX X [JRoJOINTNE X | 4+

T3 C @ @ ?«\shttps://‘192.168.1.58,"'vie\.w.:":tn'1?mode:I
FLEXIDOME IP starlight | @ 192168158 >
Secure Connection

PE] Live ¥ Tracking Protection: OFF 23

No tracking elements detected on this page.

Permissions o

You have not granted this site any special
| permissions.

Stream

Stream 1 v

Clear Cookies and Site Data...
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