
PROTECT, DEFEND,
RESPOND

The New Jersey Cybersecurity & Communications Integration Cell (NJCCIC) is known as the Division of Cybersecurity of the New Jersey Office of
Homeland Security and Preparedness (NJOHSP). NJOHSP helps to direct prevention, detection, protection, response, and recovery planning, not only at the
State level, but also at the regional and national levels with our varied partners. NJOHSP is comprised of four Divisions: Intelligence, Policy and Planning,
Cybersecurity, and Administration.

cyber.nj.gov
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Ransomware 
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Ransomware-as-a-Service
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Ransomware – Q1 2021

*According to Coveware and Purplesec

Average ransom 
amount paid in Q1 
2021 was between 

$220,298 + from Q4

Average downtime 
is 23 days

Top attack vectors:

Phishing
RDP Compromise 

Software vuln +

Ransomware costs 
in 2020 estimated 

at $20 billion

77% of cases 
include data 
exfiltration

Top Targets:

Healthcare and 
professional 

services
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Ransomware – Q2 2021 - Evolution

Average ransom 
amount down 38% 

to $136,576

Average downtime 
is 23 days

Top attack vectors:

Phishing
RDP Compromise 

Software vuln

Ransomware focus 
by heads of state, 

LE, CEOs, & 
Insurance Co

81% of cases 
include data 
exfiltration

Top Targets:

Public Sector and 
Professional 

Services
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Ransomware targets
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Ransomware Targets
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Credential Compromise

Why are credentials the keys to the kingdom?
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HaveIBeenPwned.com
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Credential Compromise

Best method to protect 
against account compromise 
as a result of credential theft

Choose authentication apps 
or hardware tokens over SMS 

or email codes
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You trust XYZ 
company with your 

password

• You create 
an account.

XYZ 
Company is 
breached

• Email addresses and 
password are exposed.

Data breach info 
online

• Credentials are made 
public or for sale on dark 
web.

Criminals try to get 
into ABC account 

with XYZ credentials

• Password reuse 
allows access into 
other accounts.

MFA 
enabled –
no access

MFA not enabled –
criminals obtain 

access

Why Multi-Factor Authentication Matters
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Data Backups

• Keep backups OFF the network
• Store in separate and secure location

• Test backups regularly
• Keep multiple copies

Increase resiliency

Encrypt Data

• Encrypt sensitive data at rest 
and in transit

• Exfiltration of data prior to 
ransomware is increasingly 

common

Business Continuity

• Establish COOPs and 
Incident Response

• Test these plans
• Modify plans
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Separate IT and OT 
networks

Enable MFA for 
ALL users

Keep 
hardware/software 

updated

Employ security 
technologies and 

manage them

Close unnecessary 
connections (ports)

Educate!

What Can We Do?
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CYBER.NJ.GOV
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NJCCIC@CYBER.NJ.GOV 1-833-4-NJCCIC
(1-833-465-2242)

@NJCYBERSECURITY CYBER.NJ.GOV

Connect With Us


