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The President’s Corner
Hello ISSA Kansas City Members!
As part of our ongoing commitment to improving services for our ISSA members, the
ISSA international is restructuring the association operations. As of 31 October, DMG
no longer serves as the management company for the ISSA. Dave Tyson is the new
Executive Director for the association ISSA. Please visit www.issa.org for further
information. The following are on the ISSA International Board; Keyaan Williams is the
President, Roy Wilkinson is the VP, Anne Rogres is Sec/Director of Operations, and
Pamela Fusco is the Treasurer.
We are excited to announce the ISSA KC Chapter will launch in 2018 a Mentor’s
Program. If you are interesting in becoming a mentor contact Cheryl Cooper at
vp@issaKC.org .
It’s time for ISSA KC yearly board elections. You will get an election email in the next
few weeks. Please let us know if you like to be part of ISSA KC Board
(president@kc.issa.org). We will have many open positions for 2018.

Thank you for attending our luncheon meetings and wishing you all a great
Thanksgiving holiday!

Sincerely,
Naeem Babri
President, ISSA Kansas City

Upcoming ISSA-KC Monthly Chapter Meeting Schedule
December 15, 2017 (Combined
ISSA/ISACA)
Topic: Cyber Security
Ritz Charles, Overland Park,
KS

January 25, 2018

February 22, 2018

Topic: Cyber Security

Topic: Pending

NOVACOAST

Cyber Ark

Hereford House, Leawood, KS
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ISSA KC October 2017 Chapter Meeting Recap
Evolve Beyond Disaster Recovery to IT Resilience
On October 26, 2017, the ISSA-KC Chapter members and other security professionals held a meeting at Brio’s restaurant
to network and attend the monthly chapter meeting, on the topic “Disaster Recovery to IT Resilience”. Kelly Lipprand
discussed IT resilience is achieved when a company is capable of responding to a disruption so quickly that end-users and
customers are not aware that a disruption occurred. Organizations that embrace this concept, which is essentially a more
proactive approach to BC/DR, focus on continuous availability rather than recovery after the fact. Automation and
simplification of replication and recovery are part of resilience, and ensure that companies can prove the availability of
their applications and data at any time.
In this presentation we learned how Zerto works towards a complete solution with no dependencies on hypervisors,
hardware, or clouds in order to achieve IT Resilience.

Winner $50.00 Gift Card
Susan Zimmerman

Sprint Safety & Security Expo October, 2017

Safety & Security Expo
ISSA Kansas City Chapter was invited to participate in the Sprint’s Safety & Security Expo at Sprint’s
Winter Garden. Naeem Babri and Cheryl Cooper provided an exhibit booth, and was working hard for
our chapter by educating people on the benefits of being an ISSA member, and bringing about security
awareness to the comunity. It was a success! Hundreds of indivuduals visited the ISSA table, and tens and tens of people
signed up for the ISSA email list.
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Krina Snider (left) and Cheryl Cooper (right)

Security & Privacy Articles and News

Experts Weigh Pros, Cons of FaceID Authentication in
iPhone X
Author: Kelly Sheridan, with DarK Reading,
https://www.darkreading.com/endpoint/experts-weigh-pros-cons-of-faceid-authenticationin-iphone-x/d/d-id/1329874?piddl_msgorder=thrd

Security pros discuss Apple's decision to swap fingerprint scanning for facial recognition technology in the
latest iPhone.
Apple demonstrated FaceID, its new 3D facial recognition technology, on Sept. 12 as part of the iPhone X.
FaceID will replace TouchID fingerprint scanning in the latest iPhone, which doesn't have a home button, to
authenticate users so they can access apps and Apple Pay.
If you were apprehensive after the announcement, you're not alone. Apple isn't the first company to use facial
recognition and others have been unsuccessful. Samsung's Face Unlock proved easy to hack when a user logged
into one phone using a photo of himself on another; before that, Android's facial scanning tech could be
similarly fooled.
Apple uses a different kind of technology, which it promises is more secure. The TrueDepth sensor on iPhone X
has a dot projector, flood illuminator, and infrared camera in addition to the built-in camera. The phone creates
a 3D map of a user's face and dimensions of their features. Data is locally stored in the iPhone's secure enclave.
"FaceID uses AI in addition to the static biometric recognition techniques," says Zighra CEO Deepak Dutt.
"The algorithms bring an adaptive piece into the picture which continuously learns. FaceID typically would
have a learning phase where the engine would build a 3D model of the user's face from a large number of data
points."
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Apple claims its FaceID authentication is 20x more accurate than TouchID. Only one in 1,000,000 people
would have a face similar enough to a user's to successfully bypass FaceID -- the same failure rate as a six-digit
passcode. In comparison, there is a one in 50,000 chance a random user could log into an iPhone with TouchID
using a fingerprint.
So is FaceID really more secure than TouchID, or a passcode?
One concern about FaceID is in its current implementation, only one face can be used per device, says Pepijn
Bruienne, senior R&D engineer at Duo Security. TouchID lets users register up to five fingerprints. If a third
party obtains a user's fingerprint and reproduces it, and the user is aware, they could register a different unique
fingerprint.
This is not the case with FaceID, he says, though an attacker would need a 100% reproducible bypass using an
easily obtainable picture of a user's face. Once the system is broken and can be bypassed using a photo, a victim
would have to fall back on using strong and unique passcodes. For some, the old six-digit key login is preferred.
"Given that a passcode can be made strong enough to make brute-force attacks useless, they will still have the
preference for some security conscious users," says Bruienne. "When combined with good security hygiene, a
strong unique passcode (which iOS allows) can be more secure but less convenient."
That said, passcodes also have their downsides. They cannot be forcibly divulged but can be snooped or coerced
from users. An attacker with your passcode can get into your iPhone.
FaceID requires a user's attention and can detect whether someone is correctly holding the phone and looking at
it to authenticate. This may lessen the chance of "sneak auths" in which someone holds up a phone and attempts
to capture a user's face from a distance.
However, if someone has your body under their control, they can force your finger onto a sensor or force your
eye open for an iris scanner. What happens if an attacker tries to use FaceID on a sleeping target, or law
enforcement wants to get into a suspect's phone?
"It's one thing to compel someone to unlock a device with their finger," says Bruienne. "It's another thing to just
point the camera at their face - [it] will be interesting to see how this is managed."

The Government Wants You—To Hack U.S. Election
Systems
By Stephanie Mlot , November 3, 2017, https://www.geek.com/tech/the-governmentwants-you-to-hack-u-s-election-systems-1721551/?source

Two U.S. senators have introduced bipartisan legislation aimed at protecting American election systems from foreign
interference.
The Securing America’s Voting Equipment (SAVE) Act would help shield voting systems, registration data, and ballots
from theft, manipulation, and malicious computer hackers.
And requires your help to “hack the election.”
Among various authorizations and mandates, the proposed bill includes the creation of a “Cooperative Hack the Election”
contest: Participants work with vendors to uncover (and ultimately defend) threats to electronic voting systems.
The goal of the annual bug bounty program is to “strengthen electoral systems from outside interference”; discover the
most significant vulnerabilities to earn an as-yet-unspecified award.
Hackers, however, may not “exploit” uncovered vulnerabilities or “publicly expose” them, according to the legislation.
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“Our democracy hinges on protecting Americans’ ability to fairly choose our own leaders,” Sen. Martin Heinrich (DN.M.), who co-wrote the bill with Sen. Susan Collins (R-Maine), said in a statement. “We must do everything we can to
protect the security and integrity of our elections.” The move comes after reports that election-related networks, including
websites, in 21 states were targeted by the Russian government during the 2016 campaign.
If enacted, the SAVE Act would invite developers, network specialists, security experts, cyber criminals, and anyone with
average computer skills who lives in their parents’ basement to infiltrate nationwide systems.
It also facilitates information sharing, provides guidelines for best practices, and entitles states to additional funding to
develop their own solutions to election threats.
The Department of Homeland Security in June confirmed that “a small number” of voting networks—including those in
Arizona and Illinois—were successfully compromised last year. Reports also suggested that voter registration databases in
39 states were penetrated.
A “truly disturbing” reality that Collins said should “serve as a call to action to assist states in hardening their defenses
against foreign adversaries that seek to compromise the integrity of our election process.” “Until we set up stronger
protections of our election systems and take the necessary steps to prevent future foreign influence campaigns, our
nation’s democratic institutions will remain vulnerable,” Heinrich added.
(Fortunately, this bill (S.2035) is being given only a 4% chance of actually becoming law.)
Title I calls for the Director of National Intelligence to sponsor a security clearance up to Top Secret for each eligible
chief State election official and one designee of such official. In general, the chief State election official is the state’s
Secretary of State. There is no mention of what happens if the designated officials either are not eligible for a security
clearance or fails a required background check. Title II directs the Secretary of Homeland Security to designate voting
systems used in the United States as “critical infrastructure”. The definition of “critical infrastructure” as used in this bill
is:
42 U.S.C. §5195c(e)
(e) Critical infrastructure defined
In this section, the term “critical infrastructure” means systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems and assets would have a debilitating impact on security,
national economic security, national public health or safety, or any combination of those matters.
While the protection of voting systems is certainly important, I am not sure the designation as critical infrastructure is
appropriate. Also, the designation of voting systems as critical infrastructure extends federal government control into an
area traditionally left in State control. Title II also makes funds available in the form of grants for States to upgrade their
voting systems, but those grants would be made available only to States that implement the best practices dictated by
DHS. I don’t really have an issue with making funds available, but I think the States should be the ones to determine the
best security practices for their own systems. Otherwise, there is too much potential for federal government overreach and
mischief. (Just my opinion.)
Title III is the one that establishes the “Cooperative Hack the Election Program” and directs the DHS Secretary to develop
the program which would include the creation of “an annual competition for hacking into State voting and voter
registration systems during periods when such systems are not in use for elections”.
While I understand and accept the desire and need to discover vulnerabilities in computing systems, this is the type of
activity that should never be done on live, production systems. It should only take place in controlled, test and
development environments, designed to duplicate live environments.
Title III provides a safe harbor from prosecution under 18 U.S.C §1030, Fraud and related activity in connections with
computers, for activities conducted that are associated with the program.
My feeling is that this is ill advised. Offering rewards to people for attempting to break into computer systems, especially
live, production systems, even within certain constraints, is not a good idea. Nor is it a prudent use of taxpayer funds. My
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personal opinion is that, if the States want to standardize security requirements and procedures for voting systems, it
should be left to the National Association of Secretaries of State and the National Association of State Election Directors.
They are responsible for the conduct of elections and can establish the standards, including the certification of vendors
and equipment. If they want to consult with NIST, fine. Authorize block grants to those association for that purpose if
necessary and keep the federal government out of it (Joe Butin, CISSP, CIPP, e-mail message, November 9, 2017).

Why Apple Pay and Other Mobile Wallets Beat Chip Cards
By Brian X. Chen, New York Times tech Fix,
https://www.nytimes.com/2016/05/05/technology/personaltech/in-the-race-to-paymobile-wallets-win.html
Every weekend, when Pierre Houle works the brunch shift at Olea, a neighborhood
restaurant in San Francisco, many customers want to split the tab on multiple credit
cards, a process that takes much longer than it used to.
For waiters like Mr. Houle, diners going Dutch is nothing new. But now he has to take each of the credit cards, insert
them into a chip reader and wait about 10 seconds for every transaction to process. In the past, he could swipe a card, wait
a few seconds, print out the receipt and get going. “It isn’t much, but in the restaurant world it can be enormous,” he said.
“I have to wait there, and I can’t go check on something else. You need to move all the time when you do a job like that.”
Many merchants and retail workers are watching their lives play in slow motion when they process credit cards. To
combat fraudulent transactions, the retail industry is shifting away from the traditional magnetic stripe toward tiny
computer chips embedded inside cards. The chip technology, known as E.M.V. (for Europay, MasterCard and Visa) has
been around for decades in Europe. But starting last October in the United States, banks pushed the liability of purchases
made with counterfeit credit cards onto merchants.
That means if a criminal swipes a counterfeit credit card to buy something, the merchant now has to pay for it. The
sweeping change has compelled many retailers to upgrade their equipment to read chips, which have stronger security
than the easy-to-forge magnetic stripe. By the end of this year, about 80 percent of all credit cards in the United States
should include chips, according to a new report by the fraud prevention company Iovation and the research firm Aite
Group. The chip initially may annoy consumers. For most chip transactions, you have to dip the credit card into a slot and
wait for the transaction to be approved before you can remove it and scribble your signature.
Mobile payments could be a quicker alternative. Some of the biggest tech companies — Apple, Google and Samsung
Electronics — released mobile wallet technologies in the last two years, though they are still a niche product. In the
United States, only 0.2 percent of all in-store sales were made with phones last year, according to a survey by eMarketer,
the research firm.
“Contrary to what Tim Cook said when Apple rolled out Apple Pay, consumers have been swiping their cards for a long
time and it’s not that hard,” said Julie Conroy, a research director for the Aite Group.
I tested chip cards and each of the mobile payments services in three different stores: Walgreens, BevMo and Nancy Boy,
a small beauty supply store in San Francisco. I inserted a chip card or tapped a phone and timed how long it took each
transaction to be approved and start printing a receipt. The results varied slightly, but the mobile wallets were generally
much faster than the chip.
At Walgreens, after I inserted a chip card, the transaction took eight seconds before a receipt started printing; Apple Pay
and Samsung Pay took three seconds; and Android Pay (Google’s service) took seven seconds. At BevMo, the chip
payment took 10 seconds; Samsung Pay took four seconds and Android Pay and Apple Pay each took five seconds. At
Nancy Boy, the chip took eight seconds, and all the mobile payment services tied at 2.4 seconds.
What is happening with the chip to make it so slow? When you dip in the card, the chip generates a one-time code, which
is sent to the bank over a network. The bank confirms the code and sends verification back to the terminal. With mobile
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wallets, the same thing is basically happening in the background. They generate one-time tokens that are sent out and
approved by the banks. Stephanie Ericksen, a Visa executive who works on security solutions for new payment
technologies, says the sluggishness of the chip is largely a perception issue. The actual transaction time behind a mobile
payment and a chip card is the same.
But with the chip, most merchant terminals require you to leave the card inside the reader until the transaction is complete
and wait for a screen to tell you that you can remove the card. With the mobile payments, you can just tap the phone, and
there is no extra screen telling you to remove the phone, which partly explains why the transaction appears to move along
more quickly. Visa is addressing the perception of sluggish transactions with Quick Chip. It is basically a coming
software upgrade that will allow the terminals to instruct the customer to dip the card and remove it right away.
Mobile wallets feel faster, more convenient and less awkward to use than the chip, so you should use them whenever
possible. The caveat, of course, is that not every merchant that takes credit cards also accepts mobile payments. To see if
the wallet is supported at a store, you will have to look out for Apple Pay or Android Pay logos on cash registers, or a logo
of a hand holding a card in front of a wireless signal, which means contactless payments are supported.
That brings us to the differences among the mobile wallets. They all work about the same — take your phone out, enter
your passcode or fingerprint and tap the terminal — and they have their pros and cons.
Samsung Pay is accepted by the most merchants because it uses magnetic secure transmission, a technology that emits a
magnetic signal to mimic the magnetic stripe, meaning it can be used on most credit-card readers. Samsung Pay also
supports payments made wirelessly with near-field communications, for NFC, a technology that enables devices to
exchange information wirelessly over short distances.
Apple Pay and Android Pay can make payments over terminals that have NFC or inside apps that support them, like Uber
or DoorDash. Apple Pay is supported by more banks than the Samsung and Android wallets. (I was surprised, for
instance, that I could not add a Chase card to Android Pay). Android Pay’s advantage is it is available on the broadest
array of devices. It can run on most Android phones that support NFC, whereas Samsung Pay can only be installed on
Samsung phones and Apple Pay can only run on iPhones and the Apple Watch.
In a statement, Samsung said Samsung Pay was the most accepted mobile payment service and it “dramatically decreases
opportunities for fraud.” Google’s senior director for Android Pay, Pali Bhat, said, “We want Android Pay to be available
everywhere, and everywhere means as many devices as we can support.”
Jennifer Bailey, vice president of Apple Pay, said, “Users tell us they love the convenience and speed of paying with their
iPhone or Apple Watch.”
In rare cases, there can be a long wait before you take your chip card back. Mr. Houle, the restaurant waiter, also works
part time at the beauty supply store Nancy Boy. He recounted an incident in the store when he dipped a chip card for a
customer who left before he could hand it back. He tracked her down on Facebook and mailed it to her in New York three
days later. “It was my fault as much as hers,” he said.

ISSA KC 2018 Mentor Program Launch

We are excited to announce the ISSA
Kansas City chapter will be launching a
new Mentor Program in 2018!

The program is designed to formalize relationships between more senior professional individuals in the chapter
(Mentors) and the various levels of security professionals seeking entry or moving through the different phases of
7

this profession (Mentees). Since 2018 is the pilot year for this program for our chapter we need your
participation to make it successful!
How will I be able to sign up?
We will be accepting applications for Mentors throughout the month of December. Applications for Mentees will
be accepted starting January 1st (a separate communication will go out for this). If you are interested email
Cheryl Cooper, vp@kc.issa.org . Mentor/Mentee matches will be announced in February.
Why should I be a mentor?
•

Contribute to the professional development of the future workforce;

•

Help build stronger community fabric;

•

Impart the principles of an experienced security professional;

•

Gain a broader view of your own community; and

•

Give something back to the profession!

Why should I be a mentee?
•

Explore the world of work through interaction with professionals in the career of their choice;

•

Gain an experienced practitioner's perspective on applying concepts to real-life situations;

•

Familiarize yourself with success in a corporate environment;

•

Identify long-term professional development goals

•

Grow as an information security professional;

•

Gain the capacity to translate values and strategies into productive actions;

•

Increase career development opportunities.
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ISSA Journal November 2017

November 2017, Volume 15 - Issue 11, Feature articles include:






Application of Quantum Technologies for Practical Tasks - Sergey Tikhonov and
Miroslava Bondarenko
It’s Not the End of Cryptography as We Know It - Karen Martin
Biometric Electronic Signatures - Phillip Griffin
When Side-Channel Attacks Meet Quantum-Safe Cryptography - Zhenfei Zhang
Opportunities and Threats – Part 1: An Overview, Promises, and Introduction to
Quantum Cryptography - Seetharaman Jeganathan

Members: please click on the following Journal issue links for access:
Computer: Bluetoad - PDF; Mobile: ePub - Mobi
Not a member? Read this month's feature article - Application of Quantum Technologies for Practical Tasks - at no
charge or Join Now and gain full access to the ISSA Journal.

Certification Corner
Contact: Mark Waugh, ISSA Education Committee Member For CISSP, 913-636-7900
Director of Education, Larry Dilley, certification@kc.issa.org

Chapter Membership Corner
Contact: Wei Cheng, ISSA Director of Membership, Membership KC membership@kc.issa.org

Webinars/Conferences

Managing the Security Risks of IoT Innovation
Hosted by: Earl Perkins, Research VP
Discussion Topics:

Have risks changed in the digital business era?

Does IoT innovation have to be risky?

What should digital business innovators do?
While IoT provides a revolutionary approach to technology innovation for digital business, with great change comes
great responsibility. Security risks must be prioritized and managed in a way that maximizes the opportunity for success
while keeping costs and efforts realistic. This presentation highlights the risks and the responses organizations can take
to realize IoT innovation value.
Can't make it? Register anyway and we'll send you the recording after the webinar,
https://www.gartner.com/user/registration/webinar?resId=3816064&commId=285783&channelId=5501&srcId=13478922244
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ISSA-Kansas City December Chapter Event
December 15, 2017 ISSA – ISACA Combined Chapter Meeting

Topic: Cyber Security
Topic Summary: More to come
Speaker: Rhonda Schell
Location: Ritz Charles, 9000 West 137th Street, Overland Park, KS. 913-685-2600
Agenda:
11:30 AM - 12:00 PM Greeting and registration
12:00 PM - 2:00 PM - Meeting & Presentation
2:00 PM - 2:30 PM - Questions, Answers & Networking
Menu: More to come
Soft drinks, Iced Tea, Coffee
*Vegetarian option available, please note at registration at Brio
* *Menu subject to change. **
Price:
$35.00 for ISSA Members,
$35.00 for Guests/Non-Members
Maximum Reservation: 40
Credit(s): 1 CPE credit
More details to come in the December, 2017 newsletter.
We look forward to seeing you at the event. If you have any questions about the event or how to register, please email
our RSVP email, or contact the venue for directions.
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The Information Systems Security Association (ISSA) is an
international organization providing educational forums, publications and peer interaction opportunities that enhance the
knowledge, skills and professionalism. The primary goal of ISSA is to promote management practices that will ensure
availability, integrity and confidentiality of organizational resources.
President
Naeem Babri
president@kc.issa.org
Vice President
Cheryl Cooper
mailto:vp@kc.issa.org
Director of Social Media
Melissa Salazar
socialmedia@kc.issa.org
Secretary of Board
Rochelle Boyd
secretary@kc.issa.org
Newsletter Chief Editor
Cheryl Cooper
newsletter@kc.issa.org
Treasurer
Gary Kretzer
treasurer@kc.issa.org
Director of Membership
Wei Cheng
membership@kc.issa.org

Director of Education
Larry Dilley
certification@kc.issa.org

Director of Programs
Carmen Banks
programs@kc.issa.org
Webmaster
Thomas Badgett
webmaster@kc.issa.org
Director of Events
Dan Boethe
events@kc.issa.org
Past Presidents
Bob Reese
Tom Stripling
Jeff Blackwood
Michelle Moloney
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