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Avoiding Online Security Scams  
 
In today’s age of technology, it is important to be increasingly aware of scams regarding our computers, 
and in turn, patient information. A common scam found online today allows a malicious user access to 
your system. The user typically gains access via cold calls and fake warning messages that connect you to 
a live person trying to access to your system. It is imperative that all staff are aware that companies such 
as Microsoft will never prompt you to contact them with an ad, or call asking for access to your 
computer unless you have initiated the contact first.  
 
If you suspect a system in your office has been made vulnerable to a scammer, please contact your local 
IT immediately to investigate and clean up your system. Depending on privacy acts in your province you 
may also be required to report any unauthorized users accessing a Visual-Eyes workstation. Below are a 
few ways we can recognize and avoid harmful scams. 
 
Calls: 
 Calls will often come in claiming to be from Microsoft Support. They will attempt to convince 
you that there is an issue with updates, or your installation of Microsoft Office. They will often ask you 
to allow them into your system via remote software that they will instruct you to download. Microsoft 
will never contact you unless you have initiated the contact first. Any call coming from someone 
claiming to be from Microsoft support should be immediately disconnected.  
 
Fake Warnings: 
 Some Ads online will attempt to load large error messages onto your screen, asking you to 
contact Microsoft Support, and provide you with a phone number to call. Like the cold calls, Microsoft 
will never prompt you to contact them to provide remote access. If you receive any error messages on 
your system that are causing disruption to your normal computer use, always contact your local IT 
contractor first. No third party asking you to call them unprompted has your best interests in mind. An 
example of scam error message is on the following page. 
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Potential Issues: 
Scammers will often load various viruses, or cryptocurrency miners which may not cause any visible 
harmful effects. However, once these users have accessed your system they have the ability to upload 
local files to their systems to use for identity theft, or resale of medical data. They may also run miners 
on your system which can cause system slowdowns or crashes. If you suspect a system in your office has 
been made vulnerable to one of these events, please contact your local IT immediately to investigate 
and clean up your system.  
 
Following Protocol: 
If your Visual-Eyes workstations are accessed by unauthorized users, you may need to report the 
intrusion per the various healthcare privacy acts in your province. Please review your province’s Privacy 
Laws regarding Medical Data to determine the appropriate actions if this kind of event transpires.  
 


