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WHAT IS A 
DIGITAL 
SIGNATURE?

Section 668 of the Florida Statutes 
defines a digital signature as a type of 
electronic signature that transforms a 
message using an asymmetric 
cryptosystem such that a person 
having the initial message and the 
signatures public key can accurately 
determine:

a) whether the transformation was 
created using the private key 
that corresponds to the public 
key

b) whether the initial message has 
been altered since the 
transformation was made



WHAT IS A 
DIGITAL 
SIGNATURE?

What exactly does that mean?
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WHAT IS A 
DIGITAL 
SIGNATURE?

➢ A digital signature is the digital equivalent of a 
handwritten signature or stamped seal. 

➢ Digital signatures have the same legal significance 
as traditionally wet-ink signatures.

➢ Digital signatures support the Department’s           
e-Construction effort to conduct business in a 
paperless environment. 

The Department requires each certificate:

• National Institute of Standards and Technology 

(NIST) assurance level of three (3) or higher 

• Issued from a Department approved digital 

Certificate Authority. 



WHAT IS AN 
ELECTRONIC 
SIGNATURE?

Section 668 of the Florida Statutes 

defines an electronic signature as 

any letters, characters, or symbols, 

manifested by electronic or similar 

means, executed or adopted by a 

party with an intent to authenticate 

a writing. 



ELECTRONIC
SIGNATURE 



WHY DO YOU 
NEED A 
DIGITAL 
SIGNATURE?

• FHWA’s 3rd EDC round focused on 11 

technologies and practices that shorten 

project delivery, enhance durability and 

safety, and improve environmental 

sustainability

• e-Construction – using common 

technology tools to improve workflow, 

and to save time and money

• e-Construction is also an AASHTO 

Innovation Initiative 

• To support the FHWA and AASHTO 

initiatives, FDOT implemented 

e-Construction Specifications on all 

contract let July 2016 and forward

• Digital Signatures



HOW DO YOU 
GET A 
DIGITAL 
SIGNATURE?

Construction → Programs and Services → e-Construction → Digital Signatures → Link to Providers



HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

Construction → Programs and Services → e-Construction → Digital Signatures

• Exporting a Digital Certificate

• Installing and Configuring Adobe

• Creating a PDF Document from an Excel File

• Signing a PDF Document

• Validating a Signature



Exporting a Digital Certificate

HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

• Steps are included in the Simple 
Digital Signature Instructions on the 
State Construction Website.

• Why should I export my digital 
certificate?
• To use it on other devices (computer, 

tablet, phone, etc.)

• To have a back up in case your 
computer crashes or gets updated

http://www.fdot.gov/construction/eConstruction/Docs/Simple Digital Signatures Instructions.pdf


HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

The Department recommends the use 
of the free Adobe Reader to digitally 
sign documents and forms on 
Department contracts.



Installing and Configuring Adobe

HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

• Steps are included in the Simple 
Digital Signature Instructions on the 
State Construction Website.

• What do I need to configure?

• Adobe Settings (certificate store, etc.)

• Your digital signature appearance

• This is what your signature will look 
like when you apply it to a document 
(it may include your name, the date 
the document was signed, a picture 
of your signature, company logo or 
PE seal, position title, etc.)

http://www.fdot.gov/construction/eConstruction/Docs/Simple Digital Signatures Instructions.pdf


Creating a PDF Document from an 
Excel File

HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

• Steps are included in the Simple 
Digital Signature Instructions on the 
State Construction Website.

• Why would I want to create a PDF 
from Excel?

• To remove the excel functions and 
properties from your document

• To change the file type to PDF

• You can create a PDF from many 
different programs by printing to 
PDF instead of a typical printer

http://www.fdot.gov/construction/eConstruction/Docs/Simple Digital Signatures Instructions.pdf


Signing a PDF Document

HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

• 2 ways to sign a PDF Document

• Many Construction forms have been 

updated to include signature boxes. For 

these, just click and sign.

• For Construction forms that don’t have a 

signature box, you can easily create 

one in Adobe, then click and sign.
• Steps are included in the Simple Digital 

Signature Instructions on the State 

Construction Website.

http://www.fdot.gov/construction/eConstruction/Docs/Simple Digital Signatures Instructions.pdf


Validating a Signature

HOW DO YOU 
USE A DIGITAL 
CERTIFICATE?

• Steps are included in the Simple 
Digital Signature Instructions on 
the State Construction Website.

• Why do I need to validate 
signatures?

• To ensure the signature is from an 
approved signature authority

• To ensure the signature was valid when 
the document was signed

• To ensure the document was not altered

http://www.fdot.gov/construction/eConstruction/Docs/Simple Digital Signatures Instructions.pdf


DIGITAL 
SIGNATURE 
RESOURCE

Construction → Programs and Services → e-Construction → Digital Signatures



DIGITAL 
SIGNATURE 
RESOURCE

Construction → Programs and Services → e-Construction → Digital Signatures
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