DANKERS Ass0CIATION WOLF

Commmty Bawkers. Seruwy the Commmfy, & COMPANY,

Security Conference

Co-Sponsored by Wolf & Company, P.C.

Tuesday, October 24, 2017 — Rochester
Wednesday, October 25, 2017 — Albany

Where: Who should attend:
Rochester Airport Marriott — Compliance Officers
Loo0 W Ricge oo - HR Manogers
(585) 225-6880 = IT Security

= Security Officers
Marriott — Cashiers
189 Wolf Road — Training Officers
Albany, NY 12205 _, Branch Managers

(518) 458-8444

Registration Fees:

(fees include all meeting materials, Earn up to 7.0 CPE Credits
food & beverages)
Members: $275 IBANYS has been authorized by the NYS Department of Educa-

tion to award continuing professional education (CPE) credits..

Non-members: $325

(see page 3 to register)




8:30-9:00 a.m.

8:30-9:00 a.m.
9:00 —9:55 a.m.

9:55 -10:50 a.m.

12:50 - 1:40 p.m.

1:40 - 2:30 p.m.

2:30 - 2:40 p.m.

2:40 - 3:30 p.m.

3:30—4:20 p.m .

4:20—4:30 pm. .

4:30 p.m.

10:50 - 11:05 a.m.

11:05-12:00 p.m.

12:00 -12:45 p.m.

Security Conference

Registration/Continental Breakfast

Registration

State of the Threat Landscape: An Update on the Latest Attacks You Need to Know About

Alex Hernandez, VP-Customer Solutions, DefenseStorm

In this session we’ll identify current IT Threats, issues, and trends that Financial Institutions face today and how to stay steps ahead of bad
actors. In addition, we’ll provide an inside look into the mind of a cybercriminal and walk through a factious attack, step by step, as you learn
the anatomy of a targeted Advanced Persistent Threat (APT). The session will explore methods of reconnaissance, social engineering tech-
niques, detection avoidance methods, and common command & control communications.

Managing Governance to Reduce Cybersecurity Risk

Jeffrey Cardone, Partner, Luse Gorman & Benjamin Azoff, Partner, Luse Gorman

New cyber security incidents or security breaches make headlines each day, with unanticipated costs affecting an institution’s brand, infra-
structure and bottom line. The data breaches and systems being compromised remind us that all companies, no matter the size or industry, are
being targeted. In addition to viruses and malware, hackers’ techniques continue to evolve that can be as simple as an email request or a
phone call. Is your bank prepared with a risk management plan that incorporates cybersecurity? This session will take a look at recently publi-
cized cyber events to understand the latest schemes and methods for accessing private data. We will cover best practices that management
can use to reduce cyber risk.

Networking Break

Incidence Response Tabletop Exercise

Carl Benevento, Technical Account Manager, TAGSolutions

This interactive session will take audience members through a cyber breach of a fictitious organization.
Participants will see firsthand:

®  How the breach occurred.

®  How it could have been prevented.

®  The negative outcome on the business.
Lunch

Putting Fraud to the Fire

Liz Little, Fraud Consultant, Shazam

Fraud is ever-evolving, so what are the latest tactics, trends ad tricks that fraudsters are using to try to get your customer’s information? You'll
learn the common ways fraudsters are gathering card information and what you can do to prevent it. Does law enforcement need to be in-
volved? How are your vender partners helping and hurting your fraud liability? How do you discuss fraud with the local media? We'll provide
you with answers to maximize your fraud prevention efforts and position your institution as a knowledgeable financial leader in your communi-
ty.

Sex, Lies and Mobile Devices: The Seedy Underworld of Mobile [In]security

Reg Harnish, CEO, GreyCastle Security

The smartphone in your pocket has transformed, quite literally, every facet of your life. From commerce and communications to entertain-
ment and awareness, mobile devices have become our most prized possessions, almost overnight. But along with these amazing advances in
technology have come very serious security and privacy risks, many of which go unnoticed, unmanaged or even unknown. The device in your
pocket has become the Big Brother we always feared, and the worst part is this - you agreed to it. Join GreyCastle Security as we demystify the
security and privacy risks of your smartphone and provide practical tips for dealing with this new phenomena.

Networking Break

Topic to be Announced
Ryan Spelman, GSLC, GCC, Senior Director/Business Development, Center for Internet Security

If You Think Cybersecurity is About Compliance, You’re Already On Your Way Over the Falls

Gerald R. Gagne, Member of the Firm, Wolf & Company, P.C.

It's been a little over six months since the NYSDFS Cybersecurity Regulation went into effect. In 2017 the FDIC continued to roll out their In-
TREX risk-based IT exam approach and the OCC made enhancements to the cybersecurity assessment tool used in the IT exam process. In the
wake of the Equifax breach, what regulatory requirements lie around the corner and how are the threats of today leading to the regulations of
tomorrow. Learn what you should be considering in the development of your cybersecurity program to ensure you meet emerging regulatory
requirements and most importantly maintain customer trust.

Questions & Answer

Adjourn
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Security Conference

Registration Form:

Complete the information below and mail, BANKERS ASSOCTATION"

of New York State, Inc.

fax or email to: Please check date & location
Cammumty Baukers. Seruz'ug the Commmty,

Mail: IBANYS Fax: (518)436-4648
19 Dove Street, Suite 101 OR
Albany, NY 12210 E-mail: lindag@ibanys.net
Date: Tuesday, October 24, 2017 Wednesday, October 25, 2017
Location: Rochester Airport Marriott Marriott
1890 W. Ridge Road 189 Wolf Road
Rochester, NY 14615 Albany, NY 12205
(585) 225-6880 (518).458-8444

Bank/Organization:

Address:

City/State/Zip:

Phone: Fax:
Attendee Name: Title:
Email:
Attendee Name: Title:
Email:
Attendee Name: Title:
Email:
[ ] October 24, 2017—Rochester [] Member: $275 per person
[ ] October 25, 2017—Castleton (Albany) ] Non -Member: $325 per person
Enclosed is a check for $ for registrants, OR

Visa/Mastercard/AMEX:

Cardholder Name: Expiration Date:

CVV (last 3 numbers located on back of card) AMEX (4 digits on front of card)

Questions: Registration deadline:

Contact: Linda Gregware:
lindag@ibanys.net or (518) 436-4646 Wednesday, October 18, 2017

**No refunds will be given after Friday , October 13, 2017.

Form may be copied for additional registrants.



