
t r o u t m a n s a n d e r s . c o m

FROM THE REGULATORY AND ENFORCEMENT PRAC TICE •  MAY 2017

State Attorneys General Reach
$18.5 Million Agreement with
Target Over 2013 Data Breach
 

By Reade Jacob and Siran Faulders

FEATURE ARTICLECONTENTS

State Attorneys General
Reach $18.5 Million
Agreement with Target
Over 2013 Data Breach

P. 1

CFPB Releases Snapshot
of Complaints Submitted
by Senior Citizens

P. 2

As CFPB Faces Uncertainty,
State Regulators Fill Gap 

P. 3

TCPA Is Not Dead Yet –
Court Trebles Eight Figure
TCPA Award While World
Awaits ACA Decision

P. 3

District Court Rules
SeaWorld Breached
Customer Contracts and
Violated Electronic Funds
Transfer Act
 

P. 5

For the Payment Processing Industry

On May 23, 2017, state Attorneys General from 47 states and the District of Columbia 
announced a settlement agreement with Target to resolve the states’ investigation into the 
company’s 2013 data breach. Under the terms of the Assurance of Voluntary Compliance 
(“AVC”), Target will pay $18.5 million to the states – the largest multistate data breach deal 
ever reached, according to a press release by Illinois Attorney General Madigan.

The AVC did not provide factual allegations regarding the breach. However, press releases 
from various state Attorneys General asserted that Target’s 2013 data breach affected more 
than 41 million customer payment card accounts and contact information for more than 60 
million customers. The press releases further alleged that cyber attackers had accessed 
Target’s gateway server through credentials stolen from a third-party HVAC vendor; the 
stolen credentials were then used to exploit weaknesses in Target’s system, allowing the 
attackers to access a customer service database, install malware on the system and capture 
customer data, including full names, telephone numbers, email addresses, mailing 
addresses, payment card numbers, expiration dates, credit card verification (CVV1) codes 
and encrypted debit PINs, according to the Attorneys General press releases.

Under the terms of the agreement, Target will pay $18.5 million to the state Attorneys 
General. In addition, Target will be required to adopt the cybersecurity standards that 
include the following:

•  Develop, implement and maintain a comprehensive information security program;

•  Employ an executive or officer who is responsible for executing the plan;

•  Hire an independent, qualified third-party to conduct a comprehensive security   
    assessment:

•  Maintain and support software on its network for data security purposes;

•  Maintain appropriate encryption policies, particularly as they pertain to cardholder 
    and personal information data;

•  Segment its cardholder data environment from the rest of its computer network; and

•  Undertake steps to control access to its network, including implementing password 
    rotation policies and two-factor authentication.

https://www.troutmansanders.com/reade_jacob/
https://www.troutmansanders.com/siran_faulders/
http://www.ag.state.il.us/pressroom/2017_05/17-AVC-0008TargetCorporation.pdf
http://www.ag.state.il.us/pressroom/2017_05/20170523b.html
https://www.troutmansanders.com/
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CFPB Releases Snapshot of Complaints
Submitted by Senior Citizens

By Brooke Conkle and Ashley L. Taylor, Jr. 

As we previously noted here, state Attorneys General have 
been active in investigating data breaches and in promot-
ing effective cyber security standards, but this settlement 
appears to be twice as high as the next largest state AG data 
breach settlement. In 2009, T.J. Maxx entered into a settle-
ment agreement with 41 state Attorneys General for $9.75 
million over an alleged breach involving more than 94 
million credit and debit cards. More recently, in 2015, online 
retailer Zappos reached a settlement with 9 state Attorneys 
General over a 2012 data breach that compromised person-
al and financial information of nearly 24 million of the 
company’s customers. Under the settlement, Zappos agreed 
to pay more than $100,000 to the states and to implement 
enhanced privacy policies and security standards. The 
recent settlement with Target demonstrates the states’ 
continued interest in investigating data breaches.

Illinois Attorney General Madigan and Connecticut Attor-

On May 31, the Consumer Financial Protection Bureau 
released a report summarizing the complaints the Bureau 
received from senior citizens since the CFPB opened its 
doors in July 2011. In its nearly six years of operation, the 
Bureau has handled approximately 1,163,200 complaints, 
with 103,100 complaints coming from consumers 62 years 
of age and older.

The report spotlights those consumer protection-related 
issues that older consumers frequently encounter, includ-
ing those that are unique to, or have unique implications 
for, older consumers. For instance, consumers over 62 are 
more likely to submit complaints regarding mortgage 
servicing, while younger consumers are more likely to 
submit complaints regarding auto lending and student 
loan servicing.

The Bureau’s report highlights specific financial products, 
including:

Traditional mortgages. Twenty-six percent of 
complaints from older consumers were related to 
mortgages, compared to only sixteen percent of 
complaints from consumers not considered to be 
older. In addition, many senior citizens complained 
about servicing problems relating to the transition to a 
new mortgage servicer and servicers’ failures to adjust 
escrow payment amounts after enrolling in a tax relief 
program.

ney General Jepsen, long considered leaders in the cyberse-
curity and privacy space, led the investigation. Other states 
that signed the agreement were: Alaska, Arizona, Arkansas, 
Colorado, Delaware, Florida, Georgia, Hawaii, Idaho, 
Indiana, Iowa, Kansas, Kentucky, Louisiana, Maine, 
Maryland, Massachusetts, Michigan, Minnesota, Mississippi, 
Missouri, Montana, Nebraska, Nevada, New Hampshire, 
New Jersey, New Mexico, New York, North Carolina, North 
Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode 
Island, South Carolina, South Dakota, Tennessee, Texas, 
Utah, Vermont, Virginia, Washington and West Virginia and 
the District of Columbia. California, long been considered a 
leader in the cybersecurity and privacy space, is negotiating 
an independent settlement that incorporates the substan-
tive terms of the AVC, and the $18.5 million dollar payment 
includes the payment to California.

Reverse mortgages. In 2017, a number of older 
consumers enrolled in reverse mortgages reported 
being at risk of foreclosure when they were unable to 
pay their property taxes and homeowner’s insurance. 
Some non-borrowing spouses complained about 
reverse mortgage servicers’ slow response after the 
death of the primary borrower, delays which some-
times resulted in the initiation of foreclosure proceed-
ings.

Credit cards. Many older consumers reported using 
credit cards to handle large, unanticipated financial 
expenses, usually related to medical care. In many 
instances these consumers reported that they misun-
derstood or did not understand completely the terms 
and conditions of certain products, including the 
distinction between deferred interest plans and 
no-interest plans.

Bank accounts and services. Older consumers often 
report difficulties after being defrauded or having 
their identities stolen. Furthermore, consumers 
described problems using a power of attorney to 
manage an older consumer’s bank account as well as 
difficulties organizing and navigating finances follow-
ing the death of a spouse or family member.

A copy of the Bureau’s report is available here.

http://www.consumerfinancialserviceslawmonitor.com/2015/01/zappos-reaches-data-breach-settlement-with-nine-states/
https://www.troutmansanders.com/brooke_conkle/
https://www.troutmansanders.com/ashley_taylor/
http://www.consumerfinancialserviceslawmonitor.com/wp-content/uploads/sites/260/2017/06/31504305_1.pdf
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As CFPB Faces Uncertainty, State
Regulators Fill Gap

By Brooke Conkle, Stephen C. Piepgrass and Ashley L. Taylor, Jr. on May 23, 2017

Many predicted that newly-elected President Donald Trump 
would remove Richard Cordray, Director of the Consumer 
Financial Protection Bureau, upon taking office. Cordray 
remains the head of the CFPB, but uncertainty still looms at 
the agency. President Trump has characterized the 
Dodd-Frank Wall Street Reform and Consumer Protection 
Act, the legislation which created the CFPB, as “a disaster” 
and directed the Treasury Secretary to review the law. 
Further, the Department of Justice recently submitted a 
brief to the D.C. Circuit in CFPB v. PHH Corporation, asserting 
that the Bureau’s single-director structure is unconstitution-
al. Even if the CFPB survives PHH, it still faces attack from 
pending legislation that would replace the current structure 
of the Bureau with a five-member Board of Directors.

However, a reorganized CFPB does not mean that regulato-
ry action in the consumer protection space will lessen. State 
attorneys general have begun taking a more active role in 
recent years, instituting regulatory investigations by issuing 
subpoenas and civil investigative demands (“CIDs”), and 
many AGs have indicated that if the CFPB’s consumer 
protection activities decrease, they will increase efforts to fill 
the gap.

One of the areas that state attorneys general have targeted 
in recent months is consumer lending. AG actions in this 
area include the following:

Payday loans and payday lending. In November 
2016, Virginia Attorney General Mark Herring submit-
ted a letter to the CFPB providing comments regard-
ing payday loans, vehicle title loans, installment loans, 
and open-end lines of credit. Herring suggested that 
additional rulemaking is necessary to address the 
specific risks and harms these products impose on 
consumers.

Tribal lending. Minnesota Attorney General Lori 
Swanson announced a settlement with CashCall, Inc. 
in August 2016. The state sued CashCall in 2013, 
alleging that it engaged in a “rent-a-tribe” scheme in 
which it used a front company affiliated with a Native 
American tribe to originate unlawful loans.

Redlining. In September 2015, New York Attorney 
General Eric Schneiderman settled claims with Evans 
Bank over discriminatory mortgage practices. Schnei-
derman alleged that Evans Bank denied mortgage 
access to borrowers in predominately African- Ameri-
can neighborhoods in the city of Buffalo because of 
the racial composition of the communities.

As these examples from just one industry demonstrate, 
regulatory investigations persist in the new political 
landscape, with activity increasing at the state level rather 
than the federal level.

 
 

TCPA Is Not Dead Yet – Court Trebles
Eight Figure TCPA Award While

World Awaits ACA Decision
By Alan Wing�eld, David Anthony, Chad Fuller, Virginia Bell Flynn and Anna Jane Zarndt 

While the world eagerly awaits the D.C. Circuit’s forthcom-
ing ruling on the proper interpretation of the Telephone 
Consumer Protection Act (TCPA), a recent federal court 
ruling imposing tens of millions of dollars of liability is a 
reminder of the risks associated with outbound calling 
activities and of the stakes at play in the ACA International 
appeal. The appeal includes challenges to multiple pillars to 
the FCC’s prior interpretations of the TCPA that have helped 

fuel the TCPA as a major litigation threat to companies 
making outbound calls to consumers. While the ACA 
International decision could trim the TCPA, in the mean-
time the large verdict in Dish shows that pending the ACA 
International ruling shows that the TCPA is very much alive 
and well, and further illustrates the extent of the risks 
companies face under the TCPA.

https://www.troutmansanders.com/ashley_taylor/
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On May 22, 2017, in Krakauer v. Dish Network LLC, Judge 
Catherine C. Eagles in the Middle District of North Carolina, 
trebled the jury’s finding of $20.5 million in statutory TCPA 
damages against Dish Network, for a total of over $61 
million in damages. The Court’s strongly worded opinion 
held that Dish knew SSN - its vendor- was continuously 
violating the law and that Dish “repeatedly looked the 
other way” when it came to SSN’s TCPA compliance.

Background

Plaintiff brought a class action suit against Dish Network in 
2014, alleging that calls to him and others violated the 
TCPA and that Dish was liable as SSN’s principal. Plaintiff 
sought injunctive and monetary relief on behalf of a class of 
all persons whose numbers were on the Registry but who 
nonetheless received multiple telemarketing calls from SSN 
to promote Dish between May 1, 2010 and August 1, 2011. 
After a class was certified, the matter was tried before a jury 
in January 2017. At trial, Plaintiff also presented evidence of 
Dish Network’s willfulness.

The jury ultimately found that SSN acted as Dish’s agent 
when it made the calls at issue, that Dish was liable to the 
Plaintiff and the certified class for all calls placed during the 
class period, and awarded $400 for each call. With over 
50,000 calls at issue, the damages totaled $20.47 million.

The Relationship

Dish argued that its contract with outside calling vendor 
SSN produced a relationship that did not result in agency or 
any other similar liability, but rather that SSN was an 
independent contractor. Dish representatives testified that 
Dish did not own SSN or direct its day-to-day operations. 
Dish’s argument that SSN was a separate business entity 
with no agency connection failed, however. Plaintiffs’ 
lawyers pointed to the practical steps SSN took in further-
ance of its role as a “retailer” or “marketer” with Dish, which 
exceeded the scope or deviated from those outlined in the 
Dish-SSN contract.

Dish’s Alleged Failures

While Dish argued that even if SSN was an agent acting on 
its behalf that Dish required SSN’s compliance with the 
TCPA, the below represents the jury and the Court’s 
findings with regard to Dish’s alleged failures:

1.   Dish knew SSN was not scrubbing call lists against  
      the Federal National Do Not Call Registry.

2.  Dish knew SSN was not maintaining call records.

3.  Dish received complaints regarding calls placed by 
     SSN on its behalf and did little about them, even after 
      internal emails at Dish acknowledge these problems.

4.   During the year before the class period began, Dish 
       received complaints about telemarketing calls,   
       represented to and entered into an agreement with 
       forty-six attorneys general that it would require its 
       telemarketers to comply with telemarketing laws 
       and would affirmatively investigate complaints 
       against those marketers.

5.   Dish’s Compliance Department was in name only. It 
      failed to actually enforce requirements or follow up  
      on complaints and dismissively referred to people 
      who filed TCPA lawsuits as “harvester” or “frequent 
      flyers” that “tended to make a living placing TCPA 
      complaints.”

Willfulness

To recover treble damages, the plaintiffs must show that 
Dish “willfully or knowingly violated” the relevant provi-
sions of the TCPA and must persuade the Court, acting in its 
discretion, that trebling is appropriate. 47 U.S.C. § 227(c)(5). 
While a finding of willfulness does not require bad faith, the 
Court cited to the Texas v. Am. Blastfax, Inc. case when it 
held that it does require that the caller “have reason to 
know, or should have known, that his conduct would 
violate the statute.” 164 F. Supp. 2d 892, 899-901 (W.D. Tex. 
2001).

The Court found that regardless of the standard applied as 
to whether Dish had to know that each call placed violated 
the TCPA, “SSN had to know it was routinely violating the 
TCPA [because] … it was not scrubbing all its lists against 
the Registry, it received … at least two complaints about 
this type of call … and it made over 50,000 calls to persons 
on the Registry during the class period.” Op., p. 27.

SSN had a “long history of acting in disregard of the require-
ments of the TCPA.” Id. In holding Dish responsible for SSN’s 
knowing or willful violations of the TCPA, the Court 
sustained the “well-established” rule that “at a minimum, a 
principal is liable for the willful acts of his agent committed 
within the scope of the agent’s actual authority.” Id. In so 
ruling, however, the Court also stated that the result here 
would be the same even if one were only to look at the 
willfulness of Dish’s conduct—being that Dish knew that 
SSN had committed many TCPA violations over the years. In 
short, because Dish knew or should have known that SSN 
was violating the TCPA, Dish’s conduct was deemed a 
knowing and willful violation of the TCPA.

Why Treble TCPA Damages?

“The Court concludes that treble damages are appropriate 
here because of the need to deter Dish from future 
violations and the need to give appropriate weight to the 
scope of the violations. The evidence shows that Dish’s 

 
 



 
 

District Court Rules SeaWorld Breached
Customer Contracts and Violated

Electronic Funds Transfer Act
By Brooke Conkle, Michael E. Lacy and Ethan G. Ostro� 

A federal district court in Florida entered summary 
judgment against SeaWorld in a class action case, finding 
the theme park violated the Electronic Funds Transfer Act 
(EFTA) by renewing class members’ contracts during their 
one-year term and collecting unauthorized payments after 
the contracts expired.

Lead Plaintiff Jason Herman commenced the action in 
December 2014, alleging breach of contract and violation 
of the EFTA. Herman bought two one-year passes to 
SeaWorld and Busch Gardens in March 2013. According to 
Herman, SeaWorld continued to charge his credit card one 
year later even though he had already paid for the passes in 
full. Herman alleged that this violated his contract with 
SeaWorld which, Herman contended, specifically stated 
that SeaWorld would only continue charging for those 
passes that were not fully paid in one year’s time. The court 
granted class certification in March, with class members 
hailing from Florida, Texas, Virginia, and California.

Both parties moved for summary judgment on Plaintiffs’ 
breach of contract claim, each arguing for their own 
interpretation of the pass contract. Plaintiffs argued that 
SeaWorld breached the pass contract while it was still in 
effect by failing to ensure the contract terminated properly. 
In turn, SeaWorld argued that the customers were obligat-
ed to make additional payments. SeaWorld further 
contended that, if the court sided with the Plaintiffs’ 
interpretation of the pass contract, then the Plaintiffs’ 
claims failed because the one-year contracts terminated by 
the time the alleged breach occurred.

The court sided with the Plaintiffs, finding that SeaWorld 
breached the pass contract by renewing during the 
one-year term. “Plaintiffs bargained for a one-year pass,” 
Judge Mary S. Scriven wrote, “not a pass of infinite duration. 
And it is undisputed that plaintiffs suffered damages in the 
form of unauthorized charges. Although those charges may 
have occurred after the contract expired, they are ‘damages 
flowing from the breach.’”

The court further found that SeaWorld violated EFTA by 
continuing to collect monthly payments by electronic 
transfer. Plaintiffs argued that SeaWorld violated § 1693e(a) 
when it failed to obtain preauthorization for bank account 
and debit card transfers made after the pass contract 
expired. SeaWorld contended that a material dispute 
existed over whether the challenged transfers qualified as 
“preauthorized electronic fund transfers” under § 
1693a(10). Judge Scriven dismissed SeaWorld’s argument, 
finding that even if the challenged transfers qualified as 
“unauthorized electronic fund transfers,” the transfers 
could, at the same time, qualify as “preauthorized electron-
ic fund transfers.” Because SeaWorld did not have custom-
ers’ authorization for those transfers it initiated after the 
pass contract expired, the Court concluded the theme park 
did not obtain the written preauthorization required by § 
1693e(a).

The case is Herman et al. v. SeaWorld Parks & Entertainment, 
Inc., Case No. 8:14-cv-3028-T-35JSS. A copy of the Court’s 
opinion is available here.
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TCPA compliance policy was decidedly two-faced.” Dish 
disregarded warnings and made false promises to forty-six 
state attorneys general. This case “involves a sustained and 
ingrained practice of violating the law.”

The Court also ruled that merely instructing vendors to 
comply with the law and to scrub its lists is not enough. Id. 
at p. 23. Dish was unable to show that it made any efforts to 
comply with the TCPA—the Court was disturbed by Dish’s 
unresponsiveness to consumer complaints and its lack of 
oversight relating to telemarketing functions performed by 
SSN. Dish’s failure to monitor SSN’s compliance or take 

disciplinary action against SSN coupled with its awareness 
of SSN’s disregard for other instructions from Dish about 
telemarketing compliance led the Court to its finding of 
willfulness.

Practical Implications

The decision serves as a reminder that the TCPA remains 
alive and well even pending the outcome of the ACA 
International appeal out of the D.C. Circuit. From a compli-
ance perspective, this was a costly lesson for Dish, but one 
from which others can learn. 
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