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For the Payment Processing Industry

On July 10, 2017, the Consumer Financial Protection Bureau issued its long-awaited �nal 
rule banning class action waivers in arbitration provisions for covered entities, as well as 
requiring the covered entities to provide information to the CFPB regarding any e�orts to 
compel arbitration. This rule is of signi�cance to any �nancial services company that 
utilizes consumer contracts containing arbitration provisions. The Rule is scheduled to take 
e�ect in mid-2018 and will govern contracts executed after that time.

Covered Entities and Products

Section 1028(b) of the Dodd-Frank Act gives the CFPB authority to promulgate regulations 
that prohibit or impose conditions on arbitration agreements for consumer �nancial 
services or products.

On May 5, 2016, the CFPB announced proposed rules that would restrict the ability of 
�nancial institutions to enter into mandatory arbitration clauses with consumers, including 
an outright ban on provisions that would prohibit consumers from pursuing class actions 
in court. After a period allowing for public comment, the proposed Rule was made �nal on 
July 10, 2017.

The Rule will take e�ect 60 days after July 10, 2017 and will apply only to agreements 
executed 240 days after the e�ective date of the rules (the “compliance date”), which will 
be approximately March 10, 2018.

Subject to certain enumerated exemptions, the Rule applies to most “consumer �nancial 
products and services” that the CFPB oversees, including those that involve lending 
money, storing money, and moving or exchanging money, as well as to the “a�liates” of 
such companies when the “a�liate is acting as that person’s service provider.”

In particular, according to the CFPB, for a product or service to be covered under the Rule, 
it must be both of the following:

A consumer �nancial product or service. Generally, this prong of the de�nition      
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requires that a �nancial product or service be o�ered 
or provided to consumers primarily for personal, 
family, or household purposes or that it be o�ered or 
provided in connection with another �nancial product 
or service that is o�ered or provided to consumers 
primarily for personal, family, or household purposes.

Included in the Rule’s list of covered consumer 
�nancial products and services. Generally, the Rule 
de�nes covered products and services by reference to 
particular statutes or regulations. Generally, the list 
includes extending consumer credit, participating in 
consumer credit decisions, engaging in certain 
creditor referral or selection activity for consumer 
credit, acquiring or selling consumer credit, servicing 
an extension of consumer credit or collecting a 
consumer debt arising from a product or service 
covered by the Rule, extending or brokering certain 
automobile leases, providing consumers with 
information derived from their consumer credit �le, 
engaging in credit repair or debt management activi-
ties, providing consumer asset accounts including 
deposit accounts and prepaid accounts, providing 
remittance transfers, accepting �nancial data for the 
purpose of initiating certain payments or card charges, 
and providing check cashing, check guaranty, or check 
collection services. 

The Substance of the Rule

The Rule contains requirements that apply with regard to a 
provider’s use of a “pre-dispute arbitration agreement” that 
is entered into on or after the compliance date. The Rule 
de�nes “pre-dispute arbitration agreement” to mean an 
agreement that is: (1) between a covered person and a 
consumer; and (2) that provides for arbitration of any future 
dispute concerning a covered consumer �nancial product 
or service. The form or structure of the agreement is not 
determinative. An agreement can be a pre-dispute arbitra-
tion agreement under the Rule regardless of whether it is a 
standalone agreement, an agreement or provision that is 
incorporated into, annexed to, or otherwise made a part of a 
larger contract, is in some other form, or has some other 
structure.

The Rule prohibits a provider from relying on a pre-dispute 
arbitration agreement entered into after the compliance 
date with respect to any aspect of a class action that 
concerns any covered consumer �nancial product or 
service. That prohibition may apply to a provider with 
respect to a pre-dispute arbitration agreement initially 
entered into between a consumer or a covered person other 
than the initial provider, such as debt collectors seeking to 
collect on the contract or assignees of the contract. The 
CFPB also speci�cally stated that the Rule applies to “indirect 
automobile lenders,” using them as an example of covered 
entities.

The Rule requires that, upon entering into a pre-dispute 
arbitration agreement, a provider must ensure that 
certain language set forth in the Rule is included in the 
agreement. Generally, the required language informs 
consumers that the agreement may not be used to block 
class actions.

The Rule also requires providers that use pre-dispute 
arbitration agreements to submit certain records relating 
to arbitral and court proceedings to the CFPB. The require-
ment to submit these records applies to: (1) speci�ed 
records �led in any arbitration or court proceedings in 
which a party relies on a pre-dispute arbitration agree-
ment; (2) communications the provider receives from an 
arbitrator pertaining to a determination that a pre-dispute 
arbitration agreement does not comply with an due 
process or fairness standards; and (3) communications the 
provider receives from an arbitrator regarding a dismissal 
of or refusal to administer a claim due to the provider’s 
failure to pay required �ling or administrative fees.

The CFPB will use that information it collects to continue 
monitoring arbitral and court proceedings to determine 
whether there are developments that raise consumer 
protection concerns that may warrant further Bureau 
action. The CFPB is also �nalizing provisions that will 
require it to publish the materials it collects on its website 
with appropriate redactions as warranted, to provide 
greater transparency into the arbitration of consumer 
disputes.

Practical Signi�cance

The Rule is in direct contradiction of the strong federal 
policy favoring arbitration. Indeed, the CFPB’s Rule is 
contrary to with the long-standing federal policy – as 
repeatedly expressed by the Supreme Court in interpret-
ing the FAA – of enforcing arbitration provisions as 
written. It is inevitable that the CFPB’s rules will be 
challenged in court, with the ultimate validity perhaps 
turning on the quality of the CFPB’s study and analysis of 
the issues. The Supreme Court may again need to 
ultimately weigh in. In addition, the term of current CFPB 
director, Richard Cordray, is scheduled to end in July 2018, 
and there is possibility he will leave before then. In sum, 
the issuance of the �nal rule is very likely not to be the 
�nal word.

Troutman Sanders advised clients both within and outside 
the CFPB’s authority in developing and administering 
consumer arbitration agreements, and has a nationwide 
defense practice representing �nancial institutions and 
other consumer facing companies in a plethora of types of 
class actions and individual claims. We will continue to 
monitor these regulatory developments and any related 
litigation.
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FTC and International Consumer Protection
Agencies Announce Website Revamp

By Laura Anne Kuykendall and Steve D. Rosenthal

Partnering with the Federal Trade Commission, the Interna-
tional Consumer Protection and Enforcement Network 
(“ICPEN”) recently unveiled signi�cant enhancements to its 
online portal – www.icpen.org – designed to help members 
identify and respond to consumer challenges crossing 
international borders.

ICPEN is a network of consumer protection agencies from 
over 60 countries that strives to protect consumers from 
fraudulent, deceptive, and unfair commercial practices 
around the world.  ICPEN and its members share informa-
tion about cross-border issues and encourage global 
cooperation among law enforcement agencies.  The United 
States has been a member of ICPEN since 1992.

ICPEN’s updated website includes a mobile-friendly version and 
provides consumers with information regarding how to avoid 
scams and shop safely online.  The site also contains details 
about how consumers can �nd help and �le a complaint in 
cross-border disputes.  Consumers who believe they have been 
a victim of an international scam can �le a complaint at ICPEN’s 
online complaint site – www.econsumer.gov – available in 
eight languages:  English, French, German, Japanese, 
Korean, Polish, Spanish, and Turkish.  The revised ICPEN 
website also provides new tools for members to securely 
share intelligence on emerging fraudulent, deceptive, and 
unfair commercial practices.

The relaunch of the ICPEN website marks the end of the 
presidency term of the German Federal Ministry for Justice 
and Consumer Protection and the transition to the new 
presidency term of the Turkish Ministry of Customs, which 
began on July 1.  “Germany is pleased to mark the end of its 
ICPEN Presidency year with the relaunch of the ICPEN 
website.  The website provides very good resources for 
consumers and consumer authorities alike,” said outgoing 
ICPEN President Dr. Ilona Ulich, Head of Unit “Enforcement 
of Consumer Law” at the German Federal Ministry of Justice 
and Consumer Protection.  The Australian Competition and 
Consumer Commission oversaw the ICPEN website update 
project.  The Turkish Ministry of Customs will announce 
additional improvements to the website during its term.

The new website also includes information regarding ICPEN 
initiatives, including:

International Internet Sweep Day – A coordinated 
crackdown on scams with enforcement authorities 
targeting misleading and fraudulent conduct on the 
internet and other forms of digital communication; 
and

Fraud Prevention Month – A month-long education 
initiative that aims to inform consumers about fraud 
and raise awareness of scams through a series of 
events and activities.

 
 

CFPB Prioritizes Redlining, Loan Servicing,
and Small Business Lending

By Brooke Conkle and Keith J. Barnett

In its �fth annual fair lending report, the Consumer Financial 
Protection Bureau highlighted redlining, mortgage and 
student loan servicing, and small business lending as areas 
of focus for 2017.  CFPB Director Richard Cordray speci�cal-
ly noted these areas for enhanced enforcement actions, 
describing them as “signi�cant or emerging fair lending risk 
to consumers.”

“In 2017 we will increase our focus in the areas of redlining 
and mortgage and student loan servicing to ensure that 
creditworthy consumers have access to mortgage loans 

and to the full array of appropriate options when they have 
trouble paying their mortgages or student loans, regardless 
of their race or ethnicity,” wrote Patrice Alexander Ficklin, 
Director of the O�ce of Fair Lending and Equal Opportuni-
ty.  “In addition, we will focus more fully on pursuing our 
statutory mandate to promote fair credit access for minori-
ty- and women-owned businesses.”

According to the Bureau, agency priorities are determined 
through a risk-based model, incorporating the quality of an 
institution’s compliance management system, market 
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intelligence, consumer complaints, tips from advocacy 
groups and government agencies, supervisory and 
enforcement history, and results from Home and Mortgage 
Disclosure Act analysis.  After reevaluating these indices of 
consumer risk, the CFPB has outlined speci�c points to 
address in the coming year:

Redlining. The Bureau will continue to evaluate 
whether lenders have intentionally discouraged 
prospective applicants in minority neighborhoods 
from applying for credit.

Mortgage and Student Loan Servicing.  The CFPB 
indicates that it will evaluate whether certain borrow-
ers who are behind on loan payments have greater 
di�culty reaching a resolution with servicers due to 
their race, ethnicity, gender, or age.

Small Business Lending. With a Congressional 
mandate to ensure fair access to credit for women- 
and minority-owned businesses, the Bureau will take 
action in the area of small business lending.  The CFPB
maintains that action in this area will also enhance the 
Bureau’s institutional knowledge of credit processes 
and existing data collection processes, as well as the 
nature, extent, and management of fair lending risks.

As we have reported, state regulators are also active in these 
areas.  Over the last 15 years, state attorneys general have 
grown adept at collectively utilizing their resources to bring 
major multistate investigations.  We anticipate increased 
state enforcement actions aimed at industries such as debt 
buying and collecting, auto �nance, service-member 
lending, payment processing, credit reporting, cybersecuri-
ty, information governance, and privacy.

 
 

 
 

CFPB Encourages Retail Credit Card Companies
to Consider More Transparent Promotions

By Brooke Conkle and Michael E. Lacy 

The Consumer Financial Protection Bureau (“CFPB”) sent 
letters to the top retail credit card companies at the begin-
ning of June, encouraging the companies to use more 
transparent promotions, citing a major retailer’s decision 
to end deferred-interest programs associated with its 
credit card.  In the letter, the Bureau outlined its concerns 
that temporary promotions – such as deferred-interest 
promotions – can surprise consumers with high, retroac-
tive interest charges once the promotion expires.

“With its back-end pricing, deferred interest can make the 
potential costs to consumers more confusing and less 
transparent,” said CFPB Director Richard Cordray in a 
statement.  “We encourage companies to consider more 
straightforward credit promotions that are less risky for 
consumers.”

Deferred-interest promotions typically are often associat-
ed with retail store credit cards and o�er consumers a way 
to buy goods such as appliances and furniture and pay the 
cost over time.  Some cards even permit consumers to 
purchase medical or dental services under a deferred-in-
terest promotion.  Under the majority of these plans, 
consumers do not pay any interest if they pay o� the 
purchase amount within a set period, usually six months 
to one year.  If any balance remains after the promotional 

period, credit card companies charge consumers accrued 
interest dating back to the original purchase.  A 2015 
report issued by the Bureau concluded that the number of 
purchases using deferred-interest promotions rose 21 
percent between 2010 and 2013.

However, the CFPB has cautioned consumers about the 
risks associated with deferred-interest promotions, citing 
lack of transparency on the part of retail credit card 
companies.  The Bureau instead advocates for a zero-per-
cent-interest promotion in its letter to card companies.  
Under the terms the CFPB outlines, companies would not 
charge interest retroactively if the balance is not paid o� 
by the end of the promotional period but, instead, would 
only charge interest on the remaining balance.  According 
to the Bureau, a zero-percent-interest plan would be 
easier for consumers to understand and would not require 
the same “robust compliance management systems” 
associated with deferred-interest promotions.

The CFPB has recently highlighted the complaints 
received regarding credit cards, noting 116,200 consumer 
complaints related to credit cards received by the Bureau 
since its inception in July 2011.
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Federal and State Regulators Obtain Record
Judgment Enforcing TCPA Violations Predicated

Upon Insu�cient Vendor Oversight
By David N. Anthony, Ashley L. Taylor, Jr., Stephen C. Piepgrass and C. Reade Jacob, Jr. 

On June 5, 2017, an Illinois federal judge awarded $280 
million to the federal government and the states of 
California, Illinois, North Carolina, and Ohio against Dish 
Network LLC over violations of numerous federal and 
state do-not-call laws. The district court’s $280 million 
penalty constitutes the largest ever for violations of 
telemarketing laws. In addition, the district court perma-
nently blocked Dish Network from making additional calls 
in violation of the law.

By way of background, the Federal Trade Commission, 
pursuant to its investigatory authority, determined that 
Dish Network violated the FTC’s Telemarketing Sales Rule 
(“TSR”). The TSR prohibits, among other things: (i) telemar-
keting calls to phone numbers on the National Do Not Call 
Registry; (ii) telemarketing calls to persons who have 
asked a seller not to call them; and (iii) robocalls. The FTC 
then referred the case to the Department of Justice, which 
�led suit in 2009. Shortly thereafter, the Attorneys General 
for California, Illinois, North Carolina, and Ohio joined the 
suit against Dish Network, according to a press release by 
the DOJ.

In the litigation before the U.S. District Court for the 
Central District of Illinois, the DOJ and state Attorneys 
General argued that Dish Network and its telemarketing 
vendors violated the TSR by initiating outbound calls to 
persons’ telephone numbers on the National Do Not Call 
Registry and by failing to connect outbound calls to a 
sales representative within two seconds of the call having 
been answered.

The DOJ and the state Attorneys General additionally 
claimed that Dish Network and its telemarketing vendors 
violated the Telephone Consumer Protection Act (“TCPA”) 
by placing telemarketing solicitation calls to consumers 
who were registered with the National Do Not Call Regis-
try and by using an arti�cial or prerecorded voice to 
deliver a message without the consent of the called party. 
Separately, the state Attorneys General alleged state law 
violations based on calls to consumers who were 
registered with the National Do Not Call Registry.

Nearly nine years later, in United States v. Dish Network LLC, 
Illinois Central District Judge Sue E. Myerscough ruled 
against Dish Network. Judge Myerscough’s 475-page 

Finding of Fact concluded that “the plainti�s have estab-
lished that Dish [Network], its telemarketing vendors, and 
its order entry retailers violated the applicable do-not-call 
laws millions and millions of times.”

Notably, Judge Myerscough found Dish Network liable for 
the telemarketing violations of its vendors or call centers 
that sold Dish Network programming by any means 
necessary. Judge Myerscough wrote that “Dish 
[Network’s] reckless decision to use anyone with a call 
center without any vetting or meaningful supervision 
demonstrates a disregard for the consuming public.”

Judge Myerscough concluded that the historic $280 
million penalty amount was appropriate given that “Dish 
caused millions and millions of violations of the Do Not 
Call Laws, and Dish has minimized the signi�cance of its 
own errors in direct telemarketing and steadfastly denied 
any responsibility for the actions of its [telemarketing 
vendors]. The injury to consumers, the disregard for the 
law, and the steadfast refusal to accept responsibility 
require a signi�cant and substantial monetary award.”

In addition to the $280 million penalty, Judge Myerscough 
permanently blocked Dish Network from making 
additional calls in violation of the law. The injunctive relief 
set out numerous provisions, including:

Requiring Dish to demonstrate that Dish and its 
Primary Retailers (those with greater than 600 activa-
tions or who use an automatic telephone dialing 
system, or “ATDS”) are fully complying with the Safe 
Harbor Provisions of the TSR and have made no 
pre-recorded calls at any time during the �ve years 
immediately preceding the e�ective date of the 
order. If Dish fails to prove that it meets this require-
ment, it will be barred from conducting any 
outbound telemarketing for two years, and if Dish 
fails to prove that the Primary Retailers meet this 
requirement, Dish shall be barred from accepting 
orders from such Primary Retailer for two years.

Requiring Dish to hire a telemarketing compliance 
expert to prepare a plan to ensure that Primary 
Retailers and Dish continue to comply with the 
telemarketing laws and the injunction.
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Allowing the plainti�s to make ex parte application 
for court approval of unannounced inspections of 
any Dish or Primary Retailer facility or records. It also 
requires Dish to retain and transmit to the plainti�s, 
on a semi-annual basis, telemarketing compliance 
materials, including all outbound telemarketing call 
records.

Prohibiting Dish, whether acting directly or indirect-
ly through Authorized Telemarketers or Retailers, 
from violating the TSR.

This case is the second in the past three weeks in which 
Dish Network has faced a signi�cant damages award. As 
we wrote here, on May 22, 2017, in Krakauer v. Dish 
Network LLC, Judge Catherine C. Eagles in the Middle 
District of North Carolina, trebled the jury’s �nding of 
$20.5 million in statutory TCPA damages against Dish 
Network, awarding a total of over $61 million in damages. 

In a strongly-worded opinion, the court held that Dish  
Network (“SSN”), was continuously violating the law and 
that Dish Network “repeatedly looked the other way” 
when it came to SSN’s TCPA compliance failures.

There are two major takeaways to note from the two 
recent decisions by federal courts in Illinois and North 
Carolina. First, the Illinois decision demonstrates that state 
Attorneys General and federal regulators – and not just 
class action plainti�s will aggressively pursue companies 
accused of violating consumer �nancial services statutes, 
either directly or through their vendors. Second, from a 
compliance perspective, Krakauer and United States v. Dish 
Network underscore the importance for companies 
operating in highly regulated industries to have rigorous 
vendor management programs in place since, in both 
cases, Dish Network was held liable for actions taken by its 
vendors.
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