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Welcome to Volume 25, Issue 4 of the Forensic Examiner®
Hello Members.
In this issue, we offer the article “Multi-dimensional Evidence Evaluation for Cyber
Investigations,” written by our Member Profile of the quarter, Chuck Easttom (pg.
6). The interview with author of the best-selling book Confession of a Serial Killer:
The Untold Story of Dennis Rader, The BTK Killer, Katherine Ramsland will most
definitely grab your attention (pg. 28).
Dr. Patrick Juola presents his article titled Measuring Style: Document Analysis and
Forensic Stylometry (pg. 60), and a paper titled Wernicke-Korsakoff Syndrome
(WKS) and Deficits Associated with Memory: An Introduction for Clinical and Forensic Professionals is submitted by Brown, Haanen, Krasowski, Eckberg, and Wiley (pg.
44). Lots of reading to catch up on.
Dr. James Greenstone presents his article “Policing With (Out) Guns: Swords into
Plowshares” (pg. 84), and Dr. Ron Martinelli offers his article “The Investigation of
Self-Defense Asserted Homicides” (pg. 107); both extraordinary articles.
The guidelines for submission of articles to the Forensic Examiner® have been
Included in this issue (pg. 4), as well as a call for submissions. Please share your
knowledge with your peers.
The Center for National Threat Assessment (CNTA) welcomes several new members
(pg. 57), and several ACFEI certification programs are high-lighted (pg.42). JJ
Goulborne joins the ABCHS family (pg. 37), and our Editorial Board is recognized (pg.
5). If I missed anyone, please let me know.
Don’t forget about CNTA’s Challenge Coins, Patches, and Plaques (pg. 117).
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Submission Guidelines
Continuous Publication
The Forensics Examiner® is being accessed through the internet in an increasing
fashion. Since the Forensics Examiner® has gained popularity and recognition,
submission rates as well as demand for access have greatly increased. The transition
from print to online availability is a response to the changing nature of journalism and
scholarly publication, as well as a move to take advantage of the many opportunities
offered by advances in technology and social media.
Continuous publication provides many unique benefits to readers and authors. Most
importantly, it enables the editorial team to move manuscripts more quickly through the
publication process. By moving to a continuous publication workflow, we can better
ensure that published news and research is timely and current. Authors will have the
benefit of seeing their work published as soon as possible; readers enjoy the benefit of
getting the most current, up-to-date research on a variety of topics within their field.

Submission Guidelines
The Forensics Examiner ® is seeking well-written, organized, and well-researched
articles for publication. Submission to the Forensics Examiner® shall be exclusive, and
all submissions must adhere to the following guidelines:







All submissions must be in the form of a Microsoft Word Document.
Submissions must strictly adhere to the American Psychological Association (APA)
format.
Submissions should be written in third person, active voice.
Submissions for columns, opinion pieces, and regularly occurring features, should
contain 1200 – 2000 words and be labeled as such.
Research articles, as well as continuing education articles, must be more than 4000
words and include the following components:
 Title Page;
 Abstract of no more than 150 words;
 A list of three to five keywords;
 Appropriate in-text citations accompanied by a Reference page;
 A short biography of the author including a photograph;
 A list of at least three learning objectives (cont. ed.); and
 At least six multiple choice questions that adequately cover the
material indicated in the learning objectives. (cont. ed.) Please
indicate the program level by use of the terms basic, intermediate,
or advanced.
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General Information
Articles exceeding 8000 words may be divided and published in two journals. Articles
below 4000 words may receive a lower publication priority, as they will not qualify for
continuing education credit.
Please, no footnotes. Articles with footnotes will not be accepted.
Please number all attachments such as photos, diagrams, drawings, etc., and caption
accordingly. Priority will be given to articles containing attachments.
Articles that contain numerous typographical issues or errors, or lack any of the
required components, will be returned to the author for revision.
For information on the APA style, use guidelines found on the University of Purdue
“OWL” website; https://owl.english.purdue.edu/owl/resource/560/01/.

Thank you for your submission.
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MULTI-DIMENSIONAL EVIDENCE EVALUATION
Abstract
The field of digital, or cyber, forensics is replete with studies discussing particular
tools or specific techniques. However, the field of digital forensics currently lacks
a clear protocol for evaluating evidence. There are innumerable papers, books, and

methods for acquiring evidence in any cyber-crime case. One can find tools and
detailed instructions on imaging a drive in a personal computer, capturing
evidence from a cloud, or acquiring evidence from a phone. There also exists a
significant body of literature on categorizing and processing evidence. But there is
no coherent approach to evaluating that evidence and determining what the
evidence tells us. This paper seeks to establish a protocol for evaluating cyber
evidence regardless of the source. In fact, it is assumed that evidence from

multiple sources collected in different modalities will be utilized in many cyber
investigations.
Keywords: forensics, cyber forensics, forensic methodology
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Multi-dimensional Evidence Evaluation for Cyber Investigations
Introduction
The field of cyber forensics does contain research related to forensic
methodology, communication, and even investigatory techniques. There are papers

on registry forensics (Alghafli, Jones, & Martin, 2010), phone forensics (Jansen &
Ayers, 2010), and forensic processes. As one example of this research, Katos &
Bednar (2008) describe a methodology for communicating the facets of a
cyber-crime investigation. Their approach presents a systems approach to
cyber-crime. Their paper is noteworthy and provides guidance in digital
investigations. However, it does not address the issue of this paper, which is
categorizing evidence appropriately.
Ciardhuáin (2004), addressed the specifics of investigating cyber-crime by
incorporating traditional forensic guidelines into digital forensics. In that paper,
the author connects to previous crime scene investigation concepts such as
recognition, identification, and individualization. This paper is also noteworthy and
can provide important guidance to the digital investigator. However, Ciardhuáin
does not provide a protocol for categorizing and evaluating cyber evidence. There
are numerous other examples of research into various aspects of cyber investigations, but none of them directly address the issue of providing a protocol for
evidence evaluation. That process is currently subjective and varies with the
individual investigator. It should be noted that the Ciardhuáin has similarities to
the method proposed by Reith, Carr, & Gunsch (2002). However, the methodology
of Reith, Carr, & Gunsch also identified steps such as presentation of the evidence.
The current research cited thus far is important research, and has a positive impact
on the field of digital investigation.
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However, none of the current research provides a methodology for evidence
categorization.
In any scientific endeavor, categorizing the data is a critical first step
(Creswell, 2009; Kolb, 2012; Onwuegbuzie, Leech, & Collins, 2010). Before one can

accurately analyze data, the data must be placed in proper categories. Therefore,
the first step in a digital investigation should also be evidence categorization.
Proper categorization and evaluation of the evidence in a cyber-crime is essential
to arriving at well-founded conclusions. As an example, consider a hypothetical
case of a network intrusion. A network infiltration of a medium sized business has
occurred, and significant data has been lost. In many such cases, the evidence, if
not examined and evaluated methodically, will be inconclusive. There are multiple

possible suspects in a scenario such as this. It is possible that an insider is behind
this attack (Zeadally, Yu, Jeong, & Liang, 2012). It is also possible that a former
employee is responsible. And it is, of course, possible that an outside entity is
responsible (Easttom, 2011). Tracking network communications to a company that
is the current workplace of a disgruntled former employee would certainly indicate
that the former employee is a suspect. However, by itself, this is not sufficient to
conclude that former employee is guilty. The protocol outlined in this paper seeks

to provide a process whereby conclusions can be reached and ambiguities
minimized. This process begins with categorizing evidence properly, then
evaluating the strength of that evidence. Throughout this paper, I will refer back
to this hypothetical scenario to provide an example of how this protocol is applied.
It should be further noted that it is assumed that the protocol described in
this paper will be expounded upon by subsequent researchers. What is provided
here is a starting point for categorization and evaluation of digital evidence. This
protocol provides a methodology for evaluating evidence, and it fills a void that
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that currently exists in cyber-crime research. However, the current protocol is a
first attempt. After this has been applied by various practitioners, refined, and
expanded, it is likely that the efficacy of this protocol can be improved by
subsequent researchers expanding and refining it.
One of the cornerstones of forensic analysis is to consider the reliability of
evidence (Meyers & Rogers, 2005; Walker, 2015). Reliability, in the context of
forensic evidence, refers to the confidence one can place in the origin and
handling of the evidence. Essentially, can the evidence be believed, or is there
some reason to suspect it? For example, if a civilian brings evidence to a law
enforcement agency, reliability is immediately a question. The reason the
evidence’s reliability is in question is that the law enforcement agency cannot be
certain how the evidence was collected, if it was tampered with, or even the
motive for the person bringing in the evidence. This is one example of the issue of
evidence reliability. If evidence does not come from a reliable source, then it is
not possible to base conclusions on that evidence. However, cyber breaches often
involve evidence from multiple locations. Furthermore, it is frequently the case
the evidence in cyber breaches is at least originally handled by civilian network
staff, and, in some cases, collected and processed by civilian forensic personnel. It
is not always obvious how reliable one particular piece of evidence is.
Antecedent to applying the multi-dimensional protocol for evidence
evaluation, it will be important to categorize the evidence. Given that each
dimension of this protocol involves one or more categories of evidence, it should
be obvious that categorization is a critical step. This begins with the investigator
identifying what is evidence (Stephenson, 2014) and what is not. Subsequent to
such identification is the categorization of evidence. Identifying evidence means

determining that the information has evidentiary value and then properly
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categorizing what type of evidence it is. In general, evidence is information that has
a probative value. Probative value means this is information which might prove
something at a trial (Hill & Hill, n.d.). In other words, it is data which is relevant to
the case at hand. For example, if someone is accused of stealing intellectual

property, finding that the person also visits legal pornographic websites has no
probative value and is not evidence.
There have been multiple perspectives on how to classify digital evidence.
One commonly used perspective is to divide digital evidence into four categories


Database: Evidence from a data repository. This could be a relational database
management system such as Microsoft SQL Server or Oracle, or it could be a file
storage such as XML.



Computer: Evidence found a computer including browser history, deleted files,
Windows registry settings, computer logs, etc.



Network: Network traffic evidence, often found by using a network protocol
analyzer or packet sniffer, such as Wireshark.



Mobile: Forensics from a mobile device.
The aforementioned classification approach is focused on the task of

determining where the data came from. It is a good place to start when acquiring
new evidence. It may also be useful to classify the evidence based on the following
factors (Raghavan, Clark, & Mohay, 2009):


Source: Where did the evidence come from? This would include three of the four
classifications (computer, network, and mobile device) previously mentioned.



Format: What format is the data in? Various formats include data stored normally
on a storage device, archived data (such as backup media), deleted data that has
been recovered, volatile data such as the contents of memory or the SWAP file
(discussed in detail later in this chapter).
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Type: This includes video, pictures, cookies, bookmarks, trace evidence, etc. This
may be the most common classification in cyber forensics. What is the evidence?
It could be a server log, evidence from the Windows Index.dat file, Windows
registry evidence, call history from a cell phone, etc.

This approach certainly has merit and can be a useful methodology for the
cyber investigator. Categorizing by source, format, and type can also be done in
conjunction with categorizing by type. In fact, one could use a variety of
categorization tools in conjunction with applying the Multi-dimensional analysis of
the evidence.

The Process
The current methodology proposed by this paper is given the name Multi-

dimensional Evidence Evaluation (MDEE). Once the evidence is properly categorized,
the protocol for evaluating the various dimensions of evidence is not particularly
complex. Evidence is divided into logical groups that the current methodology refers
to as dimensions. The term dimension is applied because each group provides a single
dimension to the overall evidence acquired in the case. Then given the amount of
evidence, degree of reliability, and specificity of the evidence in a given category,
that category can be assigned a weight.

Before proceeding, it is imperative to define what each of these dimensions is
describing. As was previously discussed, there are existing methods for categorizing
evidence based on type of evidence such as browser artifact, database file, network
packet capture, etc. and by source. The dimensions described in this protocol group
evidence based on whether it is broadly associated with a suspect; individualized to
the suspect; the traditional concepts of motive, means, and opportunity; and,
finally, exculpatory evidence.
The first dimension of cyber evidence is evidence that is broadly associated
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with a suspect. This is primarily network traffic, but it can be any evidence that
tends to point to the suspect in a general way. For example, if evidence can be
narrowed down to a specific town, zip code, or building, but not a specific individual, then that evidence would fit into this dimension. It should be noted that this
dimension, by itself, can be less compelling than the others. It is always preferable
to be able to associate a specific crime with a specific individual. Unfortunately,
that is not always possible, particularly in crimes that originate in a different
jurisdiction or even a different country. In those cases, the objective is to obtain as
much evidence in this dimension as you can in order to provide a strong basis for
formulating accurate conclusions.
A significant challenge in collecting and categorizing evidence is to appropriately attribute evidence. It is insufficient to simply trace a given attack vector to a
specific network, or even a specific computer. The investigator must be able to
attribute the activity in question to a specific user (Chaski, 2005). Particularly in
workplace networks, multiple parties may have potential access to a given
computer.
A classic example of evidence in this first dimension is tracing network traffic.
It is often the case that network traffic can only be traced to a gateway IP address,

and not to a specific machine. Thus, this evidence is broadly associated with the
suspect. There will be network traffic concurrent with any intrusion. Network traffic
can also be relevant in malware cases, cyber-stalking cases, and other cyber-crimes.
The source of that traffic is a critical piece of evidence. It will usually be the case
that some of the traffic captured is innocuous and unrelated to the breach.
However, among the mundane network traffic and packets will be some traffic from
the perpetrator. Even if some of the traffic is related to a suspect, that may not be

conclusive. It is also possible to trace traffic to a given computer that the suspect
has access to, but others have access to as well.
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of people, it may not be possible to associate the evidence with a specific suspect. It
is certainly suspicious that some portion of an attack seems to trace back to this IP
address, but that is not conclusive. There are other possibilities. The most common
possible interpretations of this network traffic are discussed here:


The traffic originating from an IP address related to the suspect is evidence that
the suspect is indeed involved in the breach.



The traffic originating from an IP address related to the suspect is due to another
person at that location being involved in the breach.



One or more machines at that suspect site have been infected with malware,
which is the source of the attack.



One or more machines at the suspect site have been breached by an external

attacker, who is using the suspect site as a base for attacking other systems.


The gateway router for the suspect site has been cloned. This is a less common
scenario, but it is certainly a possibility.
Given these possibilities, it is critical to conducting a complete cyber investi-

gation that the investigator have some protocol for establishing which scenario is
more likely. This is an ideal place to evaluate other factors. Common factors are discussed below, though this is by no means an exhaustive list:


Does other traffic to the victim network trace back to other IP addresses related
to the suspect? For example, a breach may involve traffic from more than one IP
address. Therefore, a logical question is, does breach related traffic trace to his
current place of employment and to his home? That would be more compelling
evidence than simply tracing to one or the other.



Does other traffic concurrent with the attack trace back to locations that are unlikely to be associated with the suspect? For example, some traffic traces back to

another country. This would make it less likely that the suspect is responsible for
the traffic.
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How many reasonable alternative explanations exist for the traffic that seems to
be associated with the suspect? For example, if the traffic is associated merely
to the suspect’s current employer, and that employer has thousands of employees, then there are viable alternate explanations for the traffic. However, if the
traffic traces back to IP addresses that are only related to the employee, and no
one else (such as smart phone) then alternate explanations are less compelling.



Did network scans and vulnerability scans antecedent to the actual attack also
trace back to other IP addresses that are related to the employee? This would
tend to make the evidence more compelling.
These are provided as exemplary criteria that should be evaluated when
considering how much importance to give to this particular dimension of the
cyber-crime. It must be stressed that it may be the case that no single
dimension of the crime provides a definitive answer. It is the examination of the
totality of dimensions, each one weighted by appropriate factors, that provides
a more definitive view of the crime. An illustration of these issues is provided in
Figure 1.

Figure 1: Tracing network traffic
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In Figure 1, the reader can see some traffic related to an attack coming from
the suspect’s home, and some from the suspect’s new job, which has only 500
employees. This provides some evidence linking the suspect to the crime. However,
there is also traffic related to the crime that is coming from an IP address unrelated
to the suspect. Perhaps this traffic is from a country the suspect has not visited. This
scenario brings us to the question of how to explain the varying origins of traffic.
Ideally, one would want to examine the suspect’s personal computer and work
computer to determine if these machines were involved in the crime. However, that
may not be possible, so alternative issues can be explored.
If one can analyze the suspect’s computer, or any computer associated with
the suspect, then there are existing techniques to determine what computer user
was utilizing the computer at the time of the attack. In Windows operating systems,
determining what user was logged in at a given time can be done from Windows
Registry artifacts and system logs. Most modern forensic tools will gather this
information automatically. It is also possible to examine other activities concurrent
with the attack. For example, if a given computer is used for an attack on a target,
and within a few minutes of that attack is also used to log into the suspect’s
password protected social media site, this would more strongly tie the evidence to
the suspect.
Alternative means of evaluating evidence, if inspecting the actual computers,
can range from the simple to the complex. The simplest is to note the number of
different locations generally associated with the suspect, which traffic to the target
originated from. A more robust analysis could include the application of graph theory
to weight the connections based on criteria including the number of connections,
timing of connections, and other factors. A discussion of the application of graph

theory to the weighting of network forensic evidence is
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beyond the scope of this paper, but it should be noted that such applications are
certainly possible.
The next dimension involves is evidence that is individualized to a specific
suspect. This is related to the forensic concept of association, whereby evidence
needs to be particularly associated with a specific suspect (Easttom, 2014). The more
closely evidence can be associated directly with a suspect, the more compelling that
evidence is. This means associating all or part of the attack with that specific
attacker, rather than simply their network. In essence, this dimension begins where
the network traffic dimension ends. A list of common factors within this dimension is
presented below:


Does an examination of the router show that the suspect traffic on the suspect
network was initiated from within that network? This data may either support or
refute claims that the suspect’s IP address was spoofed. For example, if network
traffic traces back to the suspect’s work or home network, and the gateway
router of that network shows matching outgoing traffic, it can be established that
the suspect traffic did originate from within that network, rather than being
spoofed by an external third party.



Did the suspect’s own machine show any related traffic? It would be likely the
actual perpetrator would delete evidence, so it may not be the case that an
examination of the suspect’s computer provides definitive answers. However, one
can look to a great many issues to determine the likelihood that the suspect’s
computer is the one from which the attack originated. For example, was the
computer recently forensically wiped? That is not definitive, but, if coupled with
strong evidence from dimension one, it can be quite compelling. Have network
scans of the victim network been imitated from the suspect computer? Are there
appropriate hacking or scanning tools on the suspect computer? Alternatively, is
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there evidence that such tools have been uninstalled from the suspect computer
(Note that Windows Registry will show uninstalled software.)


Once traffic has been traced to one or more suspect networks during the dimension one analysis, does the evidence show that the suspect was logged onto the
suspect network, during the attack on the victim network? This would provide
further evidence that the suspect was connected with the attack.



Are data, files, or other information from the victim network found anywhere on
the suspect network? This may indicate data was exfiltrated from the victim
network to the suspect network. This would be compelling evidence that the
suspect was indeed the perpetrator of the attack.
As with dimension one, dimension two may not be, by itself, definitive. In

fact, this is the entire basis of this current methodology. It is the totality of evidence
from all dimensions that provides a clear understanding of the crime committed and
how strongly evidence favors a given suspect.
The third dimension is motive, means, and opportunity. This dimension is common to traditional criminal investigations. In this analysis, the investigator examines
traditional investigatory questions. Criminal investigations traditionally examine
means, motive, and opportunity (Sennewald & Tsukayama, 2014). These same
criteria can be applied to cyber-crime. The following is a list of common criteria to
be examined:


Motive: does the suspect have motive to have perpetrated the attack? Conversely,
do alternate suspects have equal or greater motives?



Means: Does it appear that the suspect has the skillset to have perpetrated the
attack? It is not always possible to ascertain the skills of a given attacker, nor the
minimum skills required for a specific attack. However, some estimation should

be formed of the attacker’s skills as compared to the sophistication of the attack.
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This should also be compared to a skillset analysis of other viable suspects, if any
exist. This is often referred to as ‘means’ in traditional criminal investigations,
but, in cyber forensics, it can also be considered simply as ‘suspect skillset’.


Opportunity: Did the suspect have the opportunity to have been responsible for
some or all of the suspect traffic?
This third dimension is probably more familiar to law enforcement

investigators. It consists of the same questions they normally contemplate in any
criminal investigation. The skill issue may be new to some investigators: however, it
is particularly relevant in cyber breaches. Contrary to what is depicted in movies,
most

technical professionals are not skilled hackers, and most hackers have only a

moderate level of skill. One must evaluate the nature of the attack against the
skillset of the suspect.
The means issue is one that can sometimes be ignored in digital investigations.
Even if a suspect is in a computer related profession, that may not necessarily
indicate the skill to execute a particular attack. It will not always be possible to
identify every skill the suspect has. However, it is important to get a general sense
of the suspect’s technical skill in relation to the level of sophistication of the alleged
attack. This provides insight as to whether or not the attacker had the means to
execute the attack.
The fourth dimension is exculpatory evidence (Legal Information Institute, n.d.;
Mosteller, 2008). While it is certainly possible for any investigator to develop tunnel
vision regarding a suspect, it is critical that a complete forensic examination
consider any exculpatory evidence that might be available. Some common factors
include the following:


Is there an alternative suspect who has a greater motive, the appropriate skillset,

and at least some traffic from dimension one traces to this alternative suspect?
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If these conditions exist, then it is reasonable to at least ask if this alternative
suspect might be the actual perpetrator.


Are there significant gaps in evidence? Gaps can occur over time, due to mistakes,
or due to counter-forensic measures. Whatever the cause, it is more difficult to
arrive at definitive conclusions with gaps in evidence. For example, missing
network logs, a suspect computer that is no longer available, or any situation
where at least some pieces of evidence are not available for examination.



Does the suspect have an alibi for significant portions of the attack? Cyber-attacks
are often not simply single events, but rather ongoing processes. It is important to
evaluate the various aspect of the attack and determine if the suspect has an alibi
for one or more of those time periods.
The most important aspect of this Multi-dimensional protocol is the fact that it

seeks to view the totality of evidence in a cyber-crime, rather than forming conclusions based on only one aspect of the crime. There are certainly situations wherein
some evidence tends to point to a particular suspect, whereas other evidence tends
to point away from that suspect. The methodology described in this paper is intended
to provide an easily applicable protocol for assembling the totality of evidence
available and forming conclusions based on that holistic picture of the evidence.

When applying the Multi-dimensional Evidence Evaluation, it is possible to
provide numeric weights to the various dimensions. This would ultimately lead to a
chart such as the one shown in Figure 2.
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Figure 2: Multi-dimensional analysis bar chart

Applications of Graph Theory
The current model (Multi-dimensional Evidence Evaluation), as described in
the preceding paragraphs, can be used to assist a forensic investigator in analyzing
evidence. However, it may be appropriate to further refine the utilization of this
current model with the application of graph theory.
Graph theory is a very important part of discrete mathematics. It is a

way to mathematically examine objects and the relationship between those objects.
Put formally: A finite graph G (V, E) is a pair (V, E), where V is a finite set and E is a
binary relation on V. Now, let us examine that definition in more reader-friendly
terms. A graph starts with vertices, or nodes—what I previously referred to as
objects. These objects can be anything. The edges are simply lines that show the
connection between the vertices. The edges are ordered pairs and not necessarily
symmetrical. Simply put, this means the connection between two vertices may or

may not be one-way.
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In the current context, we can consider elements in a case to be objects, or vertices.
For example, a target web server in a cyber breach would be one vertex. The suspect
would be another. Various sites from which the attack(s) were launched would be
still other vertices. Any evidence showing a connection between two vertices would
be an edge. This would lead to a graph similar to Figure 3.

Figure 3: A Graph

The vertices A, B, C, D, and E would each be some object in the alleged
crime. A router, a server, a laptop, etc. The connections would be indicators of
evidence that connect two of the objects. In this example, if we assume that item D
is the suspect’s laptop, you can see that all the other elements in the case connect
to that laptop. This would strongly indicate that the suspect was involved in the
alleged crime.
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Obviously, to fully apply graph theory to the issue of Multi-dimensional
Evidence Evaluation, would benefit from a more thorough understanding of graph
theory. A tutorial in graph theory is beyond the scope of this current paper, a few
terms and general concepts are provided. For more details on graph theory it is
suggested that the reader consult Balakrishnan (2010) and Trudeau (1994).
You have already seen the terms vertex and edge defined, there are a few
other terms we need to define before proceeding:


Incidence: An edge (directed or undirected) is incident to a vertex that is one of
its end points.



Degree of a vertex: number of edges incident to the vertex. Nodes of a digraph
can also be said to have an in degree and an out degree. The in degree is an edge
pointing towards the vertex. The out degree is an edge pointing away.



Adjacency: Two vertices connected by an edge are adjacent.



Directed graph: A directed graph, often simply called a digraph, is a graph in
which the edges have a direction.



Weighted digraph: This is a directed graph that has a "cost" or "weight" associated with each edge. In other words, some edges (i.e. some relationships) are
stronger than others.



A complete graph: has an edge between each pair of vertices. N nodes will mean
N * (N – 1) edges.
With even this limited coverage of graph theory, the reader should be able to

make rudimentary applications of graph theory to Multi-dimensional Evidence

Eval-

uation.
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Conclusion
Given the paucity of literature on this aspect of cyber forensics, and the
dearth of current protocols, it is likely that further research and analysis would be
able to expand and modify this protocol to create even more effective tools for
examining cyber evidence. It may be that further research will expand upon or revise
some of these dimensions, or even add additional dimensions. It would also be
worthwhile for further research to better quantify the various elements within each
dimension in order to provide a more quantitative view of the evidence. Unfortunately, that is not always possible. In many cases, a qualitative analysis will be the
only option available to the investigator.
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Member Profile
Chuck Easttom, MBA, DACFEI, CCFP,
CHFI, ACE, OCE, CFE, CCI CISSP
Mr. Chuck Easttom is a computer security and forensics
expert. He is the chair of our new Information Security and
Computer Forensics board. Mr. Easttom has authored 20
books including several on computer security, forensics, and
cryptography, from publishers such as Pearson Press,
McGraw-Hill, and Sybex. His books are used as textbooks at

universities all over the world and have been translated into several languages. He
holds seven patents and 40 computer certifications, including many security and
forensics certifications.

Chuck has conducted training for law enforcement, federal agencies, and friendly
foreign governments. He frequently works as an expert witness in computer related
cases, patent cases, software copyright cases, and other computer science related
cases.

Chuck is also a frequent speaker on computer security and forensics topics having
presented talks around the world at conferences such as Hakon India, DefCon, Hacker Halted, AFDSL, ISC2 Security Congress, and Secure World. He has also been a
speaker at several universities.
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Katherine Ramsland Q&A Interview
Katherine Ramsland, PhD, a prolific forensics writer, discusses her latest book,
Confession of a Serial Killer: The Untold Story of Dennis Rader, The BTK Killer with
The Forensic Examiner®. This book explores the mind and motivation of serial killer
Dennis Rader in depth. Using Rader’s drawings, unique codes, interviews, and letters, Ramsland works to analyze the layers of his psyche.

How did you get involved with this project?
I got involved in an unusual way. In 2005, when Dennis Rader was arrested, I
had read about a woman who was going to work with him to write a book. Five years
later, I saw her on Facebook and asked her about it. At the time, she believed she
could no longer continue and was looking for a writer to take over the project. She
had one of my books and knew who I was, so she invited me to present a proposal to
the attorney who managed the project. She also introduced me to Rader. She had
received numerous letters, so I looked them over and told my literary agent that this
might be a book for me. There were many complications, in part due to Rader signing over his life rights to the victims’ family trust fund. This was fine with me, but it
added a legal layer that most authors, agents, and publishers don’t deal with.
Eventually, it all came together. I did not go looking for this project, but when it was
offered, I was interested and prepared.

What are your credentials for being involved?
I had just published a book, The Mind of a Murderer, which describes and
examines a dozen cases from the past century of mental health experts who had taken the extra time to learn about an extreme offender from the offender. This meant

forming a relationship of trust. And it paid off in rich material about mass and serial
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killers. So, I had these role models, not to mention having been the primary writer
for Court TV’s Crime Library on serial and mass murder for seven years. In addition, I
teach forensic psychology and direct a master’s program in criminal justice. I have
graduate degrees in clinical psychology, forensic psychology, criminal justice, and
philosophy. I have been a therapist and I’ve written two biographies. This book,
while being a new type of challenge, was well within my fields of expertise.

What is unique about this book?
Several things are unique. It is the first to legally arrange to have royalties go
to the victim’s surviving families. The attorney who crafted the agreement set a
precedent. Second, this guided autobiography is not just a serial killer blathering on
about himself. Instead, it is structured with what we know from criminological and
psychological research. I filled in the theoretical details and provided Rader with
specific items to think about and apply. He did the work. For the first time in this
book, which allowed him a period of five years to consider what he wanted to say
about himself, Rader described the factors that he believed weighed most heavily in
his trajectory toward serial violence. He gives a detailed self-portrait. From A to Z,
Rader reveals what a serial killer is. He has written hundreds of pages and drawn
explicit pictures from his fantasy life. Rader provides a rare opportunity to get inside
the mind of an organized, predatory serial killer who designed his killing career on
specific role models. He confided the details about his compulsion to kill – how it
formed from incidents during his youth, how he made the decision to strangle
someone, how he formed and used his fantasies, how he experienced these deaths,
and how he successfully kept his stunning secrets while living the life of an ordinary
family man. In short, Rader created a calculus of murder. His story, in his own
words, is extraordinary.
What is a guided autobiography?
Rader would write long letters about his life, experiences, fantasies, and I
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structured it with readings that added a sophisticated layer of analysis. We would
then talk about it. We read a few books and articles, and discussed how the concepts
applied to him. In addition, he had taken some psychological tests, so I included the
results, and in the end, I summarized our enterprise with an overview. Also,
whenever Rader mentioned certain things, such as his specific role models, I filled in
the details so that readers would better understand what he was saying. In addition,

I posed specific questions to get him thinking, such as asking him to provide what he
considered to be the top six items that were responsible for him becoming a killer.
Whenever he named other serial killers or described movies or books that had an
effect on him, I researched the subjects and watched the movies in order to form
productive questions. If he described places that had meaning for him, I visited
them. Together, we expanded the story from mere memoir to experiential narrative,
framed within concepts from experts. I also consulted with some key people, such as

former DA Nola Foulston, to acquire important documents that helped me to
fact-check certain things. I read the transcript of Rader’s police interview, for
example, as well as the other books that had been written about him or about the
investigation. All of these items added more dimension to what I then discussed with
him.
How do the victims' families feel about it?
We have a lot of people involved who would be considered members of victims’ families, so there is no single response, but they know that it’s inevitable that
a book like this will be published, so they accept it as a contribution to criminology
and will also benefit financially from it. I made it clear to all who asked that this
book was not going to be a true-crime narrative. It was not going to focus on their
experiences. It focused on Rader’s perspective. The uncomfortable part for them is
the way he views their loved ones as pawns in a game, as objects or things that he

had a right to treat as he pleased. He exploited them for effect and for his own
pleasure. That’s difficult to endure.
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What benefits did such a long and in-depth process provide to you as the writer/
analyst?
When I agreed to do the project, I knew it would deepen my awareness of
things that I wrote about, researched, and taught. I did not know that I would be
heavily immersed for five years, but I expected that working so closely with someone
like Rader would have some impact on my thinking and theorizing. It did. I see better

the way he experiences the world and I have deepened my description of certain
aspects of the criminal mind. As a writer, I view this book as a complement to the
work I have done in the past, especially to The Mind of a Murderer.

How does this book benefit criminologists and psychologists?
Rader and I talk a lot about things like compartmentalization, but watching

the act of it up close and trying to show it in a book is quite an experience. Because I
listened, and I assisted Rader to think about his “dark side,” he went into a lot of
detail. It took nearly two years before he opened up in a way that I think is valuable
for criminologists and psychologists. Trust needed to build, but also, Rader needed to
learn ideas and concepts that were new to him. We taught things to each other. This
doesn’t happen very often in my world. I also consulted with a few close friends who
are experts in this field. Their feedback helped to keep me on track.

Some readers have told me that the book frightens them. I can see why. But it
fascinated me to listen to Rader describe what he calls “cubing” (his concept for
compartmentalization). He talks about how he developed “life frames,” but more
interesting was bumping up against the boundaries of those frames when I asked
difficult questions. There were times when he just could not or would not see
contradictions that were obvious to me. He did not see his own process, the “how”
of his engagement with his own words.
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Even those offenders who make an effort to study themselves cannot fully
grasp all aspects of their experience. They can describe certain things, but will
inevitably miss parts. They have blind spots. Within these blind spots are traits and
behaviors that will also shed light on who this person is. That’s what I watched for.
Relying on psychological methods laid out by prior criminologists who did a similar
project, I attended to those items about which Rader appeared to be unreflective.
He was quite expressive, for example, but I could see that his attempt to control his
world and my interpretation of it prevented him from seeing certain aspects of his
personality that were clear to me. I think criminologists who read Rader’s narrative
will also see these layers. There is plenty for experts to learn from Rader’s selfanalysis.
In addition, Rader is unique even in the world of serial killers. We sometimes

let theories based on other cases influence us to distort the case at hand. Many
people have assumptions about serial killers and they expected Rader to fit the
mold. In some ways he did, but in other ways he didn’t. We need to leave room in
our theories for outliers, especially since few resources to date have been expended
on the study of certain experiences, like addictive paraphilia.

What was one of the most surprising things you learned when you wrote this
book?
I wasn’t surprised by anything, since I’ve studied extreme offenders for years,
but I was struck by an odd contradiction, which I think is true about other highly
verbal serial killers: they embrace words as ways to control, believing that if they
define the world with language of their choosing, they will magically make others
see what they want them to see. Yet at the same time, what others say might not

affect their thinking. When Rader and I would discuss a TV episode, for example, if I
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raised a point that could potentially unravel his verbal construction of his world, it
seemed he could not understand, even if my message was simple. That was a
revelation: language is more a means of control than of communication.
Experiencing this, I could see how his cubing mechanism worked.

What is something you learned about Dennis Rader that you feel is important for
people to know?
Not just from Rader but also from others like him: they think differently.
Often, I hear people, including law enforcement and therapists, say that reasoning
with these offenders will work to change them, but it won’t. We need to better
understand the nature of their addiction. As Rader puts it, “Hunting and prowling
became a habit, much like drugs. You learn to cover up, hide those times in your
normal life and develop a different set of life frames. It was easy to play on the Dark
Stage and then join the theater audience and say, ‘Hey, I’m a pretty good actor.’ It’s
much more fun to live in fantasy at times than in the real world.” They think differently. We need to listen rather than impose a frame on it. This does not mean we
need to think like a criminal, which is the simplistic formula of TV shows. Instead, it
means that we should recognize that reality has layers and we don’t all share the
same perception of it.

How did you first become interested in the forensic psychology field?
I was writing articles about serial killers for Court TV’s Crime Library. At the
same time, I was pondering getting another master’s degree. I had one in clinical
psychology and I’d discovered that I wasn’t much of a therapist. I wanted something
different. I came across the program at the John Jay School of Criminal Justice,
which was within a train ride from where I lived, so I applied. I figured it would
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add something to the writing I was doing for Court TV. That decision significantly
changed my life. As I increased my expertise in forensic psychology and science, I
received increasingly more opportunities to speak and to train others. Eventually, I
was offered a job as a professor and now I am a director of a graduate program in
criminal justice.

From a forensic point of view, what to you think might prevent serial killers
such as Dennis Rader and Ted Bundy and being stopped sooner?
One of the most important is to train law enforcement in the way that cognitive errors, like stereotypes, creep into their approach. They can learn to be more
mindful and they can be better educated in how predators act. At the end of the

book, I describe some of the errors that let Rader continue. One officer specifically
looking for a killer did not believe that Rader, a family man working with the Boy
Scouts, could be anything but what he seemed. Rader exploited mental shortcuts,
social trust, and expectations. That’s what predators do. They use deflection, social
miscues, and misinformation to provide cover. Often, they use a contrived persona
of charm and success. They also deflect caution by doing favors or engaging their
prey in compliant situations. Like magicians, they create a frame in which to

manage our attention. They also look for ways to operate that allow anonymity. If
investigators are better prepared and if security is tightened on publicly accessible
items like library computers, predators won’t succeed as easily

What was the most challenging thing about writing this book?
I open the book with the most challenging thing: figuring out Rader’s code

system, which was also a test for me. The introduction takes you through my early
first steps. It was also challenging talking with him in prison, because there’s no
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privacy. Many people think that prison visits are important for a project like this, but
this turned out to be the least effective way to get at the interesting items. Coded
letters and regular phone calls worked far better. Finally, collecting all the
information into an accessible, yet educational structure required intense focus and
a lot of uninterrupted time.

What is your preferred method to have readers get in touch with you or follow
you (Facebook, blog, etc.)?
Facebook is best. I’m quite active there. I have an author page, a fan page,
and a personal page. I post a lot of items, from silly things to amazing photos I find
elsewhere, to my blog on the Psychology Today website, which often has news and
research about violence.

What are your future project(s)?
I recently published a novel, The Ripper Letter, a supernatural murder
mystery based on Jack the Ripper lore, and I am now writing the sequel, Track the
Ripper. It’s been fun finding ways to view the Ripper case in a whole new way. I’m
also writing a textbook, Forensic Investigation: Methods from Experts, for which I
interviewed experts from various fields. In a way, it’s like my immersion journalism
books, because I’m engaging in things like blood spatter workshops, PI seminars, and
cold case conferences. I listened to coroners describe odd investigations; I went on a
retreat for a small group of linguistic analysts; I spent a week among anthropologists
at the Body Farm; I participated in a fingerprinting workshop; I watched a digital
analyst dissect a cellphone; and I attended court. Next, I will write a book on the
psychology of death investigations, on which I teach an entire course. The
fascinating cases are endless.
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About Katherine Ramsland:
Katherine Ramsland, PhD, is the director of the Master of Arts in Criminal
Justice Program at DeSales University. She writes a regular blog for Psychology Today
and has published fifty-nine books. She holds master’s degrees in forensic
psychology, clinical psychology, and criminal justice. Ramsland has appeared on

numerous television programs including The Today Show, 20/20, NPR, Larry King
Live and E! True Hollywood.

Editors:
Jennifer Kidder and Angela Stanley
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New Instructor for CHS
JJ Goulborne

The American Board of Certification in Homeland Security (ABCHS)
welcomes JJ Goulbourne as their new Director of Training. JJ brings
with him a wealth of experience in several vital areas of interest that
will be advantageous to the program.

Getting to know JJ Goulbourne.

Interviewer: JJ, welcome to the American Board for Certification in Homeland
Security®. Tell us, what brings you to the ABCHS?
JJ: I was recruited to the ABCHS by Dr. Robert O’Block because of certain skillsets
that I have that will be beneficial to the organization. It’s all about my 16 years in
the military, plus having been a law enforcement officer for 23 years, with 15 years
in information technology (IT). My reasoning for acquiring several skillsets was
simply to have a “Plan B.” after leaving the military. However, as I progressed
through my military and law enforcement careers, I quickly realized that there was a
correlation between the military, law enforcement, and information technology and
domination; they complimented each other.
At ABCHS, our target customers, from a company standpoint, are professionals from
the military, law enforcement, and the IT industries. This is right up my alley. The
vast majority of law enforcement officers I meet are either active military, or

ex-military, and most of the investigators are eager to learn information warfare
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investigative techniques involving social media, computer forensics, and digital
evidence collection.
Having been a law enforcement trainer for the past 15 years conducting instruction
in various disciplines, both in the academy and at field levels, made this the perfect
opportunity to bring my knowledge and experience from all three to the Homeland

Security environment.
Interviewer: JJ, tell us about ABCHS.
JJ: The mission of the American Board of Certification in Homeland Security ®
(ABCHS) is to provide emergency management practitioners, private sector and
non-governmental organization (NGO) leaders, and government executives with
training and/or certification to facilitate their knowledge of the current
prescribed response frameworks.
To accomplish this mission, we will continually strive to:


Utilize subject matter experts and partners to assess, articulate, and meet their
homeland security training needs.



Through certification, test executed knowledge to ensure uniformity in assistance
across all levels.



Train agencies and organizations that do not have the collective expertise or
resources to do it themselves.

With a diverse membership of highly qualified professionals that includes active and
retired military, law enforcement and security experts, firefighters and other first
responders, physicians, nurses, paramedics, emergency medical technicians,
dentists, psychiatrists, psychologists, counselors, social workers, crisis interveners,
accountants, IT and telecommunication professionals, engineers and others, the
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American Board for Certification in Homeland Security® has, at the core of its
membership, some of the world’s leading professionals who have significant
experience with, and links to, homeland security.
Interviewer: JJ, why is this certification so important?
JJ: ABCHS certifications are important for many reasons. For military and
ex-military, certifications can not only help pave the way to career advancement,
but they can also aid in transitioning back into civilian life. More and better training
certainly equates to a better, more secure life. Certifications also help establish
industry standard practices and increase cooperation between similar industries and
fields.
Interviewer: JJ, what certification courses are currently available, and how does

one go about signing up?
JJ: There are many different certification courses available. ABCHS offers
CHS-I®, CHS-II®, CHS- III®, CHS-IV®, and CHS-V®, Anti-Sabotage Certification,
Sensitive Security Information Certification, Disaster Preparedness Certification,
Certified National Threat Analyst, Certified Crisis Response Coordinator, Certified in
Dignitary and Executive Protection, Certified in Cyber Warfare, Certified in
Information Assurance, Certified in Infrastructure Protection, Certified Aviation
Security Professional, Certified Safety and Environmental Manager, Certified
Professional Penetration Tester, and Certified Homeland Defense and Support of
Civil Authorities, as well as a few other courses that I may have failed to mention.
Registration/Application information is available on the web-site at
www.abchs.com/certification/, or you can call me direct at (417) 669-0634. My
email address jj@cnta.us. I’ll be happy to schedule a session for you or your group.

Interviewer: Thank you for the information JJ. It’s been a pleasure, and I look
forward to working with you.
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More about JJ Goulbourne

JJ’s Training Philosophy; “Fight the way you train. Train the way you fight.”
JJ’s Personal Philosophy; “Consider today to be the first day of the rest of your
life.”

JJ’s Personal Goals; “When opportunity knocks, open the door, grab it by the
throat, and never let go.”
JJ is currently the Director of Operational Training with the Center for National
Threat Assessment. He is a Military Veteran with 16 years Military experience. He
served six years on active duty with the United States Air Force and ten years with
the Missouri Army National Guard. He also has several IT related certifications.

He has been with the Lawrence County Sheriff’s Office for the past ten years.
Prior to that, he was the IT Manager for the Barry-Lawrence Regional Library and
Investigator and System Administrator with the Christian County Prosecutor’s
Office. He previously worked for the Greene County Prosecutor’s Office for five
years as System Administrator and one of three Investigators, and a Reserve Deputy
with the Greene County Sheriff’s Office assigned to the Training Division as a

Firearms Instructor. He spent four years as an IT Technician with the Greene County

40

Information Systems Department. He has a total of 23 years of law enforcement
experience.

Previous law enforcement experience includes: Lieutenant with the Lawrence
County Sheriff’s Office as Reserve Division Commander, Patrol Officer with the
Monett Police Department, Patrol Corporal, DARE Officer, Crime Prevention Officer
and School Resource Officer for the Aurora Police Department, Patrol Officer with
the Miccosukee Tribe of Indians of Florida Police Dept., and Reserve Officer with Ft.
Walton Beach, Florida Police Dept.

He has several law enforcement certifications that include: Generalist Instructor

(Missouri Sheriffs Training Academy), Firearms Instructor, SWAT Officer certification through the North American SWAT Training Association. Additionally, he serves
as Website Administrator for the Missouri Law Enforcement Funeral Assistance Team
and the Missouri State Investigators Association.
To schedule an on-site training session with JJ for any of the CHS levels, or other
programs such as Active Shooter, Social Media, IT and related training, he can be
reached at (417) 669-0634 or via email at JJ@cnta.us

For more information about ABCHS, go to www.abchs.com.
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Forensic Certification
Programs

Certified Instructor, CI Program
The Certified Instructor, CI program provides an opportunity for members to teach
American College of Forensic Examiners Institute® credential programs in their
specific field and area of expertise. With three levels: Instructor, Senior Instructor,
and Master Instructor, becoming a CI allows you to earn income while providing an
invaluable service to the field of forensics.

Certified in Survival Mindset, CSM®
Just like physical conditioning, mental toughness is essential for peak human
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performance in high stress situations. Mental toughness is valued in military and law
enforcement training, and operations. Many members, however, find they are not
necessarily prepared for the psychological and physical demands of lethal situations.
The average, healthy individual has a natural aversion to killing a fellow human
being. Historical evidence shows that in situations of heavy combat, the average
warrior is unable or reluctant to kill, even when it means putting themselves at risk.
It is estimated that 98 percent of all soldiers on the battlefield will become
psychiatric casualties of war, in one way or another. A basic understanding of how
the body and mind processes extremely stressful situations not only increases our
warriors' chances of surviving a deadly encounter, it gives him or her the tools
needed to recover from a traumatic event.
Becoming certified may enhance your education and assist you in obtaining a job,

attaining a promotion, or validating education and experience. Some added benefits
for becoming certified may include recognition of knowledge and skills by a third
party, continued professional development, demonstrates a high level of commitment to the field, and is a differentiator in a competitive field.
* Please not that certification does not give you legal permission to practice or work
within a specific field. Only licensure can provide that.

Members in the News
Were you in the news? Send ACFEI a press release or publication of your
involvement in a forensic related event via email at: editor@acfei.com.
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Running Head: WERNICKE-KORSAKOFF SYNDROME

Wernicke-Korsakoff Syndrome (WKS) and Deficits Associated with Memory:
An Introduction for Clinical and Forensic Professionals

Jerrod Brown, Charlotte Gerth Haanen,
Matthew D. Krasowski, Deborah A. Eckberg, and Cameron R. Wiley
Edited by: Jennifer Kinger
Angela Stanley
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WERNICKE-KORSAKOFF SYNDROME

Abstract
Chronic alcohol abuse has been shown to lead to a number of cognitive, behavioral, and
emotional deficits. One of the possible consequences of this abuse is Wernicke-Korsakoff
Syndrome (WKS), a disorder characterized by a deficiency of thiamine (Vitamin B1) that impairs
various neurological functions, particularly memory and its various stages (i.e. storage and
retrieval). Management of WKS requires a deeper understanding of memory processing as
well as carefully structured therapy methods that cater to the unique needs of impacted
individuals. Therefore, accurate and reliable identification as well as early intervention in this

population is a clinical and forensic priority.

.
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WERNICKE-KORSAKOFF SYNDROME
Introduction
Wernicke-Korsakoff Syndrome (WKS) is a neurological disorder caused by thiamine
deficiency and is typically seen in individuals who chronically abuse alcohol (Isenberg-Grzeda,

Kutner, & Nicolson, 2012; Nahum et al., 2015; Scalzo, Bowden, Ambrose, Whelan, & Cook,
2015). Chronic alcoholism is also a driving factor of WKS that can result in the degeneration of
cellular and metabolic processes that use thiamine, as well as certain brain areas such as the
cerebellum (Martin, Singleton, & Hiller-Sturmhofel, 2003). WKS may also occur in individuals
who struggle with prolonged malnutrition and fail to incorporate thiamine-rich foods into
their diet (Hargrave, Schroeder, Heinrichs, & Baade, 2015; Hoyumpa, 1983). This thiamine
deficiency can lead to problems including ataxia, abnormal eye movements, and mental
confusion, with severe cases resulting in coma or death (Agrawal, 2015; Restivo et al., 2016).
Individuals who survive the acute stages of WKS may suffer from anterograde and retrograde
amnesia (Caulo et al., 2005; Halliday, Cullen, & Harding, 1993; Parkin, Blunden, Rees, &
Hunkin, 1991; Sullivan & Pfefferbaum, 2009). They may also demonstrate impairments in

judgment, difficulty initiating tasks, poor impulse control, and problems completing activities
in proper sequence (Nilsson & Sonne, 2013); this article will mainly address the various
memory deficits associated with the disorder. Because individuals with WKS typically
demonstrate a lack of awareness of these deficits, they have a tendency to confabulate (fill in
gaps in memory via fabrication) or make up answers to questions (Brown, Fordice, Weaver, &

Hesse, 2015; Schnider et al., 2013). As a result, individuals with this condition may be more
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WERNICKE-KORSAKOFF SYNDROME
likely to come into contact with the criminal justice system for a variety of reasons. Hence, it
is imperative for professionals who work within clinical and forensic settings to understand
the complexities of interacting and communicating with, and potentially treating, individuals
suffering from WKS. Unfortunately, few clinical and forensic professionals have received
education and training related to this condition.
Wernicke-Korsakoff Syndrome (WKS) and Deficits Associated with Memory
Wernicke-Korsakoff Syndrome (WKS) may be overly represented in chemical
dependency treatment programs, detoxification centers, and other settings that serve
at-risk individuals who struggle with the challenges of chronic alcohol use (Brown et al.,

2015; Delaffon et al., 2014). Impairments in memory tend to manifest as short-term memory
deficits and an inability to retrieve learned information independently. Even when assistance
is provided to aid memory, an individual suffering from WKS may continue to forget items.
Additionally, memory can be inconsistent when discussing family information and personal
history. Individuals may provide inaccurate reports about the past even when provided with
documentation that presents conflicting data. Individuals may appear confused during group
therapy sessions and require redirection. As a result of these memory impairments, effective
methods of screening, assessment, treatment planning, and therapy can be very challenging
for this population (Nilsson & Sonne, 2013).
To better understand WKS, it may be helpful to learn more about how most individuals
retain information. Memory is comprised of multiple systems, each with different neuroanatomy and operating principles (Squire, 2009). Learning and memory skills can be assessed by
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tests that measure free recall, rote learning, remote memory, and recognition (Lezak, Howieson, & Loring, 2004). Free recall is the repeating back of information that is presented. This
can be done as an immediate response after the information is given and also after a delay of
20 to 30 minutes. Rote learning is the amount a person is able to learn if the same information
is repeated multiple times. Remote memory is measured by asking individuals what and how
much they remember about something after a time delay, which could be minutes after a
presentation or years after a particular event (e.g., their 16th birthday party). Recognition
conditions are similar to multiple choice tests in that the correct answer must be selected

from a number of possible choices (Squire, 2009). Individuals demonstrate good recognition
by identifying correct information and separating it from incorrect information. Assessment of
these areas is especially important for cases involving individuals who have histories of
chronic alcohol use and problems with subjective reports of memory. Individuals with
dementia related to nutritional deficiencies resulting from patterns of alcohol consumption
tend to have discrepancies between free recall and recognition (Kopelman, Thomson,
Guerrini, & Marshall, 2009). Retrieval deficits may present themselves in the form of
confabulations.
Individuals with WKS may show a flat learning slope when presented with the same
information over and over again (Lezak, Howieson, & Loring, 2004). Even after a 20-minute
delay, recall may still be low and confabulation may be observed. It is also possible for an
affected individual to remember less information as the number of repetitions increase. A
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recognition condition would show the affected individual retaining some information, but
also exhibiting confusion by including additional, erroneous information (Lezak, Howieson,
& Loring, 2004). Overall, individuals show limited ability to absorb new information and
retrieve it again at a later time. There may be problems effectively organizing newly learned
information, which may translate to an inability to learn new information appropriately.
When individuals with WKS attempt to freely recall information, they tend toward confabulation in a desire to fill in gaps of missing information (Kopelman, Thomson, Guerrini, &
Marshall, 2009). They also demonstrate an inability to inhibit inappropriate responses

(Kopelman, Thomson, Guerrini, & Marshall, 2009). Recall and retrieval deficits such as these
are predominant in the memory profile of individuals with WKS.
Significant deficits in executive functioning may appear as impairments in attentional
processes that aid in the shifting of thought to complete a task. The speed of mentation
or the ability to quickly solve problems may be limited (Lezak, Howieson, & Loring, 2004).

Furthermore, when individuals with WKS are provided environmental structure and immediate feedback on test tasks, their ability to appropriately respond to reward characteristics
(feedback) of test parameters may be compromised. Reliance on the environment for feedback impacts one’s ability to make good judgments consistently (Lezak, Howieson, & Loring,
2004). Language skills tend to remain intact, and problems with communication are related to
memory issues rather than word-finding deficits.
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Conclusion
Wernicke-Korsakoff Syndrome (WKS) is a highly damaging disorder that hinders
behavioral and cognitive function. The deficits associated with WKS have significant
implications for clinical and forensic settings. Individuals with WKS often exhibit problems with
memory encoding, storage, and retrieval, resulting in compensatory strategies such as confabulation or even pure fabrication. Additionally, the disorder can impair higher executive
functioning and can lead to cascading effects that can become hindrances later in life.
Specially designed programs and an increased awareness among clinical and forensic

professionals WKS may help to improve the identification and treatment of this highly
vulnerable and under-served group of individuals.
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Abstract
Traditional document analysis can fail when there is no traditional document, as in blog posts,
email, or Word files. We describe an emerging forensic discipline of “stylometry,” the analysis

of writing style with an eye to identifying or profiling the writer of a document. We describe
the theory, methods, strengths, and weaknesses of this important subfield of forensic science,
with an eye to practical applications.
Keywords: Stylometry, text analysis, authorship, profiling
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Learning Objectives


What stylometry is and what type of problems it can address?



How stylometric analysis is performed?



What kind of data is needed for a stylometric analysis to be useful?

62

MEASURING STYLE

Measuring Style: Document Analysis and Forensic Stylometry
The Issue
When is a document not a document? Consider the following situations:


A dead body is found inside a dorm room, with his computer on and a suicide note
typed in Microsoft word. The investigating officer wants to know whether the note
is genuine.



An anonymous post on a blog reveals confidential business information about a
company. The company wants to know who wrote the post, but the foreign ISP will

not cooperate.


An inappropriate email was sent from a person’s desktop computer, under her
name. The person in question is known to have been at a meeting during that time.
Who wrote the email?



A corrupt foreign official is believed to have allowed an interested party to write a

decision for him illicitly, a decision worth millions to that party. Is the decision in
fact the work of the official, or of his alleged partner?
All of these situations share in common a question---who wrote this piece of text? --and a complication that there is no actual physical document for a questioned document
specialist to examine. The science of document examination is well-established and such
specialists are capable of working apparent miracles based on the slope of a handwritten t or a
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worn A key on a typewriter. But when working with electronic documents, there are no worn
keys, and one 12-point Helvetica font A looks exactly like any other. Not just similar, but
identical. In this case, how can we decide whether or not the suicide note is genuine?

The traditional answer is to look, not at the document itself, but at the
language contained in the document. Close reading, hopefully by an expert in language,
may be able to provide cues to the authorship. Unfortunately, this kind of close reading is
subjective, time-consuming, and difficult to validate, and often as likely to produce a situation
of “dueling experts” taking opposite sides based on quite different notions of what these cues
might be. Especially in the Daubert age, where expert testimony must be rooted in scientific
principles, falsifiable, and with measurable error rate, it is difficult for experts to have realistic
answers to questions like “how likely are you to be wrong?”
If, on the other hand, some notion of writing style could be objectively measured, it
would be possible to quantify exactly the idea that “this document is likely to have come
from this hand.” The modern science of stylometry seeks to do just that. By quantifying
individualized aspects of language, aspects such as choice of synonyms, favored grammatical
structures, and so forth, forensic text analysts can make objective judgments to answer
questions such as the above. Better still, since much of the work can be performed by
computer, it can be done quickly, efficiently, and at low cost while maintaining an even
lower error rate due to lack of human fatigue and error.
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Theory of Stylometry
The theory behind stylometry is quite simple. Just as every person has their own
fingerprints or genome, everyone has their own individual writing and speaking style. Obvious
examples of this kind of style, familiar and useful even before the age of computers, are
spelling errors. Wellman (1936), for instance, describes a case he won by noting that the
word touch was misspelled in the same way in several different documents, and was able
to validate those documents by showing that the particular mistake he identified was
characteristic of one specific witness. (In particular, he was able to elicit that mistake on the

witness stand by asking her to write a sentence containing touch.) But in the event that we
have no such helpful mistakes, there are other individual quirks that can easily be used.
Vocabulary is one such quirk. Consider for yourself -- what is the name of the huge
piece of furniture in front of your TV, the one that seats at least three people? Depending
upon where you are from (and how old you are), that might be a sofa, a couch, a settee, a

divan, a chesterfield, or a davenport. The rubber-soled shoes you wear to work out might be
sneakers, tennis shoes, or trainers; Wikipedia (n.d.) lists at least eighteen regional synonyms for
these things. Something even bigger than large could be huge, gigantic, colossal, enormous,
and so forth. And, of course, we are all cognizant of idiosyncratic individuals with a pronounced tendency toward sesquipedalian lexical items – or, alternatively, we all know some
people who use a lot of big words.
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A place setting. Where is the fork?

Figure 1: Public domain image courtesy of www.wpclipart.com

A more interesting example comes from figure 1. Look at the picture and tell yourself

where the fork is. The important word in your answer is not what you think it is -- it’s the
preposition you used. Is the fork to the left, on the left, at the left, or something else?
Prepositions, like pronouns, conjunctions, and determiners, are examples of
“function words.” Unlike content words such as nouns, verbs, and adjectives, these words
tend to be common, short, and not very meaningful. (I dare you to try to define the word

“of”.) Instead, they describe relationships between other words – structural information, not
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content. In part because of this, people tend not to pay much attention to them. In one
famous experiment (Bransford et al., 1983), subjects were largely unable to notice or remember whether a sentence they had just memorized was “Three turtles rested on a floating log,
and a fish swam beneath them” or “Three turtles rested on a floating log and a fish swam
beneath it.” The difference between the pronoun them and the pronoun it just isn’t that
salient, especially as, in the situation described, the fish would have necessarily been
underneath both the log and the turtles.
For these reasons, these function words are very useful for forensic stylometry. Since
the words themselves are so common, a single page of text will have dozens of examples,
unlike words like huge which may come one to a page if that. People’s characteristic
patterns of these words are stable, often over a period of decades (Ryan & Juola, 2011).
More importantly, because people pay so little attention to them, they are unlikely to be
aware of their own characteristic patterns, and would find it difficult to change their patterns
or imitate someone else’s even if so inclined.
However, using this kind of subtle evidence introduces its own issues. It’s simple to
say of a word like chesterfield that a person either uses it or not. Since literally every Englishspeaker uses the word to, analysts need to dig deeper and ask harder questions, such as how
often and in what contexts they use that word, and what other words might be used instead?
This opens the door to the kind of statistical analysis described later.
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Stylometric Practice
Using these patterns in practice can be fairly simple. For example, if there are two
reasonable suspects, one who uses words with an average length of seven letters and one
who uses words with an average length of four, a document that averages 6.95 characters/
word is more likely to be by the first author. (A good statistician could put this statement
more formally, but the principle is clear.) The main problem with this specific example is that
it doesn’t work --- word length isn’t a very stable type of pattern, and a person who uses long
words in medical reports is likely to use shorter words in a letter to a friend. More seriously,
it doesn’t distinguish well between most people, any more than height does, and for the same

reason: most people are of “average” height and “average” vocabulary. It’s also much easier
to fake. But measuring many different patterns, it becomes both much harder to fake a
dozen or so characteristic patterns at once, and also much more likely that at least a few of
those patterns will distinguish usefully between the people of interest.
One of the earliest experiments in this line was the famous study of The Federalist Pa-

pers by Mosteller and Wallace (1964). These “papers” were a collection of political essays
written by influential American politicians in the late 18th century and published pseudonymously under the name “Publius.” The authors, among them James Madison and Alexander
Hamilton, later admitted their authorship, but their account of which essays each had written
differed. By studying 30 hand-picked function words in undisputed documents, Mosteller and
Wallace were able to find significant differences in the use of these words. For example,
Madison usually used the word by between eleven and thirteen times per thousand words,
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and never used the word by less than five times per thousand. By contrast, Hamilton
usually used the word by only seven to nine times per thousand words, and never more than
thirteen. From this observation alone, it’s easy to infer that a document using by only four
times per thousand words is by Hamilton, or at least not by Madison. Using a statistical
technique called Bayesian analysis, Mosteller and Wallace were able to establish probable
authorship of all of the disputed Federalist Papers. This landmark paper helped establish
statistical text analysis in practice as well as theory.
Another example of this type of analysis is Binongo’s (2003) study of the 15th Oz book.
As before, this is a historico-literary and not “forensic” issue, but the issues of a disputed
document are similar. The original author of The Wizard of Oz, Frank Baum, had died, but the
publisher wanted to continue the (profitable) series. The 16 th and subsequent books would
eventually be written by Ruth Plumly Thompson. But had she also written the 15 th book, or
had she merely finalized a mostly-complete draft by Baum, as the publisher claimed? Binongo
analyzed the fifty most common words in a huge collection of writing by both authors, and

applied another statistical method called principle component analysis (PCA) to reduce these
fifty variables to a simple visual image (reproduced here as figure 2). This image shows a
clear and convincing separation between the works of Baum and of Thompson. Putting the
15th book (The Royal Book of Oz) on this same image provides a compelling argument that
Thompson, not Baum, penned this work (refer to Figure 3).
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Figure 2: From (Binongo, 2003),
used by permission

PCA analysis of writings by Baum and Thompson. Note clear and
convincing visual grouping and separation.
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Figure 3: From (Binongo, 2003),
used by permission

Analysis as in figure 1 of two disputed works (Royal Book of Oz and
Glinda of Oz). The inference is that Royal Book is by Thompson,
Glinda by Baum.
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Other similar experiments (Holmes, 1998; Holmes and Karsos, 2003; Juola, 2006;
Koppel et al., 2009; Stamatatos, 2009; Calle-Martin & Miranda-Garcia, 2012) have confirmed
not only the high accuracy of this type of analysis (one well-publicized set of experiments

shows better than 90% accuracy at analyzing personal letters) but also that a wide variety of
methods and features can be used in stylometry. Examples of such features include not only
the use of words, but also the use of phrases, of punctuation, of grammatical patterns and
parts of speech, or even of the distribution of individual characters. Similarly, computer
scientists have developed many different ways to classify or to categorize data, including
language data. Our lab in particular has developed a software program incorporating more
than 40,000 useful methods for authorship analysis, most of which can be confirmed as fairly
accurate (Juola, 2008; Juola, 2012).
One of the best-performing methods we have found is also one of the simplest. As in
the previous examples, the analyst first requires a set of documents from all of the prospective
authors in the case, just as a fingerprint expert would need sample prints for comparison. He
then breaks the documents down to “character n-grams,” groups of n successive characters
from among the words in the documents. For example, the word chairs would have four
3-grams: cha, hai, air, and irs. These character groups would be compiled into a histogram
describing the author and his/her most typical character groups. A questioned document is
similarly broken down into a histogram describing it, and the author of the most similar

72

MEASURING STYLE
histogram is judged to be the most likely author of the disputed document, just as the points
that are close together in Figure 2 are by the same author (Noecker & Juola, 2009).
Other Uses for Stylometry
This kind of text analysis can tell us other things as well. Just as individuals have styles,
so do groups. A person who leaves his running shoes and toque near the chesterfield is likely
to be not only Canadian, but an older Canadian at that (Easson, 2002). Studies (Koppel et al.,
2002; Argamon et al., 2009) have shown that similar kinds of analysis to the ones already
discussed can distinguish men from women, speakers of different first languages (even when

they’re writing in English), different age groups, different education levels, and even different
personality types (Gray & Juola, 2009). While a prosecutor may not be interested in the
knowledge that the person who wrote a ransom note is most likely a forty-year old male
native speaker of Spanish, an investigating officer is likely to find that useful, as would a
defense attorney tasked with defending a twenty-year-old female Asian-American against that
charge.
No Magic Bullet
Despite this promising set of results, there are still important issues that need to be
considered when applying stylistic analysis in any particular situation. Quality issues involving
prior investigation, samples, and method should be addressed as early and completely as
possible to get maximum use out of any analysis.
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Prior Investigation
One of the most important questions is the quality of the prior investigation before
the documents even get to the lab bench. The most important question in the minds of many
jurists and investigators is “Did this person write that document?” Unfortunately, this phrase
is almost impossible to answer. While aspects of a person’s writing style can be stable for
decades, others can change from one page to the next. Stylometry is much better equipped
to answer questions like “which of these people wrote that document?”
A deeper analysis of the nearest-neighbor method of attribution (“the author of the
closest unquestioned document is the author of the disputed one”) should make this issue

clear. If you have samples from only one undisputed author, then that author will be closest
to everything. The analysis will show not only that the defendant wrote the ransom note,
but also the Declaration of Independence, Moby Dick, and my address book. It is therefore
imperative to have a reasonable set of so-called distractor authors, authors who are either
other reasonable suspects or at least similar enough to the actual suspect that their writings
form a useful and meaningful test.
Another key aspect is the question of “none of the above.” Sometimes one is lucky
enough to have the equivalent of a lifeboat murder mystery, one where only a few people had
the opportunity to write the document in question, and no stranger could have entered the
picture. The case of the dead roommate is likely to be one of those; only a few people would
have access to the locked room where the computer in question was kept. But often the
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document comes from a public computer, or from the Internet at large. We might think
so-and-so is a more likely author, but we can’t exclude the possibility of a suspect we didn’t
even imagine. Again, the simple nearest-neighbor method (and most other methods) can’t
handle this situation; one of the candidate authors will end up being the closest. Handling
the none-of-the-above issue is possible (one of my students is just completing a thesis on the
subject) but tricky, and care must be taken to avoid muddying the waters.
Sample Quality
Another key issue is the nature of the samples used in the analysis. Of course,

everyone knows about the importance of not contaminating a blood sample. But it’s easy to
contaminate a writing sample as well. In fact, there are even people who do this kind of
analysis professionally. They’re called editors. Part of an editor’s job is to “clean up”
individual quirks of language, such as spelling errors, malapropisms, and unusual or difficult
phrasing. Even typists can unconsciously introduce their own changes, leaving out a word
here, inserting a typographical error there, and normalizing the spelling of a word without
realizing it. This isn’t a major problem --- obviously it didn’t stop Binongo from studying the
highly edited Oz books --- but keep in mind that comparison of edited, published documents
against raw manuscripts can affect the accuracy, and if you have the luxury of using original
documents, you should make sure to do so.
Issues of genre need to be considered as well. Email is often written in a completely
different style to reports and personal letters fall into yet a third category (Biber, Conrad, and
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Reppen, 1998). Different genres can confuse an analysis as badly as edited works can.
Unfortunately, it’s rare that we have multiple samples of suicide or ransom notes, so direct
stylistic comparison can be difficult. While this issue can affect the accuracy of the analysis,
good analytic technique can compensate. Again, this is an issue to think about when collecting
comparative samples, unless you want to create more work for your analyst.
The third major sample issue is simply quantity. Since much of the work described
here is statistical, the computer needs enough writing to have a representative sample.
Researchers in this field usually have the luxury of working with recognized and prolific
authors (e.g. Baum wrote at least 14 Oz books plus other works, Thompson at least 18) and
disputed documents the length of a book. Forensic practitioners often have at most a
paragraph. Perhaps obviously, the more data, the better the statistics in the final report will
be. Again, this can be compensated to some degree by the analysis method, but investigators
should be aware of the issue and try to get as much data as possible.
What method to use?
This type of computer-based analysis has several forensic advantages over simple close
reading by language experts. It’s much more objective and much easier to test. It’s therefore
more likely able to produce the necessary kind of confidence measures and estimates of error
rates that are needed to pass a Daubert challenge. The difficulty, ironically enough, is in the
specifics of the methods applied. It can be very difficult to justify any one method or choice of

parameters, for example using thirty separate features (as in Mosteller-Wallace), fifty (as in
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Binongo), or even several hundred [as in Hoover (2004a, 2004b)]. Would the results have
been substantially different if one used Bayesian analysis instead of nearest-neighbor? Have
the methods, in fact, been cherry-picked to deliver the desired results?
We have an easy response to this question as well. With tens of thousands of methods
at our disposal and the speed of modern computers, analysis software such as ours can run a
thousand analyses as easily as a single one. Using a mixture of different analyses enables the
creation of a highly reliable ensemble of analyses. Since different features sets will force the
computer to discriminate in different ways, they will possibly produce different answers about
the author. Since most of these methods are fairly accurate, they will pick the most common
author most of the time.
Here statistics again comes to our rescue. If you flip a weighted coin, one weighted to
come down heads 60% of the time, it will land heads most of the time (about 60% of the time,
in fact). But if you flip that coin five times, you’ll get at least three heads not 60% of the time,
but nearly 70%. If you flip that coin eleven times, you’ll get a majority of heads (six or more)
more than 75% of the time. And flipping that coin 51 times will give you a majority of heads
(at least 26) more than 90% of the time.
Similarly, if each analysis were only right 60% of the time (a very conservative guess,
representing poor data and not much of it), running 51 different and independent analyses
would give the right answer as the most common answer more than 90% of the time. A few

misanalyses here and there would not affect the overall results. Of course, with more realistic
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accuracies and better data, the results are even better. With enough methods available, an
analyst can afford to run the computer a little longer and be confident of the answer.
Summary
Stylometry isn’t a magic bullet, but it can be a useful technique for gathering evidence
where traditional document analysis fail. From its beginnings as a statistical curiosity, it has
evolved into a robust and well-studied discipline formalizing what, at base, are simple common sense notions about the idea of how people write and speak differently.
Research, of course, continues. Just as DNA scientists are working to find new ways to

analyze smaller and poorer-quality samples, labs across the world are looking for ways to work
with poorer and smaller texts and to find more robust markers of individual style. But cases of
disputed email are happening today, cases without traditional “documents” for traditional
document analysis, and even the current state of the art can develop key evidence in these
investigations.
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Test Questions
1. What kind of things can be learned from stylometric analysis?
a. The author of a document.
b. The age of the author of a document.
c. The education level of the author of a document.
d. The gender of the author of a document.
e. ALL OF THE ABOVE.
2. Which of the following did Mosteller and Wallace examine in the Federalist Papers?
a. The fifty most common words.
b. THIRTY HAND-SELECTED FUNCTION WORDS.
c. The average length of sentences.
d. The average length of words.
e. The distribution of character ngrams.
3. Which of the following parts of speech are not typically function words?
a. NOUNS
b. Pronouns
c. Prepositions
d. Conjunctions
e. All of the above are usually function words.

4. Function words are particularly informative because...
a. PEOPLE DON’T REALLY NOTICE THEM AND THUS THEY’RE HARD TO FAKE.
b. They’re rare and thus particularly informative.
c. Only educated people use them.
d. They’re long words that offer opportunities for mistakes.
e. They begin with capital letters and are easy to spot.
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5. Which of the following does not normally impact the quality of samples for a stylometric analysis?
a. The amount of data available for study.
b. Whether or not a document has been edited.

c. The type or genre of a document.
d. WHETHER SOMEONE OTHER THAN THE NAMED SUSPECTS MIGHT HAVE WRITTEN
THE QUESTIONED DOCUMENT.
e. Nothing impacts the quality of samples; they’re always perfect.
6. Stylometric text analysis …
a. … should be a magic bullet for all issues of disputed documents.
b. … is an arcane statistical nightmare that confuses more than it explains.
c. … CAN BE USEFUL FOR ANSWERING QUESTIONS WHERE TRADITIONAL DOCUMENT
ANALYSIS FAILS.
d. … was invented in the 1990s.
e. … is unlikely to pass a Daubert challenge because it has not been subject to peer
review and publication.

Note: The correct answers are typed in capital letters.
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which is a consulting firm specializing in stylometry, forensic text analysis, and litigation support. He is also the Director of the Evaluating Variation in Language (EVL) laboratory and an
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Abstract
Swords are used to cut or to divide. Plowshares are used to cultivate in an effort to
bring forth sustenance. The police community today is faced with the task of cultivating relationships between themselves and the members of their diverse communities and content with situations that must be effectively resolved and understood by
the current community. While we cannot be all things to all people, and while there
will always be those who do not voluntarily comply, we must always be prepared and
properly trained to seek the best of possible solutions to these real-world needs. We
must continue to do what we are sworn to do and continually improve. Professionals
act professionally; after all, at times, swords may be needed. Plowshares will always
be.

The fate of those involved in a police encounter rests in the hands of the officer who
makes the most effective and informed intervention that provides de-escalation and
management of that encounter (Greenstone, 2016).
Key Words: Community, Encounter, Law Enforcement, Intervention
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Introduction
Policing is facing some of the most important changes; these are called for by
the changing nature of our society and the need for law enforcement officers to do
their jobs, more effectively, and with greater sensitivity than ever before. While

important skills are currently taught to aspiring officers, other skills and abilities will
be required by all. Skills manifested by specialized groups, both police and civilian,
are vital and must be utilized in the everyday world in which we all function. A
mindset change will be required at all levels to make an effective change. Even
though we carry guns and other weapons, we must also be trained in alternative
approaches that will provide de-escalation techniques to police encounters at all
levels.

New officers receive good training, but there is more that they need to know
to develop their de-escalation skills. Crisis intervention and negotiations techniques
used by hostage negotiators along with skills provided by the suicide hotline also
need to be emphasized. Once exposed to this training, they must be held accountable for the skills learned, just as we hold them accountable for weapons proficiency.
If we spend 40 or more hours on the firing range and in the classroom, similar time
must be spent on these additional skills. Just as we recertify officers with firearms,
at least once per year, recertification of de-escalation skills is critical as well.
Failure of recertification indicates the need for more training.; the same should be
true for those de-escalation skills.
It must be noted that the Police Executive Research Forum (PERF) and the
International Association of Chiefs of Police (IACP) are moving quickly to find the
best ways to move forward. Developments by the IACP and the “30 Guiding Principles to the Use of Force” suggested by PERF are an important start along the path
that we must travel. (See Figure 17)
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The fate of those involved in a police encounter
rests in the hands of the officer who makes the
most effective and informed intervention that
provides de-escalation and management of
that encounter.
(Greenstone, 2016)

© Copyright 2016. Dr. James L. Greenstone. All Rights Reserved.

Figure 17
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Change of Mindset
While the mindset regarding policing has changed over the years, further adjustments may be needed to address the world as our officers find it today. Some may
resist, saying it is a way of turning police officers into social workers. Others will
resist, seeing it as a plea to take guns and other useful weapons out of the hands of
our officers. Nothing could be further from the truth; as the world changes and as
our communities change, we must make adjustments. These adjustments increase
our effectiveness, de-escalate high stress dangerous situations, reduce injuries, and
build trust amongst the citizenry of our communities. We must continue to do our
jobs and even to rely on Sir Robert Peel’s admonition regarding voluntary
compliance. We must continue to find ways to be more effective in our work than we

have ever been before. We needn’t invent the skillsets to be learned, we can
embrace what is already there and find opportunities to utilize them.
(See Figure 1 and Figure 2 for an overview of the areas of concern and issues specific
to mindset change.)

Figure 1

Figure 2

88

POLICING WITHOUT GUNS

Crisis Intervention
In order to quickly deter the downward spiral of maladaptive behavior
resulting from the lack of personal control and returning that person to their level of
pre-crisis functioning, crisis intervention is often required (Greenstone, 2010).
Timely and effective crisis intervention requires a high level of skill and
personal resolve. However, it can be learned and utilized by almost any intelligent
human being who is willing to study its philosophy and procedures. Also, it is related
to the other areas which will be addressed here and in many ways can be seen as an
umbrella concept in these additional discussions.
(See Figure 5 for crisis intervention procedures and issues. Also see Figure 18 and
Figure 21.)

Figure 5

Figure 18

The Crisis Cube
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Figure 21. Crisis Intervention Model
IMMEDIACY
CONTROL
ASSESSMENT
DISPOSITION

REFERRAL
FOLLOW-UP

Hostage Negotiations
Hostage negotiations brings together the best of what police work can be.
While based on many of the concepts and procedures of basic crisis intervention, the

skills are taught to seasoned police officers who can make use of their experience
along with new skillsets. Many of these same hostage negotiations principles and
procedures can and should be taught to all law enforcement officers from academylevel to the field. These skills focus on police-involved situations that can be highly
stressful and dangerous. Such skills will help the patrol officer, supervisors, and
others involved in critical situations to better assess and act effectively on them.
The emphasis here is not on making all police officers hostage negotiators. It is on

making it possible for them to learn and benefit from tried and tested skills that
have been used for years to diffuse and de-escalate problem situations. The vast majority of time it will be done without loss of life, without injuries, and without firing
a single round. Regular recertification of de-escalation skills should be mandatory to
assess skill level maintenance, just as is done with firearms. Problem areas should be
noted and retrained, nothing less will do.
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Some of the important issues that could prove problematic and that require direct
attention:


Choosing the wrong officer for the specific situation.



Not understanding the type of situation that is in front of you.



Timing the intervention incorrectly.



Not making meaningful contact with the others involved.



Failing to use appropriate intelligence intelligently.



Failure to keep all parties focused on problem-solving.



Not recognizing the strengths and weaknesses of those you encounter.



Not understanding the mindset of the others involved.



Avoiding safety issues.



Intervening without sufficient time.



Not knowing when to walk away from the encounter.



Intervening without understanding your prime objective.



Failure to understand the needs and interests of the other side.



Not appreciating the validity of an argument.



Having no sense of alternatives to your intervention.



Failure to understand the nature of the relationships between the multiple
parties
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who may be involved.



Utilizing ineffective communication skills.



Proceeding without knowing the willingness and ability of the parties to make
and



abide by their commitments.



Entering an intervention without considering your options.



Approaching an intervention without first analyzing the perspectives of all



parties involved.



Taking the attitude of “winner-take-all” and “loser-takes-nothing.”



Adding information to the intervention, or doing something during intervention,



“for what it’s worth.”



Failure to practice communication and intervention skills.

Treating the intervention as an individual endeavor rather than a team process.
(See Figure 7, Figure 15, and Figure 16)

Figure 7
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Figure 15
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Figure 16
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Suicide Prevention
Sometimes when training special team officers, especially police hostage negotiators, there is resistance to the idea that in order to be successful, being able to
get into the head of the subject is vital. Newer trainees may complain that they are

having to forsake their police training and become counselors, rather than “rough
and ready” tactical officers. Nothing could be farther from the truth. However, if we
are to understand what we may be facing and be able to skillfully devise on-the-spot
remedies, we will usually get the job completed successfully. Most hostage and
barricade situations are resolved without loss of life if trained officers have the time
to do what they have been trained to do.
A practical understanding of suicide and helpful guidelines must be followed.

Officers who gain practical experience on suicide hotlines in their community, or
through other practical training and education will likely do what is helpful. The
need to be counselors is unnecessary. The need to be skillful human beings who
know what they are doing and why, is essential. The information and practical
experience is usually available, but it is seldom utilized to its fullest extent.
(See Figure 10)

Figure 10
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Physiologically-Based Self Defense
A new system of self-protection, other-protection, and self-defense has been
formulated. Shizen-Na Karate or “the natural way,” has been given birth in the
United States by grandmaster and 35-year police officer, Richard Morris. This type of
empty hands protection and self-defense emphasizes encountering others with a
natural and non-traditional approach. Police officers are especially suited to the
“fight like you walk and walk like you fight” approach to potential confrontations,
first emphasized by Miyamoto Masahisa 16th century samurai. By adhering to sound
principles of human physiology, officers trained in this method will be better
prepared to de-escalate many potentially violent situations by protecting themselves
and those they encounter from additional injury. This is accomplished by learning

self-control, other-control, and control of the environment in which officers may
find themselves. The value of such an approach should be obvious in our country’s
current history when greater emphasis than ever before is being placed on police/
citizen community relationships, and de-escalation of high-risk situations, and
greater cooperation between law enforcement and the communities they serve.
Shizen-Na physical techniques combined with the psychological techniques of
crisis intervention can make for a meaningful way to move forward in these law

enforcement vs. community stressful-driven times. In-depth training of officers in
both techniques, how they work together, why these skills must be practiced and
continually incorporated into daily police work, has the potential for changing the
face of modern law enforcement. Law enforcement officers must be instrumental in
this compliance. While some may rant about their inalienable rights, many often
forget that these rights come with inalienable responsibilities as well. Police officers
must interact with their communities in ways that emphasize both ends of this
continuum; voluntary compliance countered by police procedures and approaches
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that are responsive to the needs of those they serve. Both
sides must recognize the value of the other and reject those
who cause unnecessary trouble. (See Figure 8)

Figure 8

Conflict Management
Managing conflict spans most of the work done by a police officer. Few people
call the police to tell the officers how well things are going in their life. What and

how the officer performs from the time a call is received or encountered to the time
the situation is resolved will often involve conflict management. What is addressed
herein as crisis intervention, negotiations, communications, and de-escalation are all
parts of this extremely important police process. The use of lethal weapons and
less-than-lethal weapons are also, and often disproportionately, utilized in conflict
situations. Many times, the lack of effective training and education in other conflict
management techniques are not emphasized in the same way as lethal alternatives.

Perhaps the most important tool that a police officer
possesses is verbal communication and their ability to use
it to articulate in meaningful ways in stressful situations.
While communication skills are sometimes taught in
training academies, the real and abiding importance of
using these skills in the field is underemphasized to the
detriment of the officer and the community.
(See Figure 4)
Figure 4
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De-escalation Techniques
To de-escalate is to decrease the size, scope, or intensity of a given situation.
This involves serious communications techniques and skills, effective crisis management procedures, practical self-protection, and self-defense methodology skills that

are often reserved only for special teams. All of these things combined with lethal
and less-than-lethal alternatives must be brought together in each and every police
officer. Officers must have at their disposal each and every skill and option needed
to successfully resolve the tense and often crisis-ridden situations in which they will
find themselves.
(See Figure 3, Figure 13, Figure 14,)

Figure 3

Figure 13

Figure 14
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Acceptance by Rank and File
If changes are to be made and accepted, officers must know there is strength
and consistency in such changes. They must believe that their governing bodies, the
police administration, police supervisors, and trainers will support the tasks that the
officers are trained and certified to do. If policies are established and procedures
changed, officers need to know that they can depend on these in a consistent
manner. In many police departments, this is often not the case. Sometimes, even the
best officers can become jaded and this makes real change more difficult.
(See Figure 6, Figure 11, and Figure 12)

Figure 11

Figure 6

Figure 12

99

POLICING WITHOUT GUNS
Community Resources
Cities throughout the country have special organizations and training designed to
provide crisis intervention, conflict resolution, and mental health assistance to their
citizens. Often reserved for police special teams, these same exposures should be

utilized by officers in all departments concerned with enhancing de-escalation skills.
Suicide prevention services, mental health awareness, city and county mental health
associations, violence interrupters, dispute mediation services, police-mental health
liaison services, and crisis intervention hotlines are just some of the possibilities.
These services can offer training opportunities for police officers both those new to
their career and those more experienced in their field. These groups would probably
enjoy the help and be happy to provide their training to

enhance officer’s skills. Special teams have often utilized
these resources, usually the training is free and involves only
commitment of time. (See Figure 10)

Figure 10

Police in Their Communities
This area is designed to ensure that police officers are always within their specifically-assigned communities. They must be perceived by the citizens of that community
as being the protectors of the people, rather than just an outside group of enforcers. The concept and practice of community policing has been part of enlightened
police work for some time. The emphasis here encourages officers to live in the
communities which they serve and to make such residence possible, with government assistance. They can live among those they serve remaining available and
visible in the most helpful ways. A hard sell? Probably. But it is worth the effort over

100

POLICING WITHOUT GUNS
the long haul of reinventing how policing is done. This model exists elsewhere and
can exist in our world as well. (See Figure 9)

Figure 9

Police Training

Probably one of the most difficult areas to address fairly are the concepts and
realities of training. Training actually begins with background investigations and
initial selection procedures. If there is a “make-it or break-it” time in the overall
training of a police officer, this is the time. Understanding the importance of
in-depth historical information, patterns of behavior, persistence of behavior, and
signs that signal behavioral tendencies is vital. There can be no shortcuts here for
any reason. The determinations made here will affect every stage of training and

preparation for actual police work. Furthermore, they will affect the ability of the
officer to learn, apply, and appreciate the training and education given.
Herein, training is recommended as a two stage academy process that allows
for basic orientation and exposure, time with their field training personnel, both in
class and in the field. The second stage would follow the first providing in-depth
training in sound de-escalation skills in much the same way as qualification is required with the service weapon or less-than-lethal weapons. Each of these academy
involvements might last as long as six months. Field training officers would be involved
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in the academy classes and directly with those that eventually train in the field.
Subsequent to this enhanced training regime, all officers would be required to
requalify minimally on a yearly basis for all de-escalation skills learned in the same
way and with at least the frequency of weapons qualifications. Requalification and
retraining procedures will be developed so that problem areas can be effectively
addressed and corrected before an officer returns to the field.
The selection of field training officers (FTO) and their training should be
scrutinized as well. The attitude of, “forget what they told you in the academy and I
will show you the way it’s really done,” must be abandoned. All FTOs must be on
board with the skills that are imparted to officers in training and be willing to insist
on skilled performance in the field once the total academy experience has been
completed.
Training of police officers must be considered carefully. Our
officers need to be trained and educated in such a way as to make them experts
in the material taught to them and that they absolutely need to know in today’s
environment. Once this is done, we must then hold them accountable for this
expertise.
Of abiding and perhaps overriding issues that must be addressed in the
proposed training is quality control and instructor accountability. The quality of the
instruction should be monitored by knowledgeable and objective senior personnel.
Instructors should be accountable to senior academy personnel to ensure that all
training and education given consistently conforms to the highest standards possible.
(See Figure 23.5, Figure 23.6, and Figure 23.7 )
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Figure 23.5

Figure 23.6

Figure 23.7
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Conclusion
We as a law enforcement community have a lot of rethinking to do. The types
of adjustments and skills mentioned in this article should be analyzed and tailored to
meet the needs of our respective communities. The skills must be understood in light
of their high level of importance to improve the overall outcome of our efforts to
police more effectively. This cannot be done hit-and-miss; it must be incorporated at
all levels in much the same way as firearms training and vehicle operations. A lick
and a promise will doom the process, we cannot fail. The acceptance and trust of
police as a community body is at stake, perhaps more than ever before.
(See Figure 22) To Remain Helpful

“TO REMAIN HELPFUL, WE MUST REMAIN EFFECTIVE.” ~Edward S. Rosenbluh, Ph.D.,
Pioneer in Crisis Intervention Theory and Technique.

104

POLICING WITHOUT GUNS

References
Fisher, R, Ury, W.L. and Patton, B. (2003). Getting to yes: Negotiating agreement
without giving in. New York: Penguin Books.
Greenstone, J.L. and Leviton, S.C. (2010). The elements of crisis intervention: Crises
and how to respond to them, Third Edition. Pacific Grove, California:
Brooks / Cole.
Greenstone, J.L. (2005). The elements of police hostage and crisis negotiations:
Critical incidents and how to respond to them. Binghamton, New York, The
Haworth Press.
Leviton, S.C. and Greenstone, J.L. (1997). Elements of mediation. Pacific Grove,

California: Brooks / Cole.
Police Executive Research Forum. (January 29, 2016). The use of force: Taking
policing to a higher standard – Thirty guiding principles.
International Association of Chiefs of Police. (2016). Statement regarding use of
force.

105

About the Author
Dr. Greenstone is a psychotherapist, mediator, arbitrator, negotiator, author,
professor, police officer, editor-in-chief, military officer and police
behavioral health specialist. He is well-known as a police hostage
negotiator and trainer. Formerly, he served as the Director of
Psychological Services for the Fort Worth, Texas, Police Department
and as the Operational Police Behavioral Health Specialist for the Hostage and Crisis
Negotiation Team. Currently, Dr. Greenstone is Director of Behavioral Health
Services and a Deputy Constable for the Tarrant County, Precinct 4 Constable’s
Office, and has been a police officer for 38 years. Dr. Greenstone is the author of
The Elements of Police Hostage and Crisis Negotiations: Critical Incidents and How
to Respond to Them, The Haworth Press, Inc., 2005 (www.HaworthPress.com), The
Elements of Disaster Psychology: Managing Psychosocial Trauma, Charles C.
Thomas, Publishers, 2007 (http://www.ccthomas.com/). The Elements of Crisis
Intervention, 3rd Edition was published in 2010. He is the Editor-in-Chief Emeritus of
the Journal of Police Crisis Negotiations and served on the governing council of the
Committee on Publication Ethics. Additionally, he is a Diplomate of the Society for
Police and Criminal Psychology. His newest book, Emotional First Aid: Field Guide
to Crisis Intervention and Psychological Survival was published January 2015.
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Statistical Manual, Fifth Edition (DSM 5), published by the American Psychiatric
Association. Currently, Dr. Greenstone is the Editor-in-Chief of the Journal of Police
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Dr. Greenstone may be reached at dr.james.greenstone@gmail.com.

106

The Investigation of Self-Defense Asserted Homicides
By Ron Martinelli, PhD

The purpose of any investigation is a search for the truth. The goal of any
investigation and/or resultant adjudication should be the presentation of unbiased
facts and evidence and their presentation to a prosecutor. The advocacy for the
investigators and prosecutors should ultimately be for the facts and evidence.
However, from time to time, police investigators shade their fact finding function
into an attempt to achieve what they believe to be “justice.”

Laws pertaining to self-defense today such as “Stand your ground,” also
referred to as the “Castle Doctrine,” applied by either state statute or common law
in forty-six states, represents significant changes in a citizen’s civil rights. As a
result, we have seen extraordinary changes in our criminal justice system. However,
such laws are not without their controversy. These laws present political, racial, and
police practices challenges at all levels of the criminal and civil justice systems.

Components such as race, religion and ages of the involved parties may have
little if anything to do with the forensic fact pattern. The prosecutor’s own beliefs
regarding gun ownership, community activism, and media influence can occasionally
become key elements in their determinations as to whether or not to prosecute the
citizen who asserts that they were forced to use deadly force to defend themselves
or others. Again, as with police uses of force and officer-involved shootings; politics
and speculation rather than forensic facts can affect the investigation outcome and a
prosecutor’s decision to move forward towards filing on and prosecuting the citizen
shooter.
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As one who has investigated hundreds of officer-involved shootings, I am
keenly aware that when a shooting involves one of their own, police agencies and
investigators spare no resources or expenses in their attempt to reconcile statements
and forensic evidence in an effort to resolve the shooting; hopefully in favor of their
officer(s). In such cases, the county prosecutor usually works in lock-step with police
investigators and forensic technicians in arriving at legal determinations. Depending
upon the fact pattern, more often than not the prosecutor rules that the involved
officer(s) use of deadly force was legally justified. In my line of work, this is referred
to as a “good shoot.”

Citizens forced to use deadly force are different from police officers.
However, police investigators need to use particular care in how they approach
self-defense investigations. The documented fact patterns of many civilian
self-defense shooting homicide incidents are not dissimilar from those in officerinvolved shootings. A felony is being committed and the citizen defender, and
perhaps their family, is suddenly threatened without warning often in the dead of
night. The confrontation is a rapidly evolving event; there is no police “back-up”
immediately available; and there is often a disparity of force posed by the assailant.
The citizen defender experiences a sincere belief based upon a totality of circumstances that his life or the lives of others in his family, or at his business are being
threatened. In the blink of an eye he is forced to use deadly force to stop that
threat.

While this article is not intended to be a legal opinion on the laws regarding
self-defense and deadly force, it is important to provide some legal context. While

there are some slight differences in the laws governing the use of deadly force
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between various states, there are five basic elements regarding the legal justification of its use to resolve deadly confrontations.



Defender as an “innocent party” - The defender must be seen as an innocent
party. This means that the citizen using deadly force must not be viewed as the
aggressor in the confrontation who initiated or escalated the conflict.



Imminent fear of life - The citizen asserting self-defense must have been in
imminent fear of either serious bodily injury or death to themselves or another
person(s). That fear must be seen as having been objectively reasonable in
consideration of the “totality of circumstances” that transpired during the
incident. It is important to keep in mind that ultimately the person shot does not
even have to have been found to be actually armed with a weapon, as long as the
citizen asserting self-defense’s expressed fear for their life or that of another is
seen to have been objectively reasonable at the moment they used deadly force.



Disparity of force – If it is objectively reasonable, safe, and practical for a
defender to stop a threat using a skill or weapon that is less than lethal, they are
required to do so. A citizen is also required to cease using deadly force once the
threat of serious bodily injury or death has ended. Disparity of force also refers to
circumstances where the assailant is larger, stronger, younger, or faster, and/or
when the citizen is threatened by more than one assailant. In such situations, it
might be completely reasonable for a defender to elevate to the use of deadly
force. It is also important to bear in mind that defending citizens are not required
to resort to less lethal means of defense before using deadly force.
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Retreat as an option of defense – A number of states require that a defending
citizen disengage away from a deadly threat, but only if it is safe and practical to
do so. However, it is important to remember that citizen defenders are not
required to place themselves and others at greater risk by attempting to escape
from a deadly threat. Human factors such as “the reactionary gap,” action –
reaction perception lag time, and stress-induced psychophysiological challenges
play a major role as to whether it is actually safe or prudent to retreat in the
face of imminent jeopardy of serious bodily injury or death at close distances.



The “Castle Doctrine” – Refers to laws in 46 states governing the use of deadly
force in defense of one’s home. Essentially, a citizen’s use of deadly force in
defense of their home when the occupant defender is attempting to stop or

prevent a felony is seen as having been justified provided the totality of
circumstances support the citizen defenders claim of self-defense, and/or
defense of another.

The problems with civilian self-defense shooting investigations

There are a number of common problems that I have seen as a forensic expert

when reexamining and analyzing law enforcement investigations of civilian shooting
incidents where a self-defense claim is asserted. Once critical mistakes are made, it
can be very difficult, if not impossible, to salvage an investigation. For an attorney
defending an unfairly arrested and prosecuted client, identifying these investigative
and prosecutorial mistakes is critical. What are the classic investigative mistakes?

Faulty, incomplete initial investigation by first responders. Reconciling state-

ments with forensic evidence is a common problem in any complex investigation.
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Look, this is not “CSI” Miami Beach or New York City where experienced detectives
respond to every shooting. Depending upon the jurisdiction, patrol officers rather
than experienced detectives are more likely than not going to be the first
“investigators” on the scene in any shooting. Generally, in smaller agencies, the
average patrol officer and supervisor may lack experience in crime scene

management, forensic interviewing and the identification and collection of
evidence. As a result, a problem immediately arises that the first officer(s) on the
scene may do a mediocre to poor job establishing and securing the crime scene,
interviewing witnesses, and interviewing the citizen asserting self-defense.

Manipulating, damaging and destroying a crime scene. Upon arrival, the first
moments of any crime scene investigation are critical. Every minute that passes,

evidence can be moved, adulterated, destroyed, not identified, and/or lost forever.
Officers, emergency medical and fire personnel and their vehicles have a tendency
to destroy crime scenes by unintentionally displacing and destroying evidence.
Officers knowingly and unknowingly manipulate crime scenes by moving evidence,
turning on lights at the scene; damaging, destroying and/or discarding critical trace
evidence; and moving obviously dead bodies and weapons that the deceased subject
was holding when shot.

The ability or failure to properly secure a crime scene and to identify,
document and collect forensic evidence that is either exculpatory or incriminating
can make or break any case for investigators or prosecutors.
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Failure to properly identify and obtain initial statements from involved parties,
witnesses and suspects. Identifying, sequestering, and obtaining initial statements from involved parties and witnesses is critical in any investigation where
self-defense is asserted. The average police officer lacks experience and skill in
conducting forensic interviews where a citizen defender is involved because these
types of shootings are rare. Self-defense shooting investigations are not taught in
police academies, basic detective, or even in most homicide courses. Many
detectives also lack experience and skills in conducting forensic cognitive behavioral
and kinesic interviews with involved parties.

The challenges caused by interviewees presenting with psychological dynamics
associated with stress memory recall such as plausible possibilities, perseveration,
occultation and victim trauma syndrome can hinder initial statements. The
psychophysiological impairments of temporal distortion, loss of near vision,
perceptual narrowing and auditory occlusion or exclusion at the time of the
incident can further impair memory and unintentionally distort a citizen defender’s
statement as to what transpired.

Trying to force a square peg into a round hole. Perhaps the most egregious

problem I am familiar with as a forensic expert is when I investigate and analyze a
self-defense shooting case where detectives initially make a non-forensic and
speculative assumption regarding a defending citizen’s presumption of guilt that is
flawed. In such instances, detectives then attempt to wrap their “investigation”
around the defective foundation of their case. Police investigators need to be
scrupulously neutral and not reach conclusions as to whether the incident that they
investigating is a “good shoot,” or a “bad shoot.” They need to just report the facts.
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Failure to properly reconcile statements with crime scene evidence. It is the
sworn obligation of law enforcement to bring all of its investigative and forensic
resources to bear when investigating any homicide incident. It is also the
responsibility of officers and detectives to spend equal amounts of time and energy
determining what behavior is exculpatory and innocent, versus what may be
criminal. These are codified professional police practices.

A significant problem that I find in self-defense shooting investigations, is the
investigating officers’ failure to reconcile statements with forensic evidence. Again,
this issue more often than not arises when officers speculate and make non-forensic
credibility determinations from inexperience, personal biases and/or being low
informed or misinformed in the areas of crime scene management and forensic

interviewing techniques.

While on-scene, investigators need to attempt to reconstruct the crime scene
as best they can, using statements and obvious forensic evidence in order to
reconcile the statements of the involved parties and witnesses. This is especially
important in cases where a citizen occupant defender asserts self-defense, the
suspect assailant in a residence or business is deceased, and there are no witnesses

to the shooting.

Police investigators and prosecution experts should not be able to testify
against a defendant who asserts self-defense by using, “would-a, could-a, should-a”
opinions made with the benefit of 20-20 hindsight. I would argue that the professional legal standard for the investigation and legal review of any shooting homicide
incident where self-defense is asserted should be:

(1) Was the shooting objectively reasonable?
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(2) Was there any duty for the shooter to retreat? and
(3) Does the legal principal of “Stand your ground” apply in the circumstances
presented.
It is important that detectives and prosecutors work as a team to objectively
determine the facts of a case that are supported by evidence. Non fact based,
non-forensic speculation and untested credibility determinations have no place in
the presentation of evidence before the trier of fact.

Defense “Red Flag” warnings!

Defense attorneys and prosecutors need to be keenly aware of what I refer to
as “Red Flag Warnings.” These are themes of investigative and/or prosecutorial

misconduct in any investigation and prosecution of any homicide where self-defense
is asserted. The discovery, analysis and proper presentation of these themes before
the triers of fact appear to resonate positively with them and can lead to an
appropriate verdict of acquittal for citizen defendants who have justifiably used
deadly force for self-defense.

Officers and prosecutors failing to adhere to codified standards of conduct. T he

reasonable expectation of citizens is that police officers and prosecutors are here to
protect us both physically and constitutionally. When officers, detectives, or
prosecutors behave in any manner that suggests or confirms their inexperience,
negligence, or intentional refusal to adhere to codified standards of police and legal
practices and/or constitutional protections of citizens, juries become suspicious and
critical.

Judges and jurors are also skeptical when police officers invoke counsel by
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way of the prosecutor when being interviewed by defense investigators when they
are not criminal or civil defendants. This is also the case when prosecutors interfere
with and/or obstruct the defense’s attempts to uncover exculpatory physical
evidence and witness statements. Each side should be provided equal and
unobstructed access to witnesses. The only way to accomplish this goal is through
transparency and equal access.

Examples of a lack of prosecutorial and defense transparency and evidentiary
access include, but are not limited to: police advising witnesses not to speak with
the defendant’s investigators and experts; not making investigating officers
available for interviews; prosecutors encouraging investigating officers to invoke
their right to counsel in criminal cases not jointly involved in civil litigation (also

referred to as “lawyering up”); prosecutors invoking counsel on behalf of officers
and civilian forensic staff without their permission; not providing timely access to
forensic evidence for examination; prosecutors interfering with defense investigators’ interviews of witnesses; defense attorneys, investigators or experts concealing
statements and evidence; and opposing attorneys being deceptive or overtly lying to
each other, investigators and experts to thwart, obstruct, or deny the ability to
investigate, examine and/or present evidence in court.

The discovery, analysis and proper presentation of a theme of investigative
and/or prosecutorial malpractice is critical to the defense of any wrongfully accused
and prosecuted civilian defender forced to resort to the use of deadly force to save
the life of themselves or others.
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CNTA’S Challenge Coins, Patches, and Plaques
There are many examples of traditions that build camaraderie, but few are as

well-respected as the practice of carrying a challenge coin, or proudly wearing a
patch that signifies a person is a member of a prestigious organization. At CNTA,
we want our members to feel that sense of goodwill and camaraderie with each
other, their association, and their country.
What better way to proudly display your membership and support to your
association than by collecting its very own Challenge Coin, patch, or plaque.
We currently have the ABCHS Challenge Coin and/or Dr. O’Block’s very own
personalized Challenge Coin. Each one would be a great addition to any
collection! The ACFEI, ABCHS, and CNTA embroidered patches were designed
especially with patch collectors in mind. Lastly, we would like to present our
prestigious ABCHS and ADFEI plaques, a beautiful addition on any wall!

Dr. O’Block would like to trade with you.
If you are interested in trading your Challenge coin for one of our coins, or
trading your patch for one of our patches, you must first mail it to our
headquarters and specify which coin or patch you are trading yours for.
Please mail to:
Association Headquarters
Attn: Sr. Robert O’Block
2750 East Sunshine
Springfield, MO 65804
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In addition, please email Jamie@cnta.us and let her know to expect your
package.

If you currently do not own challenge coins or patches and are interested in

trading with us, below are our coins and patches that are available for purchase or trade. Prices and descriptions of our available coins and patches, and
our beautiful wall-mounted plaques are provided below with their appropriate
pictures.

CHALLENGE COINS

ABCHS Coin

Dr. O’Block’s

1-1/2 inch

Challenge Coin

Diameter

1-1/2 inch

$14.95

Diameter
$14.95

PATCHES

ACFEI Patch
4-1/2 inch Diameter
Iron-on Backing

$5.00

CNTA Patch

ABCHS Patch

4 inch Diameter

4 inch Diameter

Velcro Backing

Iron-on Backing

$6.95

$5.00
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PLAQUES

ACFEI Plaque

ABCHS Plaque

13 inches

13 inches

(with wall mounting)
$35.00

(with wall mounting)
$35.00

Contact ACFEI Today

Call Judy Simpson for membership and certification inquiries at
(800) 423-9737, or email at judy@cnta.us.
To contribute to our journal, contact our editor at editor@acfei.com.
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