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1 The Solicitation — Notice to Proposers

Notice is hereby given that Philadelphia Gas Works (“PGW?”) will receive sealed proposals
on or before May 15, 2018 2:30 p.m. Eastern Time, at the PGW Supply Chain Department,
800 W. Montgomery Avenue, Philadelphia, Pennsylvania 19122, for 5200 Series Palo Alto
Next Generation Firewall and Related Consulting Services. This document outlines PGW'’s
objectives, describes the general characteristics of the services to be provided, and (without
being exhaustive) outlines the principal obligations of PGW and the selected Proposer.

Questions concerning this Request for Proposals shall be directed in writing towards
Jessica Meehan, PGW Supply Chain Department, fax: 215-684-6163, e-mail:
Jessica.Meehan@pgworks.com (with a copy to procurement@pgworks.com), or PGW
Supply Chain Department, 800 W. Montgomery Avenue, Philadelphia, Pennsylvania 19122.
Proposers may not contact other PGW personnel regarding this RFP.

1.1 Schedule of Events
The projected schedule of events for this Request for Proposals is as follows:
Issue Date Of the RFP .....cuuiiiiieiieee e April 17, 2018
Questions and requests for clarification or information

must be received, in writing, at the office of the person
listed above by 5 p.m. (EST) coovviviiiiiiiieicee e April 30, 2018

Mandatory Telephone Conference, 10:00 a.m. ...........cccevvvvvnnnnn. May 7, 2018

Proposal Submission Due Date
Must be received, in writing, at the office of the person

listed above by 2:30 p.M. (EST) ceovvviiiiiiiiiiiiiiiiiieeeeeeeeeee May 15, 2018
[NLo) )i Toz=11T0] ol B 2=\ (I May 22, 2018
CoNtract Start DAe ..........ccooviiiiiiiiii e Promptly upon contract

negotiation and execution

The Mandatory Telephone Conference is scheduled for 10:00 a.m. on May 7, 2018 to
answer questions and requests for clarification. Proposers who choose to participate via
conference call should dial as follows: (215) 684-6200; Conference ID: 5847894.

These dates are estimates only and PGW reserves the right to alter this schedule as it

deems necessary or appropriate.

1.2 Proposal Requirements

Proposals shall be accepted only from respondents (“Proposers”) who have:
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1.2.1 Obtained from PGW a complete set of Proposal Documents and any addenda
thereto issued by PGW (sometimes referred to as the “RFP”), consisting of the
following five (5) sections, three (3) attachments and one (1) appendix:

Sections:

1 The Solicitation — Notice to Proposers

2 Project Definition and Requirements
3 Instructions to Proposers
4 Proposer Information

5 Proposal Evaluation, Negotiation and Contract Award

Attachments:

A Pricing Matrix

D Disclosure Form

| Demographic Survey
Appendices:

1 Parts to be Supplied

1.2.2 Attended the Mandatory Telephone Conference; and

1.2.3 Submitted a proposal pursuant to the instructions in this RFP as set forth in Section
3.

In evaluating the proposals, PGW will consider the demonstrated experience and ability of
the Proposer to deliver the proposed services, the scope and value of the proposed
services, and the financial proposal of each Proposer as described in this RFP.

PGW hereby solicits proposals in accordance with these Proposal Documents.
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2 Project Definition and Requirements

2.1 Overview
2.1.1 Overview of PGW

PGW is a municipally-owned utility operated by the Philadelphia Facilities Management
Corporation (hereafter referred to as “PFMC”). The successful Proposer will enter into a
negotiated contract with PGW by PFMC. PGW provides natural gas service to
approximately 515,000 active accounts within the city of Philadelphia, using 6,000 miles of
gas mains and services. PGW is the only utility currently distributing natural gas within the
city of Philadelphia, and its mission is to provide safe, reliable natural gas service to the
citizens of Philadelphia at a reasonable cost.

2.1.2 Background Information

PGW needs to acquire two redundant Palo Alto 5200 Next Generation Firewalls, as PGW'’s
current firewall is end of support in April 2018, and related consulting services.

2.2 Parts/Services to be Provided
2.2.1 The selected Proposer will provide the parts detailed on Appendix 1.
2.2.2 Scope of Work — Implementation Services

Implementation will be done in two phases. In the first phase, firewall rules, existing URL
filtering and IPS will be migrated. The second phase includes best practices, fine tuning
and turning on additional features such as App-ID, decryption and etc.

A. Functional Requirements

1. Enforce network use policy based upon applications, users and content
2. Inspect network traffic to ensure only proper, business-approved content
3. Migrate URL filtering in existing Web Security Gateway
a. White/Black lists
b. User groups
4. Migrate existing IPS
a. All the security filter's actions (block/allow/disable/IP exemption)
should be migrated accordingly.
b. For the new Palo Alto filters which are not matched in existing
IPS, action should be recommended.
c. All the Geographic IP entries which are blocked should be
migrated.
d. All the PGW'’s blacklisted and whitelisted IP addresses should be
migrated.
e. Distribution time frame of new filters should be recommended.
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f. Recommended settings for new filters received should be
advised.
g. Recommended settings for better performance.

B. Technical Requirements

Identify and control applications on any port.
Provide application function control

Deal with unknown traffic by policy

Minimum 24 10 GB interfaces

Minimum Firewall throughput 16 Gbps
Minimum Threat prevention throughput 8 Gbps
Minimum IPSEC VPN throughput 8 Gbps
Minimum SSL Decryption throughput 6 Gbps

N~ WNE

C. Vendor Services

=

Assist PGW Network team with architecture and security best practices.

2. Assist PGW Network team with migration of rules/VPNs from currently
used Cisco ASA firewall.

3. If needed, remote assistance until “go live”

4. Out of hours’ on-site support during “go live” window of firewall and
default URL filtering

5. As built documentation/Diagram

2.3 Term
The contract between PGW and the successful Proposer price shall be for three terms with
voluntary 1-year renewal.

2.4 Proposal Pricing
Pricing should be provided by submitting the pricing matrix attached hereto as Attachment
“A”.

2.5 Licensing

The Proposer will be authorized to do business in the Commonwealth of Pennsylvania and
comply with all pertinent state and federal requirements, codes and regulations.

If Proposer is a “business” as defined in The Philadelphia Code, Section 19-2601, Proposer
must have a valid business privilege license, issued by the City of Philadelphia’s
Department of Licenses and Inspections, to do business in the City of Philadelphia, prior to
entering into any contract with PGW.
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2.6 Information/Product

All reports, surveys, tables, charts, diagrams, design work, product recordings and other
data (including electronic, audio and video) or documentation prepared or compiled by
Proposer in connection with the performance of its obligations under the contract, shall be
the sole and exclusive property of PGW. Proposer shall retain in its files, sufficiently
detailed working papers relevant to its engagement with PGW. Proposer further agrees
that its working papers will be held in the strictest confidence and will not be disclosed or
otherwise made available to outside sources, except as required by law, without the written
consent of PGW.

2.7 Confidentiality

Proposer must agree to keep confidential any and all information concerning the plans,
operations or activities of PGW which may be divulged by PGW or ascertained by Proposer
in the course of performing services under any contract with PGW. In the event Proposer is
required to disclose confidential information pursuant to a subpoena, order of a court, or
other legal process, Proposer shall, upon notice of such required disclosure and prior to
disclosure, immediately notify PGW and allow PGW the opportunity to inspect the
information subject to disclosure, and in the event such disclosure is objectionable under
any standard or rule of the court, Proposer shall exhaust all legal means to prevent
disclosure.

2.8 Minority Participation

PGW has established an anti-discrimination policy relating to the participation of
government-certified Minority, Women, Veteran, and/or Disabled Owned Business
Enterprises; collectively known as Disadvantage Business Enterprises (“DBESs”) in contracts
and in workforces, which policy is designed to provide equal opportunity for all businesses
and persons to assure that its funds are not used, directly or indirectly, to promote, reinforce
or perpetuate discriminatory practices. Proposers must complete Attachment |
(Demographic Survey), attached hereto and submit same with their proposals.

For this project, PGW has not established a goal for participation of DBEs. Each proposer
must exercise its Best and Good Faith Efforts to include DBEs in its proposal. “Best and
Good Faith Efforts” are those efforts, the scope, intensity and appropriateness of which are
designed and performed to achieve meaningful participation of DBEs in the work described
in this proposal. Proposer’s desire to self-perform all of the work does not excuse proposer
from its exercise of Best and Good Faith Efforts. In furtherance of such purpose, each
Proposer may employ some or all of the following methods:

» Contact DBEs that reasonably could be expected to submit a quote and are available in
the OEO Directory of Certified Firms before the proposal date and notify them of the nature
and scope of the work to be performed.
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» Break down or combine elements of work into economically feasible units to facilitate
DBE patrticipation.

+ Work with trade, community, or other organizations that provide assistance in
recruitment of DBEs.

2.9 Insurance Requirements

Proposer shall procure and maintain, at its sole cost and expense, insurance with companies
that have an A. M. Best’s rating of not less than A- and acceptable to PGW, with coverage
limits of not less than stipulated below. Philadelphia Gas Works, Philadelphia Facilities
Management Corporation and the City of Philadelphia and their respective officers, employees,
directors, boards, commissions and agents shall be included as Additional Insureds on the
General Liability and Automobile Liability Insurance policies. An endorsement is required
stating that Proposer’s policies affording Additional Insured status will be primary to any other
coverage available to PGW, PFMC, and the City of Philadelphia and their respective officers,
employees, directors, boards, commissions and agents, and any insurance maintained by PGW
will be excess and non-contributory. No act or omission of PGW, PFMC, and/or the City of
Philadelphia and their respective officers, employees, directors, boards, commissions and
agents shall invalidate the coverage.

= Workers Compensation And Employers Liability. Workers Compensation Insurance
as required by statute. Employers Liability coverage to be carried with limits of not less
than $1,000,000/per accident, $1,000,000/disease (policy limit), $1,000,000/disease
(each employee). If Consultant is sole proprietor or partnership and does not employ any
employees and is not covered by the Workers’ Compensation Act, evidence of Health
Insurance in lieu of Workers’” Compensation and Employer’s Liability Insurance must be
provided.

= Commercial General Liability. Commercial General Liability Insurance is required with
limits of not less than $1,000,000 for Bodily Injury and Property Damage Each
Occurrence; $2,000,000 General Aggregate; $1,000,000 Products/Completed Operations
Aggregate and $1,000,000 Personal/Advertising Injury. The policy shall also cover liability
assumed under an insured contract (including the tort liability of another assumed in a
business contract) and Personal Injury (including, but not limited to, coverage for
discrimination, defamation, harassment, malicious prosecution, slander and mental
anguish). If Consultant does not carry Commercial Automobile Liability coverage, Non-
owned and Hired Car coverage must be included under the Commercial General Liability
policy. ISO Endorsement CG 21 39 10 93 (Contractual Liability Limitation) shall not apply
to this contract. This insurance shall be excess over any other insurance, whether
primary, excess, contingent or on any other basis, that is available to the contractor or its
subcontractor covering liability for damages because of Bodily Injury or Property Damage
for which the contractor has been included as an Additional Insured. PGW, PFMC and
the City of Philadelphia, and their respective officers, employees, directors, boards,
commissions, and agents shall be included as Additional Insureds under General Liability
and, if applicable, under Non-owned and Hired Auto coverage. A copy of the actual
Additional Insured Endorsement or policy wording is required.
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Automobile Liability. Business Automobile Liability covering all owned, non-owned and
hired autos is required with limits of not less than $1,000,000 Combined Single Limit for
Bodily Injury and Property Damage. Such policy must contain a “Severability of Interests”
clause. Philadelphia GasWorks, Philadelphia Facilities Management Corporation and the
City of Philadelphia, and their respective officers, employees, directors, boards,
commissions, and agents shall be included as Additional Insureds. A copy of the actual
Additional Insured Endorsement or policy wording is required.

If there are no owned company vehicles and consultant does not carry Business Auto
Liability coverage, evidence of Personal Automobile Liability Insurance must be provided.

Excess/Umbrella Liability. Proposer shall provide evidence of Excess/ Umbrella
Liability Insurance with limits of not less than $1,000,000 in any one claim or occurrence.
The Excess/Umbrella policy shall follow form and be excess of all underlying insurance
required by this contract except Professional Liability/Errors & Omissions coverage as
outlined below. Philadelphia Gas Works, Philadelphia Faciliies Management
Corporation and the City of Philadelphia and their respective officers, employees,
directors, boards, commissions and agents shall be included as Additional Insureds. A
copy of the actual Additional Insured Endorsement or policy wording is required.

Professional Liability/Errors & Omissions Coverage. Evidence of Professional
Liability/ Errors & Omissions, Liability, including Cyber Insurance, must also be provided
with limits of not less than $1,000,000 Per Occurrence/Aggregate or Per Claim or
Loss/Aggregate with a deductible not to exceed $10,000. Errors & Omissions Insurance
shall be applicable to any occurrence arising out of the performance of services
pursuant to any statement of work between the parties and, if applicable, shall cover
liability arising from information technology services including, but not limited to,
intellectual property infringement, privacy infringement, software development services
and computer or electronic information technology services. Under an occurrence form,
coverage required shall be maintained in full force and effect under the policy during the
contract period. Under claims made form, continuous coverage is required. Should
Extended Discovery Period or "tail' coverage be required in the event coverage is
terminated, such coverage must be maintained for a period of not less than three (3)
years. This insurance shall be primary with respect to any other insurance or self-
insurance programs afforded Proposer.

Fidelity/Blanket Crime Insurance. Evidence of Fidelity/Blanket Crime Insurance with
an Employee Dishonesty limit of not less than $500,000 shall be submitted to PGW prior
to the commencement of services. Proposer must maintain Third Party (includes money,
securities, client's property and other properties) coverage under the Crime policy.

Additional Provisions

A certificate of insurance evidencing all above coverage shall be filed with PGW prior to the
commencement of work. Renewal certificates and policies, as required, shall be forwarded to
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PGW for as long as professional contractor performs the work as specified in this contract. All
certificates and policies shall contain a provision that coverage afforded will not be cancelled or
materially altered until at least thirty (30) days prior written notice has been given to PGW.

It shall be the responsibility of the successful Proposer to ensure that all subcontractors carry
insurance of not less than coverage and limits specified herein. Proper evidence of this
compliance must be forwarded to PGW prior to the inception of any work by subcontractor.

2.10 Indemnification

The Proposer will be required in the contract to indemnify, defend and hold harmless PGW,
PFMC, the City of Philadelphia, and each of their respective officers, employees, directors,
boards, commissions, and agents, from and against any and all losses, costs (including,
but not limited to, litigation and settlement costs and counsel fees), claims, suits, actions,
damages, liability and expenses, occasioned wholly or in part by Proposer’s act or omission
or negligence or fault or the act or omission or negligence or fault of Proposer’s agents,
subcontractors, suppliers, employees or servants in connection with this Agreement,
including, but not limited to, those in connection with loss of life, bodily injury, personal
injury, damage to property, contamination or adverse effects on the environment, intentional
acts, failure to pay such subcontractors and suppliers, any breach of this Agreement, and
any infringement or violation of any proprietary right (including, but not limited to, patent,
copyright, trademark, service mark and trade secret), regardless of the negligence of PGW,
PFMC, and/or the City of Philadelphia. In any and all claims, suits and actions against
PGW, PFMC and the City of Philadelphia, and their respective officers, employees,
directors, boards, commissions and agents, by any employee of Proposer, any
subcontractor, or anyone for whose acts Proposer and its subcontractor is liable, the
indemnification obligation set forth in this section shall not be limited in any way by any
limitation on the amount or type of third party damages, compensation or benefits payable
by or for Proposer or any subcontractor under workers’ compensation acts, disability acts,
or other employees’ benefit acts.

PGW does not indemnify.

2.11 Certificate of Non-Indebtedness

The Proposer will be required to certify and represent that Proposer and Proposer’s parent
company(ies) and subsidiary(ies) are not indebted (at the time of signing of the contract) to
the City of Philadelphia, PGW or PFMC (collectively the “City”), and will not at any time
during the term of the contract (including any extensions or renewals thereof) be indebted to
the City, for or on account of any delinquent taxes (including, but not limited to, taxes
collected by the City on behalf of the School District of Philadelphia), liens, judgments, fees
or other debts for which no written agreement or payment plan satisfactory to the City has
been established. In addition to any other rights or remedies available to PGW at law or in
equity, Proposer acknowledges that upon any breach or failure to conform to such
certification PGW shall have the right to, and may, at the option of PGW, withhold payments
otherwise due to Proposer, and, if such breach or failure is not resolved to PGW'’s
satisfaction within a reasonable time frame as specified by PGW in writing, this will offset
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any such indebtedness against said payments and/or terminate this Agreement for default
(in which case Proposer shall be liable for all excess costs and other damages including
reasonable attorney’s fees resulting from the termination).

2.12 Non-Discrimination

Proposer shall not discriminate or permit discrimination against any person because of race,
color, religion, national origin, sex or sexual orientation. In the event of such discrimination,
PGW may, in addition to any other rights or remedies available under the contract, at law or
in equity, terminate any contract with Proposer forthwith.

Proposer shall comply with the provisions of Title VII of the Civil Rights Act of 1964 (42
U.S.C. 8200d et seq.), 8504 of the Federal Rehabilitation Act of 1973 (29 U.S.C. §794),
The Age Discrimination Act of 1975, (42 U.S.C. 86101 et seq.), Title IX of the Education
Amendments of 1972, (20 U.S.C. 81681), and 45 C.F.R. Part 92, as they may be amended
from time to time, which together prohibit discrimination on the basis of race, color, national
origin, sex, handicap, age and religion.

Proposer understands and agrees that no individual with a disability shall, on the basis of
the disability, be excluded from participation in any contract of Proposer with PGW or from
activities or services provided under such contract. As a condition of accepting and
executing such contract, Proposer shall comply with all provisions of the Americans with
Disabilities Act, 42 U.S.C. 812101 et seq., and all regulations promulgated thereunder, as
the Act and regulations may be amended from time to time, which are applicable (a) to
Proposer, (b) to the benefits, services, activities, facilities and programs provided in
connection with this Agreement, (c) to PGW, or the Commonwealth of Pennsylvania, and
(d) to the benefits, services, activities, faciliies and programs of PGW or of the
Commonwealth.

Without limiting the generality of the preceding sentence, Proposer shall comply with the
“General Prohibitions Against Discrimination,” 28 C.F.R. 835.130, and all other regulations
promulgated under Title Il of “The Americans with Disabilities Act,” as they may be
amended from time to time, which are applicable to the benefits, services, programs and
activities provided by PGW through contracts with outsider contractors.

2.13 MacBride Principles

Proposer certifies and represents that, to the best of its knowledge, (i) Proposer (including
any affiliates under its direct control) does not have, and will not have at anytime during the
term of any contract with PGW (including any extension or renewal thereof), any
investments, licenses, franchises, management agreements or operations in Northern
Ireland and (ii) no product to be provided under any contract with PGW will originate in
Northern Ireland, unless Proposer has implemented the fair employment principles
embodied in the MacBride Principles.
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In the performance of any contract with PGW, Proposer covenants that it will not utilize any
suppliers, subcontractors at any tier (i) who have (or whose parent, subsidiary, exclusive
distributor or affiliates have) any investments, licenses, franchises, management
agreements or operations in Northern Ireland or (ii) who will provide products originating in
Northern Ireland unless said supplier or subcontractor has implemented the fair employment
principles embodied in the MacBride Principles. Proposer further covenants to include the
provisions of this paragraph, with appropriate adjustments for the identity of the parties, in
all subcontracts and supply agreements which are entered into in connection with the
performance of any contract with PGW. Proposer covenants that it will cooperate with
PGW and City’s Director of Finance in any manner which PGW and the said Director deem
reasonable and necessary to carry out PGW’s and the Director’s responsibilities under
Section 17-104 of the Philadelphia Code which embodies the requirements set forth in this
section. Proposer understands and agrees that any false certification or representation in
connection with this section and any failure to comply with the provisions of this section shall
constitute a material breach of any contract with PGW entiting PGW to all rights and
remedies provided therein or otherwise available in law (including, but not limited to, Section
17-104 of the Philadelphia Code) or equity. In addition, Proposer understands that false
certification or representation in connection with this section is subject to prosecution under
Title 18 Pa.C.S.A. Section 4904.

2.14 Governing Laws

Any contract entered into by PGW will be executed in and shall be governed by the laws of
the Commonwealth of Pennsylvania.

2.15 Certain Required Disclosures

In accordance with The Philadelphia Code Title 17 Chapter 17-400, persons and entities
who wish to provide goods and services to PGW must provide certain information about
contributions they have made to elected City officials or candidates for City offices. All
Proposers must therefore complete Attachment D and include such completed Attachment
with their proposal. Please note that the selected Proposer will be required to update such
disclosure during the term of its agreement with PGW and for one year thereafter.
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3 Instructions to Proposers

3.1 Proposal Preparation Requirements

3.1.1 Proposals must be prepared in English on 8 % x 11 inch paper with tabbed indexes
separating the following seven (7) completed sections in the following order:

3.1.11 Tab 1: Transmittal letter.

3.1.1.2 Tab 2: Scope of Work. Proposed scope of work, work plan, procedure and
timeline to provide the scope of work described in Section 2 of this RFP.

3.1.1.3 Tab 3: Proposal Pricing. Completed Attachment A.

3.1.1.4  Tab 4: Completed Section 4 (Proposer Information) of this RFP. All Proposals
must include the following information and be signed (at the end of Section 4) as
follows:

3.1.1.4.1 If the Proposal is made by an individual, the Proposal must be signed by the
individual, the individual’'s full name must be typed or printed under the signature
line and the Proposal must include the individual’s mailing address.

3.1.1.4.2 If the Proposal is made by a partnership, the Proposal must:

a) be signed by at least one of the general partners with authority to
bind the partnership and the name of the general partner must be
typed or printed under the signature line;

b) include the name and mailing address of the partnership; and

c) attach a copy of the partnership agreement, or other document
authorizing the general partner to sign the Proposal to bind the
partnership;

3.1.1.4.3 If a corporation makes the Proposal, the Proposal must:

a) be signed by the president or vice president of the corporation,
and the secretary or treasurer must attest the signature and the
names of the corporate officers must be typed or printed under
the signature lines;

b) include the name and mailing address of the corporation; and
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c)

attach a copy of the corporation’s by-laws or a corporate
resolution authorizing the corporate officer signing the Proposal to
bind the corporation.

3.1.1.4.4 If the Proposal is made by a joint venture, the Proposal must:

a)

b)

be signed by all joint venture partners and the names of the joint
venture partners must be typed or printed under the signature
lines;

include the name and mailing address of the joint venture; and

attach a copy of the joint venture agreement or other
documentation signed by each member of the Joint Venture and,
if applicable, any documentation necessary to show that the
individuals signing on behalf of each joint venture partner are
authorized to bind the joint venture.

3.1.15 Tab 5: Qualification and Experience of Proposer. Proposers are strongly
encouraged to list experience providing similar services.

3.1.1.5.1 Provide the names and resumes of each person who would be participating in

this project;

3.1.1.5.2 Indicate whether the individual is a full time employee of Proposer’s organization
(and if so for how long) or a subcontractor. If the individual is a subcontractor,
list the engagements (and the particular responsibilities on each engagements)
that the subcontractor has previously worked for Proposer;

3.1.1.5.3 Indicate the areas of the project that each individual will be involved with or have
responsibility for;

3.1.1.5.4 For each such individual, provide a reference list with phone numbers.

3.1.16 Tab 6: Prior Work Examples. Provide examples of the following documentation:

. user/administrator manuals

. training program management reporting
. project plans and project status reports
. test plans and testing reports

. issues management report

. change management methodology,
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3.1.1.7 Tab 7: Completed Attachments D and |, and any other attachments required to
be completed under the RFP.

3.1.2 One (1) original Proposal, one (1) copy and one (1) CD containing a searchable PDF
readable by Adobe Reader 7.0 or higher of the proposal, must be submitted in a
sealed envelope or envelopes addressed to PGW Supply Chain Department,
Philadelphia Gas Works, 800 W. Montgomery Avenue, Philadelphia, Pennsylvania
19122. The name and address of the Proposer must also appear on the face of the
envelope. The PDF file name should be as follows: PROPOSER_RFP_###H#H#.PDF
where Proposer is your company name and ###### is the PGW RFP id number.

3.1.3 Failure to answer all questions completely and furnish all information required in
these Proposal Documents may result in disqualification of the Proposer. PGW
reserves the right to thoroughly investigate the financial status and experience of the
Proposer.

3.1.4 It shall be the responsibility of the Proposer to deliver the Proposal and all other
required items to the location specified in Section 1 of these Proposal Documents on
or before the due date and time set forth in Section 1.1.

3.1.5 Oral communications from PGW personnel or other persons shall not be binding on
PGW and shall in no way modify the provisions of the Proposal Documents. Official
responses of PGW to inquiries regarding these Proposal Documents shall be issued
by PGW in writing as addenda, and only such written responses shall be binding on
PGW as modifications to these Proposal Documents.

3.2 Duration of Proposal

In consideration of PGW’s evaluation of the submitted Proposals, each Proposer agrees
that its Proposal shall be a firm offer to PGW, and shall remain open for acceptance by
PGW for a period of at least one hundred and fifty (150) days beginning with the submission
due date set forth in Section 1 of these Proposal Documents, as may be revised by
addenda.

3.3 Proposer’s Responsibility

The Proposer shall carefully examine the terms of the Proposal Documents and shall judge
for itself all of the circumstances and conditions affecting its Proposal. PGW will endeavor
to present accurate information, but Proposers are advised to independently verify the
accuracy of any information received.
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4 Proposer Information

4.1 Proposer
Submitted by:

[Please type or print]

Name:

Address:

Telephone:

Facsimile:

The undersigned Proposer hereby submits to PGW this Proposal as described herein and
in the attached documents.

4.2 Qualifications Statement

The Proposer represents and covenants that the Proposer is fully qualified to provide the
requested services to PGW. The undersigned further swears and affirms that the
information contained in this response is true, accurate and complete.

4.3 Business Experience

4.3.1 The following describes other points of service by Proposer and the companies for
whom the services were provided. Proposer should include a reference contact at
the described companies, and this contact should have direct, specific responsibility
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for the oversight of the program. In particular, the Proposer should describe all
experience with projects similar to this project.

4.3.2 The Proposer has operated under its current name since , a period of
years, and the Proposer (if such be the case) formerly operated under
the following name:
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4.3.3 Proposer must attach the resume of the manager which it anticipates will be the
contact for the services required by this RFP.

4.3.4 The Proposer submits herewith the following list of three (3) persons or businesses,

which have knowledge of the Proposer’s ability to successfully perform the services
for which this Proposal is submitted.

REFERENCE NO. 1

Name:

Firm:

Title:

Address:

Telephone:

Facsimile:

Nature of Association:

REFERENCE NO. 2

Name:

Firm:

Title:

Address:

Telephone:

Facsimile:

Nature of Association:
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REFERENCE NO. 3

Name:

Firm:

Title:

Address:

Telephone:

Facsimile:

Nature of Association:

4.3.5 The Proposer has not had an agreement canceled or terminated due, in whole or in
part, to the fault of Proposer, or a default or breach of contract on the part of the
Proposer. (If a contract or agreement has been canceled, please explain.)

4.4 Financial Information
4.4.1 The Proposer has ( ) has never ( ) [check one] had a bond or surety canceled or
forfeited. (If the Proposer has had a bond or surety canceled, state the name of the
bonding company, date, amount of bond and reason for such cancellation or
forfeiture.)
4.4.2 The Proposer has () has never () [check one] been adjudged bankrupt (Chapter
7), or petitioned the court for relief under the Bankruptcy Code or Act for either

business reorganization (Chapter 11) or the Wage Earner’s Plan (Chapter 13). |If
the response is in the affirmative, provide the following information:

4421 Date petition filed
4422 Case No. and jurisdiction
4423 Amount of liabilities and debts

4.4.2.4 Date of discharge or successful completion of reorganization or wage earner’s
plan
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4.4.3 The Proposer’s bank references are:

Name Address

44.4.1.

4.4.4.2.

4.4.43.

The undersigned herewith submits a letter from

indicating that the Proposer has an

(name of financial institution)

available working line of credit of no less than Dollars
$ ), or other evidence of Proposer’s capital sufficient to permit it to meet
the obligations contemplated by its Proposal.

4.4.4 The undersigned hereby affirms that the Proposer is authorized to conduct business
in the Commonwealth of Pennsylvania, and City of Philadelphia, or will obtain proper
authorization to do so before executing an agreement and furnishing the required
bond or letter of credit, if any.

4.5 General Litigation Disclosure

Proposer must describe any pending, contemplated or ongoing administrative or judicial
proceedings material to Proposer’s business, finances or products including, but not limited
to, any litigation, consent orders, debarment or contracts with any local, state or federal
regulatory agency issued to Proposer or to any parent or subsidiary of
Proposer:

4.6 Business Organization Statement
4.6.1 General Information

Name of Firm [Exactly as it would appear on an agreement; if operating under a fictitious
name, so indicate.]

Page 21 of 39




N,
PGW Philadelphia Gas Works — Request For Proposals

5200 Series Palo Alto Next Generation Firewall and Related Consulting Services

Principal Office Address:

Telephone Number:

Form of Business Entity [check one]

() Corporation
() Partnership
() Individual

() Joint Venture
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4.6.2 Corporation Statement

If a corporation, answer the following:
Date of incorporation:

Location of incorporation:

Is the corporation authorized to do business in Pennsylvania? Yes( ) No( )

If so, as of what date?

The corporation is held:  Publicly ( ) Privately ( )

Furnish the name, title, and address of each director and officer of the corporation.

DIRECTORS
Principal Business
Affiliation Other than
Name Address Proposer’s Directorship
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SHAREHOLDERS

Name Address Number of Shares Owned

OFFICERS
Name Position
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4.6.3 Partnership Statement

If a partnership, answer the following:

Date of organization:

General Partnership ( ) Limited Partnership ( )

Partnership Agreement recorded? Yes( ) No( )

Date Book Page County State

Has the partnership done business in Pennsylvania? Yes( ) No( )
When?

Name, address, and ownership share of each general partner owning more than five
percent (5%) of the partnership:

% of

Name Address Ownership
1. %
2. %
3 %
4 %
5 %
6 %
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4.6.4 Joint Venture Statement

If a Joint Venture, answer the following:

Date of organization:

Joint Venture Agreement recorded? Yes( ) No( )

Date Book Page County State

Has the Joint Venture done business in Pennsylvania? Yes( ) No( )

When?

Name, address of each Joint Venturer and percent of ownership of each:

% of
Name Address Ownership
1. %
2 %
3 %
4 %
5. %

4.7 Warranties by Proposer

4.7.1 The Proposer’s Proposal has been completed to the best of the Proposer’s ability,
and the Proposer swears that all information contained herein is true, correct and
complete to the best of the Proposer’s knowledge, information and belief.
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4.7.2

4.7.3

4.7.4

By submission of this Proposal, the Proposer acknowledges that PGW has the right
to make any inquiry or investigation it deems appropriate to substantiate or
supplement information contained in the Proposal, and Proposer authorizes the
release to PGW of any and all information sought in such inquiry or investigation.

Proposer expressly agrees and acknowledges that any response to this RFP,
including written documents and verbal communication, regardless of how marked,
is not confidential and may be subject to public disclosure by PGW, or any
authorized agent of PGW, including but not limited to disclosure under the
Pennsylvania Right to Know Law. Any materials submitted or ideas elicited in
response to this RFP shall be the sole and absolute property of PGW, with PGW
having title. By responding to this RFP, Proposer expressly waives any right to
designate its response or parts thereof confidential, proprietary, a trade secret, or
otherwise exempt from disclosure under any circumstance.

The Proposer declares by the submission of this Proposal that the Proposal is not
made in the interest of, or on behalf of, any undisclosed person, partnership,
company, association, organization, or corporation; that the Proposal is genuine and
not collusive or sham; that the Proposer has not directly or indirectly induced or
solicited any other Proposer to put in a false or sham Proposal, and has not directly
or indirectly colluded or agreed with any Proposer or anyone else to put in a sham
Proposal or to refrain from proposing; that the Proposer has not directly or indirectly
sought by agreement or communication to secure any advantage against PGW;
anyone interested in the Proposal as principal are hamed within the Proposal; that all
statements contained in the Proposal are true; that the Proposer has not directly or
indirectly divulged information or data relative to the Proposer’s Proposal to any
other person, partnership, corporation, or association, except to such person or
persons as have a direct financial interest in the Proposer’s general business.

The foregoing Proposal is hereby submitted by the entity signing below in accordance with
all terms and conditions as set forth in the Request for Proposals issued by PGW.

DATE:

PROPOSER:

(Corporate Seal if Applicable) Name of Proposer

By:

Name:
Title:

Attest:

Name:
Title:

[Add signature lines as necessary below.]
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5 Proposal Evaluation, Negotiation and Contract Award

5.1 Disqualification of Proposers

5.1.1

5.1.2

If more than one Proposal is received from any individual, firm, partnership,
corporation, or association, under the same or different names, said Proposals will
not be considered. Reasonable grounds for believing that any Proposer has an
interest in more than one Proposal will cause the rejection of all Proposals in which
such Proposer is interested. If there is reason to believe that collusion exists among
Proposers, none of the participants in such collusion will be considered. Similarly,
unsolicited proposals may not be considered.

No Proposal shall be received from, or contract awarded to, any PGW or City
employee or official who may have any direct or indirect interest in such submitted
Proposal or contract.

5.2 Qualification of Proposers

521

5.2.2

5.2.3

PGW will carefully consider the Proposer’s qualifications, proposed financial
consideration, experience, financial responsibility proposed scope of services, and
timeline in evaluating each Proposal. In PGW'’s evaluation, the Proposal as a whole
may bear more weight than the individual parts of the Proposal.

Following PGW'’s review of the submitted proposals, PGW may select one or more
Proposers with which to negotiate. PGW shall notify Proposer(s) of selection for
negotiations. The date that the Proposer’s receipt of the notification is confirmed by
PGW, is referred to herein as the “Notification Date.”

Respondents to this RFP are subject to Philadelphia Code (Chapter 20-600) and the
Pennsylvania Ethics Act (65 P.S. Section 401 et.seq.) All respondents are required
to disclose any potential conflict caused by PGW or City employees having a
financial interest in the entity entering into a contract or agreement with PGW.

5.3 General Reservation of Rights

53.1

5.3.2

This RFP and the process it describes are proprietary to PGW and are for the sole
and exclusive benefit of PGW. No other party, including any respondent to this RFP
or future Proposer to any RFP which may be issued by PGW, is intended to be
granted any rights hereunder.

PGW reserves the right to reject as informal or non-responsive any Proposal that, in
PGW'’s sole judgment, is incomplete, is not in conformity with applicable law, is not
responsive to this RFP, or contains ambiguities or services not called for by this
RFP.
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5.3.3 Without limiting the generality of any other provision of this RFP, PGW reserves the
right, at any time prior to execution of an agreement with the successful Proposer, to
exercise all or any of the following rights and options, which rights and options PGW
may exercise to the extent that PGW, in its sole discretion, deems to be in its best
interests:

53.3.1

5.3.3.2

5.3.3.3

5.3.34

5.3.35

5.3.3.6

5.3.3.7

5.3.3.8

5.3.3.9

5.3.3.10

53.3.11

5.3.3.12

To request additional or supplemental information (including but not limited to
information inadvertently omitted by any Proposer in response to this RFP) from
any or all Proposers;

To accept or reject, at any time prior to its execution of an agreement, any or all
Proposals or any part thereof submitted in connection with this RFP;

To accept or reject any or all of the items in any Proposal and award the contract
in whole or in part if it is deemed in PGW'’s best interest to do so;

To waive any informality, defect, non-responsiveness, or derivation from this
RFP that is not, in PGW'’s sole judgment, material to the Proposal;

To negotiate unacceptable provisions incorporated within an otherwise
acceptable Proposal submitted in response to this RFP;

To reject without evaluation any Proposal that is incomplete, unclear, conditional,
or which contains irregularities of any kind,;

To reject any Proposal that in the sole discretion of PGW is not in the best
interest of PGW;

To re-issue this RFP without change or modification;

To issue a subsequent RFP for this project with terms and conditions that are
substantially different from the terms and conditions set forth in this RFP;

To cancel this RFP with or without issuing another RFP;

To supplement, amend, substitute, or otherwise modify this RFP at any time
prior to execution of a final agreement with a Proposer;

To reject the Proposal of a Proposer that, in PGW'’s sole judgment, has been
delinquent or unfaithful in the performance of any contract with PGW, or is
financially or technically incapable of performing the services required in this
RFP, or is otherwise not a responsible Proposer;
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5.3.3.13 To permit or reject, at PGW'’s sole discretion, amendments (including information
inadvertently omitted), modifications, alterations and/or corrections of Proposals
by some or all of the Proposers following Proposal submission;

5.3.3.14 To request that some or all of the Proposers modify Proposals or provide
additional information following evaluation by PGW,

5.3.3.15 To conduct such investigations as PGW considers appropriate with respect to
the qualifications of any Proposer and/or any information contained in any
Proposal;

5.3.3.16 To request clarifications of any unclear Proposal;
5.3.3.17 To negotiate simultaneously, or otherwise, with one or more Proposers;
5.3.3.18 To discontinue and resume negotiations with one or more Proposers;

5.3.3.19 To rescind its rejection of any Proposal(s) and negotiate (or resume
negotiations) with a previously rejected Proposer;

5.3.3.20 To not proceed with the process described in this RFP, or to change any time
schedules set forth herein;

5.3.3.21 To not enter into an agreement pursuant to this RFP.

5.3.4 PGW intends to enter into contract negotiations with the selected Proposer.
However, PGW reserves the right to terminate any negotiations at any time or
conduct simultaneous, competitive negotiations with multiple Proposers. PGW
reserves the right to negotiate acceptable terms in an otherwise unacceptable
Proposal. Such negotiations may result in changes to material terms of this RFP; in
such event, PGW shall not be obligated to inform other Proposers of the changes, or
permit them to revise their Proposals accordingly, unless PGW, in its sole discretion,
determines that doing so and permitting such is in PGW’s best interest. Should
negotiations not prove satisfactory with the recommended Proposer(s), PGW
reserves the right to discontinue negotiations with the recommended Proposer(s)
and additional firms may be asked to enter into negotiations or PGW may solicit new
Proposals or issue a new Request for Proposals.

54 Award

5.4.1 PGW intends to award the agreement to the Proposer whose Proposal best satisfies
the scope of services described in Section 2 and is otherwise in the best interest of
PGW. The determination of award shall be made by PGW, in its sole discretion,
which decision shall be final. PGW may employ such analysis techniques and
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professional consultants for Proposal evaluation as it deems necessary. PGW may
request submission of additional information to assist it in evaluating a Proposal, and
the Proposer shall cooperate fully with such request. The contract resulting from this
RFP will be awarded to the qualified Proposer whose Proposal PGW believes will be
the most advantageous to PGW. PGW may condition an award on the successful
Proposer’s agreement to such terms and conditions as required by PGW including,
but not limited to, PGW’s indemnification.
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Attachment A. Pricing Matrix

Part #

Description Qty Unit
Price

Ext
Price

PAN-PA-5220-AC

Palo Alto Networks PA-5220 2
with redundant AC power
supplies

PAN-SFP-CG

SFP form factor, 1Gb copper 1
transceiver, 100m over Catb5
RJ-45, IEEE 802.3ab
1000BASE-T compliant

PAN-SFP-PLUS-LR

SFP+ form factor, LR 10Gb 1
optical transceiver, long reach
10Km, SMF, duplex LC, IEEE
802.3ae 10GBASE-LR
compliant

PAN-SFP-PLUS-SR

SFP+ form factor, SR 10Gb 1
optical  transceiver,  short
reach 300m, OM3 MMF,
duplex LC, IEEE 802.3ae
10GBASE-SR compliant

PAN-PA-5220-TP-
3YR-HA2

Threat prevention subscription 2
3 year prepaid for device in an
HA pair, PA-5220

PAN-PA-5220-URL4-
3YR-HA2

PANDB URL filtering 2
subscription 3 year prepaid for
device in an HA pair, PA-5220

PAN-PA-5220-WF-

WildFire subscription 3 year 2

3YR-HA2 prepaid for device in an HA
pair, PA-5220
PAN-SVC-4HR-5220- 4-Hour Premium support 3- 2

3YR

year prepaid, PA-5220

PAN-SVC-PREM-
PLUS

Palo Alto Networks Premium 1
Plus Support 3 year prepaid
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PAN-EDU-ONSITE- Palo Alto Networks On-Site 1
5DAY-12 training course, 5 days, up to
12 students. Onsite training
will expire (1) one year from
date of purchase. Price
includes  instructor  T&E,
courseware, and lab access.

PAN-CONSULT-DAY Palo Alto Networks Consulting 10
Services (per day)

PAN-CONSULT- Palo Alto Networks Consulting 8

CUTOVER-1HR Services Cutover Hourly - 4

hour minimum

PAN-AF-3YR Palo Alto Networks AutoFocus 1
Threat Intelligence Service
Standard subscription 3 year
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ATTACHMENT D. REQUIRED 17-1400 DISCLOSURE

In accordance with the City of Philadelphia’s contract reform legislation, codified as The
Philadelphia Code Title 17 Chapter 17-1400, persons and entities who wish to provide goods
and services to PGW must provide certain information about contributions they have made
to elected City officials or candidates for City offices. Please note that, if selected, you will
be required to update such disclosure during the term of your agreement with PGW and for
one year thereafter.

Therefore, the following information must be provided to PGW:

1. Did you use any consultant with respect to this RFP or the YES NO
contract at issue within the prior one year period? If so, you [} O
are required to list (in an attachment hereto) the following
information for each such consultant: (i) nhame, (ii) business
address, (iii) business phone number and (iv) amount paid or
to be paid.

As used herein, the term “consultant” means any person or
entity used to assist you in obtaining a contract through direct
or indirect communication with the City, PGW, any City
Agency or any officer or employee of any of them, if such
communication is undertaken by the person or entity for

payment.
2. Have you or any consultant disclosed above made any YES NO
contributions of money or in-kind assistance within the prior [ O

two year period to (i) any candidate for nomination or election
to any public office in Pennsylvania, (i) any individual who
holds any such office, (iii) any political committee or state
party in Pennsylvania or (iv) any group, committee or
association organized in support of any such candidate, office
holder, political committee or state party in Pennsylvania? If
S0, you are required to list (in an attachment hereto) the date,
amount and recipient of each such contribution.

For purposes hereof, (i) contributions made by a person’s
immediate family shall be deemed contributions made by that
person and (ii) contributions made by an entity’s affiliate or an
officer, director, controlling shareholder or partner of an
entity’s or such entity’s affiliate shall be deemed contributions
made by that entity.
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3. Do you intend to use any subcontractors on this contract? If YES NO
so, you are required to list (in an attachment hereto) the [ O
following information for each such subcontractor: (i) name,

(i) business address, (iii) business phone number and (iv)
amount or percentage to be paid.

4. Within the prior two year period, has any City or PGW officer YES NO
or employee asked (i) you, (ii) any of your officers, directors or [ O
management employees or (i) any person or entity
representing you, to give money, services, or any other thing
of value to any person or entity? If so, you are required to list
(in an attachment hereto) the following information for each
such officer or employee: (i) name, (ii) title, (iii) date of
request, (iv) amount requested and (iv) amount of any
payment made in response to request (other than
contributions listed under (2) above).

5. Within the prior two year period, has any City or PGW officer YES NO
or employee directly or indirectly advised (i) you, (i) any of [} 0
your officers, directors or management employees or (iii) any
person or entity representing you, that a particular person or
entity could be used by you to satisfy any goals in this RFP or
contract for the participation of minority, women, disabled or
disadvantaged business enterprises? If so, you are required
to list (in an attachment hereto) the following information for
each such officer or employee: (i) name, (ii) title, (iii) date of
advice and (iv) name of person or entity they advised could be
used to satisfy such goals.

The undersigned hereby certifies that the information provided herein is true and correct as of
the date set forth below.

Signature:

Title:

Name of Entity:

Date:

(Please Print)
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ATTACHMENT I. DEMOGRAPHIC SURVEY

A key tenet of PGW’s practice of good corporate citizenship is its commitment to the use,
non-discrimination against and development of qualified minority, disabled and women
vendors and to non-discrimination in employment.

In an effort to insure the full inclusion of all segments of the American population, PGW is
requesting that the following information be returned with your proposal:

A. Does your organization have a written program which YES NO
addresses the utilization of minority business enterprises [ O
(MBE), disabled business enterprises (DBE) and women
enterprises (WBE) in the manufacturing, distribution of
servicing of your product(s)? If so, please furnish a copy of
your program. Please provide statistics of MBE, DBE and
WBE in (1) manufacturing, (2) distribution, and (3) service for
the past two years.

COMMENTS:

B. Does your organization foster economic growth and YES NO
development by providing procurement opportunities to [ O
MBE/DBE/WBE firms as material suppliers, contractors, sub-
contractors, etc? If so, please furnish a copy of your
company policy or directive.

COMMENTS:

C. Does your organization have an Affirmative Action Equal YES NO
Employment Opportunity Policy? If so, please furnish a copy [ 0
of this policy.

COMMENTS:
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D. Please furnish data depicting the composition of your work force by ethnic group
gender and their appropriate titles/job classifications.
# OF ETHNIC
EMPLOYEES TITLE CLASS GENDER

GROUP

As a socially responsible entity, PGW seeks to insure that its business partners are committed
and dedicated to the practice of including all segments of the American population in their

business practices. Accordingly, the information requested above must be provided or your
proposal may be rejected as non-responsive.

If the information was provided to PGW within the past twelve months, please check here: []

Signature:
Title:
Name of Firm:

(Please Print)
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Appendix 1
Part # Description Qty
PAN-PA-5220-AC Palo Alto Networks PA-5220 with redundant AC 2
power supplies
PAN-SFP-CG SFP form factor, 1Gb copper transceiver, 100m 1
over Cat5 RJ-45, IEEE 802.3ab 1000BASE-T
compliant
PAN-SFP-PLUS-LR SFP+ form factor, LR 10Gb optical transceiver, 1
long reach 10Km, SMF, duplex LC, IEEE 802.3ae
10GBASE-LR compliant
PAN-SFP-PLUS-SR SFP+ form factor, SR 10Gb optical transceiver, 1
short reach 300m, OM3 MMF, duplex LC, IEEE
802.3ae 10GBASE-SR compliant
PAN-PA-5220-TP- Threat prevention subscription 3 year prepaid for 2
3YR-HA2 device in an HA pair, PA-5220
PAN-PA-5220-URL4- PANDB URL filtering subscription 3 year prepaid 2
3YR-HA2 for device in an HA pair, PA-5220
PAN-PA-5220-WF- WildFire subscription 3 year prepaid for device in 2
3YR-HA2 an HA pair, PA-5220
PAN-SVC-4HR-5220- 4-Hour Premium support 3-year prepaid, PA-5220 2
3YR
PAN-SVC-PREM- Palo Alto Networks Premium Plus Support 3 year 1
PLUS prepaid
PAN-EDU-ONSITE- Palo Alto Networks On-Site training course, 5 1
5DAY-12 days, up to 12 students. Onsite training will expire
(1) one year from date of purchase. Price includes
instructor T&E, courseware, and lab access.
PAN-CONSULT-DAY Palo Alto Networks Consulting Services (per day) 10
PAN-CONSULT- Palo Alto Networks Consulting Services Cutover 8
CUTOVER-1HR Hourly - 4 hour minimum
PAN-AF-3YR Palo Alto Networks AutoFocus Threat Intelligence 1
Service Standard subscription 3 year
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