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Email Encryption Platform
Designed to adapt to your environment 
The OneWorld Encryption platform is a policy-based encryption solution 
that provides you with an easy way to encrypt your organization’s email.   
OneWorld ensures protection without changing the way your employees, 
customers, and business partners send and receive emails. 

The solution enables your IT administrators to easily define and enable 
email policies to safeguard against information loss.  OneWorld’s reporting 
also facilitates regulatory compliance using an intuitive, easy-to-navigate, 
web-based management console.  
 

Features:
• 	Fully managed Cloud, On 
	 Premise, and Hybrid solutions

• 	Supports industry standards 
	 based encryption (PKI, x.509, 
	 S/MIME technology)

• 	Policy-based message routing 
	 and encryption management, 
	 from a simple to use web-		
	 based interface, enforces  
	 email encryption based on  
	 pre-defined policies 

• 	Six flexible encrypted message 
	 delivery methods: TLS, S/MIME,
    PGP, Encrypted ZIP,  Web Portal,  
    and Encrypted PDF for  
    complete compatibility

• 	Content-aware encryption 
	 filters that scan SMTP headers, 
	 subject, body, and attachments 

• 	Detailed real-time reporting 
	 (bounce backs, tracking, device 
	 type open, email opened, 
	 viewed for how long, forwarded, 
	 recalled) enabling IT to audit 
	 usage and make changes 

Benefits 

• Puts control back in the hands 
of your IT with a turn-on and 
manage service; using a simple 
point-n-click interface with no 
need for hardware or software 
upgrades.

• Applies your company’s 
encryption policies 
automatically and transparently.

• Protect your organization 
against liabilities associated with 
Health Insurance Portability 
and Accountability Act (HIPAA), 
Gramm-Leach-Bliley Act (GLBA), 
PCI Compliance, Securities and 
Exchange Commission (SEC) 
rules and more.

• Flexible platform helps meet 
your organization’s specific 
requirements, as well as 
streamlines your workflow 
processes. 

• With message receipts and 
notifications, you can be 
assured that sensitive emails are 
being sent securely along with 
compliance-driven reporting.

• Easily integrates with a host of 
solutions including Office 365, 
whether you’re working on 
desktop or Outlook on the web.

• 	Key and Certificate 
	 management (backup,  
	 expiry, escrow, revocation  
	 and rollover)

• 	Multiple signing modes provide 
	 a seamless experience when 
	 using digital signatures for 
	 compliance purposes

• 	Single Sign On (SSO) support 
	 for seamless integration 
	 between your secure 
	 website and our web pick-up 
	 portal 

• 	Optimized for smartphones 
	 and tablets (iOS, Android, 
	 Blackberry) 

• 	Intelligent one-click encryption 
	 auto selects best method 
	 encryption based on a per 
	 recipient basis

• 	Support for 21 languages 
	 including double-byte languages 
	 like Chinese and Japanese 
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Email Encryption Platform
Easy to Deploy. Simple to Manage. Friendly to Use.
The web-based management console helps organizations define email polices. 
If triggered, messages are automatically encrypted and sent using one of six 
delivery methods best suited for the recipient. Along with policy-based encryption, 
OneWorld Encryption with Office 365 Outlook on the web integration provides 
additional functionality that enables users to select different encryption methods - 
empowering consumers to be in control of their security preferences. 

Complexities of key management are also removed. Organizations do not need 
to deploy expensive PGP or X.509 Certificate Authorities. It’s all done for them in 
the Cloud, drastically reducing the cost of their PKI implementation. In addition to 
encrypting messages, you can monitor all messages and reject those that do not 
comply with company policies and procedures. OneWorld analytics track every 
message that has been processed and provides a snapshot of the system using 
summary diagrams. Detailed, indexed reports identify important information such 
as the most flagged policies, top offenders, bounces, open statistics, and messages 
forwarded or recalled.
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OneWorld Add-in for Office 365 Outlook on the Web 
Integrating into Office 365 allows senders to “Encrypt” from anywhere!

OneWorld Message Audit Reports 
Delivery flexibility offers message audit and recall for senders and administrators!


