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Lightning Round Agenda 

❑Current State of the Market

❑Round 1-IT Innovations trends (Telemedicine)

❑Round 2-IT Policy trends (IT side of MIPS and MACRA)

❑Round 3- IT Strategy trends (Cyber Crime and 
Ransomware)

❑Round 4- IT Market trends (Hospital / Physician IT 
Alignment)

❑Bonus Round – Protecting your IT Investments 
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Healthcare is undergoing a seismic change 
Paradigm shift in managing care and cost 

Disruption 

Healthcare cost is a global crisis 

Healthcare quality is inconsistent 
across care delivery and does not 
correlate with cost 

Value Migration 

Revenue model (FFS) threatened

Reimbursement model (Payers) 
threatened 

ACOs … risk management & cost 
containment 

Information & Analytics a must 
•Patient engagement 
•Population vs. Episodic Care 

Market response 

Market consolidation 

Vendor consolidation 

Maturing product markets 

EMR vs Community solutions 

Monolithic vs Modular 

Proprietary vs Open 

Telehealth 



Current State of the Market



Current State of the HCIT Market
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The Trump Card:   Trump's Impact on the ACA, MACRA, and MIPS
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Telemedicine Round One



Telemedicine 

tel·e·med·i·cine

/ˈteləˌmedisin/ 

noun

The remote diagnosis and treatment of patients 
by means of telecommunications technology.

Also known as eHealth or eMedicine. 
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TeleHealth Solutions 
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Modern Telemedicine Solutions 



Telemedicine Channels 

Telephonic communication

Video conferencing

Internet communication 

▪ Applications

– Telehealth specific apps

– Social media apps

Smart phones and other digital devices (e.g. tablets) 

Allows for:

▪ Communication via several channels 

▪ Platform specific (iOS, Android) applications

▪ Asynchronous communication between providers and patients 
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Drivers of Telemedicine 

▪ Rural healthcare delivery

▪ Aging of the population

▪ Increased prevalence of chronic disease 

▪ Value-based reimbursement models 

▪ Achieving the Triple Aim 

▪ Ubiquity of mobile technology 

▪ Widespread use of social media 

▪ Demand for a more patient-centered experience 
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The Future is Here…

▪ CMS CCM services – billable 

Chronic Care 
Management via 

Monthly Telemedicine 
Visits 

▪ Chronic disease management, health coaching, 
medication reminders, “gamification” Patient Engagement

▪ Diagnosis, therapeutics, formulary, test 
interpretation  

Provider Decision 
Support 

▪ Hub and spoke Tele-stroke 
Management Programs 

▪ Remote consultation via video conferencing 

▪ Decision support regarding therapy, hospitalization 
(voluntary / non-voluntary)

▪ Follow-up – group, individual 

Tele-psychiatry 
Programs
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TOP THINGS YOU SHOULD KNOW 
WHEN BILLING TELEMEDICINE
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Telemedicine billing can be a headache because a virtual visit isn't the 

same as an in-person visit, it has to be coded differently.
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Research the Payer
While most insurances are required by law to cover telemedicine visits 

at a comparable rate to in-person visits, they may all have different 

requirements for how you log the visit. 

Always verify that the patient’s insurance covers telemedicine 
beforehand.

Before submitting a claim, call the insurance company and ask the 

following questions:

What telemedicine 
services are covered?

What types of healthcare 
providers can bill for 

telemedicine?

Is there a limit on the 
number of covered 
telemedicine visits?

Are there any specific 
conditions required for 

telemedicine visits?

What healthcare services 
can be done via 

telemedicine

Are there any restrictions 
or conditions that need 

to be met before a 
patient qualifies for 

telemedicine

Do you specifically cover 
live video telemedicine
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Choose the Right CPT Code

Generally, the CPT code that the office would use for an in-person visit can 

be used for a telemedicine visit, but there are some exceptions.

CPT codes 99201 to 99215 can be used for telemedicine visits, but they'll 

require a bit more work on the part of the doctor. 

They'll need to meet two of the three following requirements in order to 

receive full reimbursement:

Be a low 
complexity 

medical decision 
making visit

Offer an 
expanded, 

problem-focused 
exam

Have an expanded, 
problem-focused 
medical history

Spend 15 minutes 
face-to-face with 

the patient
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Choose the Right CPT Code (cont.)

Ever heard of CPT code 99444? 

▪ It’s used for “online evaluative and management service”

▪ Because the purpose of the code is really just to tell the payer that 
consultation happened online — and there isn’t quite as much associated 

description of the medical procedures, treatment, or duration — this code 

seems to be used less often to bill for telemedicine.

▪ Some insurance companies may prefer you to use this code.
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Use the GT or GQ Modifier

The GT modifier tells the payer that a provider delivered medical service via 
telemedicine. 

Some payers (including Medicare) require you to use a GT modifier with the 
appropriate Evaluative & Management CPT code when billing telemedicine. 

▪ A GQ modifier is used for asynchronous telecommunication system visits
▪ A GT modifier is used for interactive audio and telecommunications system 

visits
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Satisfy the Originating Site Requirement

In order for Medicare to cover these types of visits, there is also one more 

qualifying factor - location. Medicare requires patients to receive visits at 

specific originating sites, including:

▪ The office of a physician or practitioner
▪ Hospital
▪ Critical access hospital (CAH)
▪ Rural health clinic (RHC)
▪ Federally qualified health center (FQHC)
▪ Hospital-based or Critical Access Hospital (CAH) based Renal Dialysis Centers
▪ Skilled nursing facilities
▪ Community mental health centers

Most private insurance companies do not have a specific location requirement, 
meaning that the visit can take place anywhere and still be covered.

The good news is that many state Medicaid programs are moving away from this 
restriction. Currently, 24 states plus DC don’t have any restrictions on the patient 
location, and 25 states recognize the home as an eligible originating site
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Know how to bill a facility fee

Most providers billing telemedicine don’t need to know about facility 

fees. But if you are part of a telemedicine program that bills through 

Medicare (and sometimes Medicaid), you should.

A facility fee is essentially an amount paid to the local healthcare facility 
that hosts the patient during a telemedicine visit. 

In the current Medicare telemedicine model for instance, a patient has to 

come in to an eligible originating site to start the telemedicine visit with a 

healthcare provider at another, distant site. That originating site can then 
charge a facility fee to cover the costs of hosting the visit.

To charge that facility fee, you can bill HCPCS code Q3014. Look up the 

HCPCS code for full details about the facility fee. 



Care Process Design Incorporating Telehealth

Recommendations 

▪ Carefully map current care processes 

▪ Implement steps in the process where telemedicine 
may provide high quality at lower cost 

▪ Measure outcomes – both cost and quality 

▪ Use data to drive process improvement of care 
processes over time (iterative refinement of processes)

▪ Bill for telemedicine services that are now reimbursed 

▪ Pay close attention to privacy and security issues 

▪ Use telecommunications to proactively manage 
populations – get to them before they get to you! 

▪ Focus on what’s available and doable today, leave the 
future for later  
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Beyond Telemedicine…

▪ Bedside/Exam Room AI and Medical 
Robots
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IT Side of MIPS/MARCA

Round Two



HCIT Policy Trends 

• Consumer centric data sharing tools

• Population Health Initiatives

• Electronic Patient Communications 

• Value Based Reimbursement

• Accountable Care Initiatives 

• Analytics and Dashboards 

• IT solutions to enable participation in MIPS 
and MACRA



Medicare Access and CHIP 
Reauthorization Act (MACRA) 
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▪ Passed in April 2015
▪ Notice of Proposed Rulemaking issued in April 2016
▪ Final Rule was in November 2016
▪ Replaces the sustainable growth rate (“SGR”) as a way for 

the Centers for Medicare & Medicaid Services (“CMS”) to 
adjust payments to physicians in order to drive up quality 
and control or reduce costs 

▪ Consolidates multiple pre-existing reporting and payment 
incentive programs: 
• physician quality reporting system  (“PQRS”)
• value payment modifier (“VPM”)
• meaningful use (“MU”)

▪ Includes: 
• Merit Incentive Payment System (“MIPS”) 
• Alternative Payment Models (“APMs”)



Providers Can Choose Their Path…
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* E.g., one (1) quality measure or one (1) improvement activity

Option 1

▪ Don’t 
participate in 
MIPS

▪ Receive a   -
4% payment 
adjustment

Option 2

▪ Submit a 
minimal 
amount* of 
data

▪ Receive a 
neutral 
payment 
adjustment

Option 3

▪ Submit 90 
days of data

▪ Receive a 
neutral or 
positive 
payment 
adjustment

Option 4

▪ Submit a full 
year of data

▪ May earn a 
positive 
payment 
adjustment



Merit Incentive Payment System 
(MIPS) 
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▪ Will begin in January of 2019 
▪ Rewards performance via a two (2) year lookback

• Example: 2017 performance will determine payments for 2019, etc. 

▪ Eligible participants:  
• Now: 

o Physicians
o Dentists 
o PA’s, NP’s
o Clinical nurse specialists
o Certified Registered Nurse Anesthestists (CRNAs)  

• In year three (2019):
o Rehab professionals: physical therapists, occupational therapists, speech and 

language pathologists 
o Audiologists
o Nurse midwives
o Clinical social workers 
o Clinical psychologists 
o Dieticians / nutritional professionals 



MIPS (cont’d) 
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Ineligible 

providers 

▪ Those participating in first year with Medicare Part B 

▪ Those who bill Medicare less than $10,000 per year

▪ Those who care for 100 or fewer Medicare patients per year

▪ Those participating in an advanced APMs 

▪ Hospitals

MIPS measures 
and creates a 

composite score

▪ Quality (uses PQRS) – 50%

▪ Resource use (uses VPM) – 10%

▪ Clinical practice improvement (creates CPIAs) – 15%

▪ Advancing care information (uses MU) – 25% 



• Pre-MACRA

• Post-MACRA

Total RVUs Payment Rate Reimbursement

MIPS (cont’d) 
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Total RVUs Rate per wRVU Reimbursement50%

25%

15%

10%

Payment Rate

Quality Advancing Care Information Clnical Practice Improvement Activities Resource Use



MIPS Measures

Advancing Care Information (“ACI”) 

▪ Replaces the Meaningful Use Program 

▪ Must fulfill required measures for 90 days*

o Security risk analysis

o E-prescribing

o Patient access 

o Sending summary of care 

o Request / accept summary of care 

▪ Bonus credit 

o Report public health and clinical data registry reporting measures 

o Use certified EHR technology to complete certain improvement 
activities in the CPIA category

Cost 

▪ No data submission required.  Calculated from claims. 
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*May not need to submit ACI, if the above measures don’t apply to your practice 



MIPS Vendor Considerations 

System Design and Workflow  

▪ Electronic Patient Communications

▪ Tracking outcomes

▪ Tracking cost (coming soon!)

▪ Continue with MU and PQRS measures

▪ Patient Engagement 

▪ Health Information Exchanges

▪ Advance Reporting and Analytics

▪ Dashboards Specific to MIPS

▪ Data Fact Sheets and Scorecards (Self Monitoring) 

Upgrades & Certifications   

▪ Should be inherent and included at no cost by the vendor  
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Cybercrimes
Round Three



Problem Solved… 



Definition of ePHI… 

• ePHI or electronic Protected Health Information is patient 
health information which is computer based, e.g., 
created, received, stored or maintained, processed 
and/or transmitted in electronic media.

• Electronic media includes computers, laptops, 
CDs/DVDs/disks, memory sticks, smart phones,  PDAs, 
servers, networks, dial-modems, email, web-sites, etc.

• Federal Laws: HIPAA Privacy & Security Laws mandate protection and 
safeguards for access, use and disclosure of PHI and/or ePHI with sanctions 
for violations.



Threats

• Loss of financial cash flow

• Permanent loss or corruption of electronic protected 
health information (ePHI) 

• Temporary loss or unavailability of medical records

• Loss of physical assets (computers, etc.) 

• Damage to reputation and public confidence

• Threats to patients

• Threats to employees



Security versus Privacy

• Security = A process / set of actions

• Privacy = Results for the above 
actions/consequences

Security exists without privacy, 
but you can’t have privacy 
without security. 



The 90/10 Rule… 

• Good Security Standards follow the “90 / 10” Rule:

– 10% of security safeguards are technical

– 90% of security safeguards rely on the computer user 
(“YOU”) to adhere to good computing practices

Example: The lock on the door is the 10%. You remembering to 
lock, check to see if it is closed, ensuring others do not prop 
the door open, keeping controls of keys is the 90%. 10% 
security is worthless without YOU!



Devices Requiring Encryption 



The Internet of Things and Sensors



The data eco system… 

Data at Rest

• Work stations

• Laptops

• Home 
Computers

• USB Flash Drives

• File Sharing

Data in Use

• EHR database

• Patient Portal

• PM database

• Patient 
repositories

• HIEs
• eRX

Data in Motion

• Instance 
Messaging

• Email 

• Smart Phones

• Network 
Devices

• Wireless Devices

• Clearinghouse 
providers 



Confessions of a Hacker
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Social Engineering (Human Hacking)

• Example I: Social engineers found out she had a family member who was battling 
cancer and other information through her Facebook page. Using that emotional 
attachment, they tugged at her heartstrings and she was asked to donate money to a 
cancer research fund. The PDF that was sent, however, was malware that took control 
of her computer

• Example II A seemingly harmless new patient arrives at the practice to discover he left 
his insurance card at home. Appealing to the front desk, he suggests accessing his 
home computer from an office workstations to print a copy of the card.  Unfortunately, 
that harmless new patient is an actor looking to get into your network by bringing up a 
harmful file on their computers

• Example III “Hi, this is Chris from Microsoft, we have been alerted to a virus from your 
network and need to send you a file to secure and repair the threat”



• Phishing  - The act of posing as a trusted entity in order to extract 
sensitive information through email

• Example I: Nigerian scam letter  - Greetings, Sir. I got your e-mail 
address from a very confidential source -- the Internet. There are a 
billion, kazillion dollars in an account here that rightfully belongs to my 
family. Due to some military coup I cannot reach this money. But you, 
an American who has never heard of my country, can deposit this 
money. For your trouble, I'll give you a few million off the top --
because what's a few million between confidential best friends who 
have never actually even heard of one another?

• Example II: Forwarded e-mail for money or donations - Microsoft and 
Disney are both beta-testing an e-mail tracker and will send you 
money if you forward this e-mail. The Gap is testing an e-mail tracker 
and will send you a gift certificate.   

• Example III:  Spoofed Messages - UPS message claiming a package has 
failed to be delivered, asking the victim to print out an invoice to take 
to the UPS center for pickup, when actually it's a malicious PDF file.



Example of a Phishing email… 



• Drive-by Downloads - In a drive-by download attack, you don’t have to click 
on anything to initiate the download and installation of malware – just 
visiting a website that has been compromised is enough to get your 
computer infected.

• Example I:



The Lost Jump Drive Hack

• Example:  This hack is simple and highly 
effective.  The hacker deliberately drops an 
infected jump drive in the parking lot or in the 
waiting room.   Studies show curious staff will 
insert the jump drive into their computer 60% 
of the time.  In most cases, the virus will load 
automatically and launch the attack without 
being prompted.     



Steps to Minimize Threats Con’t…

Source: http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf



Security Risks – On-Premise vs. Cloud

Source: http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf



Final Thoughts

• Almost all ransomware attacks rely on poor judgement 
of humans. 

• There’s no device known to mankind that will prevent 
people from using poor judgement.

• Staff education and awareness and prohibiting the use 
of personal devices and emails at the office is the key to 
minimizing threats

• While not 100%, virus protection software and security 
monitoring tools MUST be installed and KEPT UP TO 
DATE.



Hospital/Physician IT Alignment 

Round Four



Medical Staff

Independent 

Physicians

Professional Service 

Agreements, Clinical Co-

management

Joint 

Ventures

Ownership

Employment

HOSPITAL TODAY



Future State 



Where Do You Fit In 
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Protecting your IT Investments 

Bonus Round



Strength in Numbers 
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Guidance on How to Negotiate an 
IT Contract Like a Pro 
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What to Negotiate
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▪ Initial costs 
▪ Hardware cost
▪ Software cost
▪ Communications cost 
▪ Installation cost
▪ Ongoing support cost 
▪ Implementation cost
▪ Support cost
▪ Technical support cost
▪ Integration costs 
▪ Interface cost
▪ Entitlement to new releases/bug fixes
▪ The cost of tailoring 
▪ Future upgrades and releases (This should always be at no additional cost)



Modifying the Contract

▪ Source code
▪ Cloud vs. On-Premise
▪ Acceptance period (hardware & software)
▪ Implementation caveats 
▪ No front loading of support fees
▪ No front loading the purchase terms
▪ Assignment
▪ Future upgrades and new releases
▪ Copyright infringements 
▪ Warranties
▪ Termination 
▪ Future providers and fees (recurring cost)60



Knowledge Sharing   
▪ Vendor Demonstration Tools 

– Score Cards

– Demo Scenarios 

– Scribe my exam

▪ Specialty Specific RFPs 

▪ Reference Check Tools 

▪ Site Visit Tools 

▪ Tools for Comparing cost, including recurring cost

▪ HCIT User Conferences/Summits/Forums 

▪ HCIT workshops in conjunction with Annual Meeting

▪ Formal Strategies  

▪ Displacement Guidance 

▪ Hospital Alignment 
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Complementary Vendor Contract Review for 
TORCH Members

jdaigrepont@cokergroup.com
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