
 
 
          What is email hacking? 
 
Email hacking is when someone gains unauthorized access to your email account. 
 
How does your email get hacked? 
Email hacking can happen in several ways.  Here are a few of the most common.   

1. Password guessing – A person that knows you could potentially guess your password if you 
don’t use good password management. 

2. Shoulder Surfing – That person hovering over you while you are logging into your email may 
be more than just annoying and may be watching your keystrokes to obtain your password.   

3. Phishing – An email asking you to click a link and provide your email address and password 
to access a site or get to information could be a hacker obtaining your credentials for their own 
purposes.   

 
What can you do to prevent your email from being hacked? 

1. Use good password practices.   
• Create unique passwords that use a combination of words, numbers, and both upper 

and lower-case letters 
• Don’t use easily guessed passwords such as password1, 1234567a, abcdefgh1, etc 
• Don’t use the password you’ve picked for your email account any online site.  If you 

do and the online site gets hacked there is a good chance someone will be reading 
your email soon. 

2. Be mindful of your surroundings and don’t allow others to loiter when you are logging onto 
your system. 

3. Be wary of all email messages asking you to click on a link whether you know the sender or 
not if you were not expecting the email.  Be on the lookout for language that is not typical of 
the sender or language use that is not correct or misspellings.  These are indicators of 
fraudulent emails.  However, hackers are becoming more sophisticated so they are not 
always easy to spot.  If you receive an unexpected email with a link it is best to check with 
the sender before clicking the link and providing your credentials. 

 
What should you do if your email is hacked? 

1. First and foremost, you need to change your password as soon as possible.  Make sure you 
change your password to a strong password. 

2. Notify others you think may have been a recipient of your hacked email.  
3. Make sure you have antivirus software in place. 
4. Consider implementing two-factor authentication if it is an option provided by your email 

vendor. 
 


